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SECTION 1. SCOPE

The Globa Command and Control System (GCCS) is an Automated Information System (AlS) supporting the
Department of Defense (DoD). GCCSis producing, integrating, and fielding new hardware and software
components designed to provide the Joint Planning and Execution Community (JPEC) with new technology and
functionality. GCCS system integration emphasizes use of commercia off-the-shelf (COTS) products, and
merges the capabilities of amodern Loca Area Network (LAN), UNIX-based client/server architecture, desktop-
style Graphical User Interface (GUI), and a Relational Database Management System (RDBMS).

GCCsSisintended to help Joint operation planners satisfy their ddliberate and crisis planning responsibilities via
access to auseful, user-tested, integrated set of analytic tools and flexible data transfer capabilities. The GCCS
client/server architecture provides afirm foundation for linking external systems and GCCS components,
permitting easy access to applications, and faster, more reliable, data transfers within a secure environment. At
the heart of GCCSis alarge database and application server connected to aLAN. The GCCS LAN interconnects
the GCCS sarver with avariety of workstations (DOS and Microsoft Windows PCs, Macintosh, UNIX, and other
X-Windows clients) that run associated software and application packages. The GCCS LAN will also connect
with Wide Area Networks (WANS) supporting standard LAN design.

The GCCS architecture is specifically designed with flexibility and COTS standardization to allow
interconnection with new networks and systems asthey are deployed. This architecture will easily adapt to and
milate new applications and functions.

GCCSisdesigned with the user in mind; powerful and flexible, yet fully functional. However, achieving these
godsinvolves acomplex system design, with aregular and effective technical, "behind the scenes' system
administration (SA) activity. Consequently, trained SA personnd are absolutely essential to the satisfactory
operation of the GCCS system resources at each site. This SA Manual provides technica system administration
guidance for DaD sitesreceiving GCCSVersion 2.1

11 Overview of thisManual

Thismanual:

»  Provides guidance to sites on establishing SA positions, prerequisites, and qualifications.

»  Describes the responsibilities of the GCCS SA with reference to specific Sun Microsystems
Corporation products. (SunOS 5.3 designates the operating system only. Solaris 2.3 designates the
distributed computer environment software.)

»  Provides guidance to GCCS SAs on executing their responsibilities.

* Providesingructionsto GCCS SAs on where to get further assistance.

This manua will not restate:

o Standard platform-specific (i.e., SUnOS, HP-UX) documentation (each GCCS site will receive
separately); or
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*  GCCS system and applications user documentation,

BUT will address user-specific database issues.
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SECTION 2. LIST OF DOCUMENTS
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Mail Administration Documents

sendmail, by Bryan Costaleswith Eric Allman & Neil Rickert,
published by O'Relly & Associates.

sendmail - An Internetwork Mail Router, by Eric Allman (SMM-16)

sendmail - Installation and Operation Guide, by Eric Allman (SMM-07)

Also useful are these Requests for Comments (RFC's):

22

2.3

RFC822 Sandard for the Format of ARPA-Internet Text Messages
RFC821 Smple Mail Transfer Protocol

RFC819 The Domain naming Convention for Internet User Applications
RFC1123 Requirements for Internet hosts - Application and Support.

Domain Name Service (DNS) Administration Documents
Administrating NIS+ and DNS (Solaris Manual)

DNSand BIND (O'Reilly & Associates, Inc, Paul Albiztz & Cricket Liu)
Other Documents

Airfields Software Users Manual, 28 February 1995.

Airfields Software Center Operator Manual, 31 March 1995.

ES JOPES External System Interfaces (ES) Maintenance Manual, 15 May 1995.
FRAS (Fuel Resource Analysis System ) Operators Manual, 23 June 1995.
GCCS Security Policy, 23 December 1993.

GCCS Automated Information System (AlS), Security Plan, 1 May 1995.
GCCS 2.1 Software Users Manual, 16 June 1995,

GCCSAd Hoc Query User Manual, 14 April 1995.

GRISCSCI v2.2 Operations Manual, 30 May 1995.

GSORTSUser's Guide, 19 August 1994,
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HP NetMtris Power Agent Users Guide (Volume 1, 2 and 3) Version 4.5, 25 May 1995.

JMCIS2.1 System Administrators Guide, 15 July 1994.

JMCIS 2.1 Security Managers Guide, 15 July 1994.

JOPES Administration Manual, 26 August 1991.

MEPES (Medical Planning and Execution System) Core Users Manual (UM), 1 November 1994.
MEPES (Medical Planning and Execution System) Core Technical Manual (UM), 1 November 1994.
NUCWA Users Manual (UM), 1 January 1993 (SECRET).

PREDEFINED Reports Users Manual, 31 May 1995.

UCCS Automated Message Handling Segment (AMHS) System Administrator/Operator Guide, 15
September 1993.

RDA (Requirements Development and Analysis) Build 2 Users Manual, 7 June 1995.

TARGET Users Manual, 30 December 1994.
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SECTION 3. SEGMENT INSTALLATION
3.1 Overview

In GCCS, al softwareis packaged in modules called software segments. An application may comprise one or
more segments, depending upon its complexity and modularity. The segments are provided to the site on 4mm or
8mm tapes, viaftp over the SIPRNET, or can beingtalled remotely by arepository site (Operational Support
Facility or CINC) using the Remote Ingtaller.  The segments are installed using the Segment Installer tool, which
comes with the GCCS COE Kerndl. Itisavailablewhenthe SA logsinas  sysadmin.

3.2 Setting Up Network Segment Installation Servers

Network Segment Installation servers are GCCS platforms on which software segments can be loaded and stored.
The Segment Ingtaler can then use the Segment Ingtallation serversto install applications on other platforms.
This diminates the need for using tapesto install segments and allows the SA to build several platforms
simultaneoudly.

The Executive Manager server storesthe Table of Contents for the Segment Installation serversin the directory
/h/data/global/SysAdm/toc_load, which ismounted by all systems. The table of contents, toc, identifiesthe
segments available on the network, and the platforms storing each segment. The actual segments are stored in the
/home2 directory on the Segment Installation server. The SA should insurethat  /home2 has sufficient spaceto
accommodate the required segments; if spaceislimited, the SA can set up separate platforms as Network
Installation servers. The following are the steps for setting up a Segment Installation server:
a. If, during theingallation of the GCCS COE Kernd tape, the question:
"Isthis going to be a Segment Ingtallation Server? (y/n)[n]"
was answered "y" then goto Step c.

If the question was answered "n," and the site now wants to set the server up as a Segment
Installation server, then go to Step b. before performing Step c.

b. Addthefollowinglinein /etc/dfs/dfstab:
Share -F nfs -0 anon=0 /home2
and execute the following command:

/ etc/ share /honme2

c. Loginas sysadmin and sdect INSTALLATION SERVER from the SOFTWARE menu.
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d. If thetape drive from which you will be loading the software segmentsislocaly attached, and is
device 0, goto Step e. Otherwise, clickthe SELECT MEDIA button.

1. If thetapedriveison ancther platform, sdlect HOST under HOST and then click on thefield
next to NAME. Enter the name or the | P address of theremote platform. Sdect OTHER under
DEVICE and then click on the field under OTHER. Enter the correct drive number, ensuring
that the"b" optionisused (e.g., / dev/ rnt/ Onbn).

2. |f thetgpedriveislocaly attached, sdect OTHER under DEVICE and then click on thefield
under OTHER. Enter the correct drive number, ensuring that the "b" option is used (e.g.,
[ dev/rnt/ 1nbn).

e. Loadthedesired segment tape in thetape driveand select  READ TOC.
f.  Usethe cursor to highlight the segmentsto be loaded. Highlight as many as desired.

g. Sdect LOAD to begin loading the selected segments. The segmentswill beingdledin -~ /home2 in
the NET_SERVER directory. The Table of Contents will be stored in directory
/h/data/global/SysAdm/toc_|oad.

h. The Ingtallation server will not load any segments after  /home2 has reached 80 percent of its
capacity. To override this constraint, position the cursor in the Segment Installer GUI, and pressthe
right mouse button. Select Disk Space Override from the menu. A new window labdled
"OVERRIDE DISK SPACE LIMITATIONS' will appear. Sdlect the desired override( 90 percent
or 95 per cent) from thiswindow and then EXIT. Continue loading segments after this.

i. Toadlow another platform to use the Segment Indtallation server, an  .rhosts file must be created in
the/ directory. Thisfile must have the host names of each platform in which the Segment
Installation server will be used.
3.3 Using the Segment Installer
The segments are installed using the Segment Ingtaller tool, which isaGUI that provides the following:

» |dentification of which applications (segments) are loaded on your system.

» |dentification of which applications (segments) are available on atape or on a Segment Installation
server.

»  Thecapability to install and/or de-install applications (segments) on the system.
The Segment Ingtaller ingtalls softwareinthe /h file system. When this file system is approximately 80 percent

full, the Segment Installer will install softwarein  /homel, followed by /home2, /home3, ..., /Thome99. The 80
percent congtraint can be overriden by usingthe Disk Space Override feature of the Segment Ingtaller.
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The Segment Ingtaller tool can be invoked directly by logginginas sysadmin and launching it viatheicon or
menu pick, or by the Remote Instaler tool (Remotelnst), addressed in Section 3.4. To usethe Segment Installer
do the following:

a

b.

Loginas sysadmin.

Position the cursor over the SOFTWARE menu pick and select Segment Installer, or position the
cursor over the Install icon in the Launch Window and double-click. The Segment Installer GUI will
appear after approximately 15 seconds.

If loading from tape, and if the tape drive from which you will be loading the software segmentsis
locdlly attached, and isdevice O, go to Step ; otherwiseclickthe  SELECT MEDIA button. A
"Checking Media" window will appear for approximately 30 seconds, sometimes longer. A window
labeled "Sdect Media' will then appear.

Inthe"Sdect Medid' window execute one of the following:

1. If you are going to use the Segment Indtallation server, sdect  NETWORK under DEVICE and
then select OK.

2. If thetapedriveison another platform, sdect HOST under HOST and then click on the field
next to NAME. Enter the name or the | P address of theremote platform. Sdect OTHER under
DEVICE and then click on the field under OTHER. Enter the correct drive number, ensuring
that the"b" optionisused (e.g., / dev/ rnt/ Onbn).

3. If thetapedriveislocaly attached, sdect OTHER under DEVICE and then click on thefield
under OTHER. Enter the correct drive number, ensuring that the "b" option is used (e.g.,
/ dev/rnt/0nbn).

Load the segment tepein thetape driveand sdect  READ TOC. If using the Segment Installation
sarver, smply sdlect READ TOC.

The Segment Installer GUI will disappear, and awindow containing an hourglass labeled " Checking
Media' will bedisplayed. The"Checking Media' window will disappear and another hourglass
window labeled "Busy" will be displayed, with a message "Reading Table of Contents.”

The Segment Installer GUI will reappear with alist of available segments displayed in the window
labeled "Table of Contents." Segments aready installed will have an asterisk. (The Table of
Contents and the SegDescrip directory for each segment listed are stored in
/h/data/local/SysAdm/toc_load, if loaded from tape, or in /h/data/global/SysAdm/toc_load if
network installed).

To salect asegment for installation, move the cursor to the segment to beinstalled and click once.
The segment will be highlighted.
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NOTE: Itispossibleto sdect more than one segment for installation at atime, but it is not
recommended, especially for ssgments larger than 20 MB. Never ingtall more than one
application database segment at atime.

To begin theinstall process, sdlect the Install button. A window with an hourglass labeled
"Ingtalling Selected Segments" will appear in place of the Segment Installer GUI. The application
and database segment tables located in Section 5 of the GCCS Implementation Procedures show
approximately how long it takes to |oad each segment.

After the segment isingtalled, the Segment Instaler GUI will reappear with another window overlaid
signifying that the segment was either successfully or unsuccessfully installed.

If the segment was successfully installed, continue loading additional segmentsif required.

If the segment did not install successfully, awarning will appear stating that an "error occured while
ingtalling selected segment(s)." Click on OK to clear thewarning and then sdect STAT LOG to
determine why the segment(s) did not install.

The most common explanations for a segment not ingtaling are:

» Therequired segments are not installed on the system.
*  Thesegment isnot IMCIS compatible.
* Insufficient disk spaceisavailable to ingtall the segment.

To correct the "required segments not installed” problem, highlight the problem segment in the Table
of Contents window, and select REQUIRED. Install any segments listed that are not currently
installed. Also consult the Segment Dependency tablein Section 5 of the  GCCS Implementation
Procedures for any additional dependencies. Pay particular attention to the version number of the
required segments.  If the version currently installed does not match the version specified for the
required segments, the segment <till may not install.

To correct the "not IMCIS compatible' problem, exit the Segment Installer and rewind the tape.
After the tapeis rewound, restart the Segment Installer and try again.

To correct the "insufficient disk space” problem, use the Disk Space Override feature of the Segment
Installer (see Step n following).

. If asegment did not install successfully, but islisted inthe"SEGMENTS CURRENTLY
INSTALLED" window of the Segment Installer, it should be de-installed before attempting to re-
install it.

The Segment Ingtaller will not load any segments fter the available  /h and /home[1-99] file systems
have reach 80 percent of their capacity. To override this constraint, position the cursor in the

Segment Ingtaler GUI and presstheright mouse button. Select  Disk Space Override from the
menu. A new window labeled "OVERRIDE DISK SPACE LIMITATIONS' will appear. Sdlect the

3-4
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desired override ( 90 per cent or 95 percent) from thiswindow and then EXIT. Continue loading
segments after this.

34 Using the Remote I nstaller
The Remote Ingtall (Remotel nst) function provides the following capabilities:

o |talowsan operator at aremote siteto "pull” software segment(s) from a repository site and load
them in the remote sit€'s Segment Installation server. The operator may also use Remotelnst to
install the segment(s) on a platform after they are pulled.

» |talowsan operator at arepository site the ability to download or "push” software segments to other
siteswhere they are loaded into the site's Segment Installation server. It aso providesthe operator at
the repository site the ability to ingtal or de-install segments on platforms at other sites.

34.1 Using Remote Install for the Pull Operation. The Pull operation consists of an operator at the remote
site grabbing and transferring software segments, made up of segment ingtall file(s) and shell scripts, from the
repository siteto the remote site. The Pull operation has a graphical user interface intended for ease of use.

NOTE: Prior to executing the following steps, the Remote Install segment must be installed.

To run the Remote Ingtal in Pull mode, do the following:
a. Attheremotesdite, log onto aplatformas sysadmin.

b. Sdect Remotelnstall from the"Software' menu or double-click onthe Remote Install icon. This
brings up awindow like that shown in Figure 3-1.

HOST: <NONE>

SELECT SEGMENTS EXIT

Figure 3-1. Remote Install Window
c. Enter the name of the repository host in the text field containing the word "<NONE>".

d. Sdect SELECT SEGMENTS. Thiswill connect to the repository machine and bring up the screen
shown in Figure 3-2, which contains alist of segments available for pulling from the repository site:
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NOTE: If therepository site machine is not set up correctly, the following message will appear:
"No segrments found on the specified host "

Consult Section 3.4.3 for instructions on configuring arepository site.

Segment filesto ingtall:

Remote Ingtall 1.1 - Solaris
System Administration 1.0.2.1 - Solaris

REL NOTES DOWNLOAD INSTALL CANCEL

Figure 3-2. Sdect Segments Screen

e. Sdect the segment(s) to be pulled by moving the mouse to the desired segment and clicking once.
The segment(s) will be highlighted.

f.  To pull the segment and load it on the site's network Segment Installation server, select
DOWNLOAD.

g. Toingall the ssgment on the platform executing Remote Ingtall, in addition to loading it on the
network Segment Installation server, sdect INSTALL.

h. Progresswill beindicated by the following series of messages.

Transferring files
Formatti ng segnents
Launching Installer (only if INSTALL was sel ect ed)

i. If INSTALL wassdected, the Segment Installer will appear after the segments are transferred.
Follow the procedures in Section 3.3 to use the Segment Ingtaller.

3.4.2 Using Remote Install for the Push Operation. The Push operation consists of an operator at the
repository site (Operational Support Facility or CINC) sending the Segment Install File and shell scripts from the
repository siteto the client (remote) site. The operator has the ability to load the segment on the remote site's
Network Installation server (Segment Ingtallation server) and install/de-install segments on the remote site's
platforms. The Push operation uses only acommand line interface, asfollows:
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Remotelnt [-p -l -i] <hosthame> <segment install file>

Where:
-p indicates that the Remote Ingtaller should only send the file across the network and load it on the
Network Segment Ingtdlation server specified in <hostname> inthedirectory  /home2/NET_SERVER. It
does not ingtall the segment on the remote site.

-i indicates that the tool should send the file and instd| the file on the Network Segment Ingtallation
sarver specified in <hostname>, and then launch the Segment Installer on the remote machine so the
Remote Install operator can go ahead and install the segment.

-l indicates that the tool should launch the remote machine's Segment Installer so that it is displayed on
the repository machine's display.

<hostname> isthe host name or |P address of the machine at the remote site on which the segment will
beingtalled. For option -p + -i host name must be the name of aNetwork Segment Installation server.

<segment ingtall file> isthe full path of the segment ingtall file that isto beinstalled. Only one segment
ingal file may beingalled at atime.

3.4.2.1 Remotelnstall Push Example.

Thefollowing is an example of a Push operation. Inthe example, asegment filenamed  Remotelnstall_1.1.tar,
located under /homel0/ftp/pub/Remotelnstall at the repository site, isinstaled on the remote site's Network
Installation server machine, named  jdeftest.jdef, without launching theingtaller on the remote machine:

a Remotelnst -p jdeftest.jdef /ThomelO/ftp/pub/Remotel nst/Remotel nstall_1.1.tar

b. The operator will then be prompted for valid user ID and password on the machine to which the
segment isbeing pushed. Enter root or sysadmin asavalid user ID.

c. After entering the correct user ID and password, the operator would see a series of messages similar
to the following:

Checki ng renote systemtype...
Attenmpting to get free space fromrenote nachine...
Free D sk Space on Renote Machi ne == 255428 KB

Installing Segnent File [/homel0O/ftp/pub/ Renotel nst/Renotelnst 1. 1.tar]
This can take a while - - please be patient.

Sending file: Renmotelnst_1.1.tar

100% O > 2447360 bytes. ETA 0: 00
2447360 bytes sent in 2.19 seconds, 1.06 M/ s.

Sending file: AddToNet TOC

100% O > 7415 bytes. ETA 0:00

7415 bytes sent in 0.03 seconds, 276.14 kB/s

Formatting segnent on renote nachine. .. [Network Installation Server]

37
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Expandi ng the segnent file (this may take a while)... [Extracting the tar fil€]
Addi ng new segnment to the table of contents...

Addi ng segnment to the network installer...

Qeaning up ... Please be patient

Network install conpleted
*** Renmote Install Conpleted ***

3.4.2.2 Remotelngtall Ingtall/De-install Example.

To de-ingdl and/or ingtall segments on aremote machine, Remote Install provides the ability to launch the
remote machine's Segment Ingtaller on the repository maching's display. This usesacommand lineinterface, as
follows:

a Remotelnst -| 199.114.208.77

b. The operator will then be prompted for valid user ID and password on the remote machine on which
the Segment Ingtaller is being launched.

c. TheRemote Ingall tool will transfer afile to configure the account for using the Segment Installer.
Findly, theingtdler will be launched on the remote display. During this process the operator will see
the following messages.

Checki ng renote systemtype...
Attenpting to get free space fromrenote nachine...
User sysadm n | ogged in.

Sending file: Launchl nstal | er
100% O 1396 bytes. ETA 0:0
0

1396 bytes sent in 0.05 seconds, 24.98 kB/s.
Launchi ng Segrent Installer on 121.0.0.125:0.0

d. Atthispoint, the Segment Installer will appear on the repository machine's display. Follow the
proceduresin Section 3.3 to use the Segment Ingtaller to ingtall/de-ingtall segments on the remote
machine.

3.4.3 Configuring a Repository Sitefor Pull Operation. For the Pull operation to work, the repository site
needs to be configured properly. First, the Pull works by using anonymous ftp. Refer to the manual pages for
"ftpd" for information on setting up anonymous ftp. Once anonymous ftp is configured, some additional files
need to be added under the ftp home directory:

~ftp/pub/SegFiles

Thisfile contains data on the segment install files. Itisaplain text file that contains one line for each segment
ingal file onthe system. The line containsthree fields that are separated by colons, as:

<description>: <relative segnent file path>:<relative rel ease notes path>

3-8
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Where:
<description>: isthe description that will appear on the Remote Install window when auser attachesto

the repository site using the Pull operation (Section 3.4.1). The field should contain at a minimum the
segment name, the version number, the machine type, and thefile size.

<relative segment file path>: isthe path and name of the segment install file[locd tar fil€].

<relativerelease notes path>: isan optiond field that indicates the path and file name of the release
notesfiles.

A valid SegFilesfilewould look like the following:

Renote Install 1.1:/pub/Renotelnst/Remotelnst_1.1.tar: /pub/Rel Not es/ Renot el nst. RN
JMIK 1.0 for Sol aris:/pub/ IJMK/ JMIK 1.0. tar:/pub/ IMK/ JMIK_1. 0. RN
System Adni ni stration 1.0.2. 1:/ pub/ SysAdnm SysAdm 1.0.2. 1. tar:

~ft p/ pub/ Shel | Scri pt s/ AddToNet TOC
~ft p/ pub/ Shel | Scri pt s/ Launchl nstal |l er

Thetwo filesin bold face above are distributed with the Remote Install segment. They are shdll scripts that
load the pulled segment(s) on the Network Instalation server [ AddToNetTOC] and launch the Segment
Installer [ Launchinstaller]. They can befound under /h/Remotel nst/progs after the Remote Installer
segment has been ingtalled.

NoTE: All segment ingtall files must reside under the ~ftp/pub directory for the Pull function of Remote Ingtdl
to work.
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SECTION 5. DOMAIN NAME SERVICE ADMINISTRATION

51 Overview

Every network device attached to a TCP/IP network isidentified by a unique 32-bit IP address. Any device
that has an |P address can be assigned a host name. While host names are not required--they simply make it
easier for the user to use the network and may be used interchangeably with a system's | P address.

Currently three popular methods are used to trandate or resolve host namesinto |P addressesin GCCS:

® Host Tables (/etc/hosts)
e NIS+
® Domain Name Sarvice (DNS)

Host tables are located on each system on the network inthe/  etc directory. Thisrequiresthat each table be
maintained separately and, typically, can be an administrative burden on al but the smallest of networks.

When using NIS+, asingle host file, found under  /h/EM/nis_files/host in the GCCS EM server, isused by all
GCCS platforms. |t should not be used to resolve names of platforms outside the site's LAN.

DNSisan application layer protocol that is part of the standard TCP/IP protocol suite. DNSisin essencea
naming service; it obtains and provides information about hosts on a network.

DNS performs naming between hosts within the local administrative domain and across domain boundaries.

It isdistributed among a set of servers, commonly known as "name servers,” each of which implements DNS
by running adaemon caled named.

52 References

1 Administrating NIS+ and DNS (Solaris Manual)
2. DNSand BIND (O'Reilly & Associates, Inc, Paul Albiztz & Cricket Liu)
3. DNS template files, which are loaded onto the designated DNS systemin/  var/nameserver by the

GCCS COE Kernd tape, if theingaller requests them. Thesefiles are also available from the
Operationa Support Facility (OSF) through an "anonymous ftp" account on the root domain name
sarver "hornet” (1P address 199.114.100.20).

Instructions for getting DNS Template files via ftp:

host _name > ftp hornet <return>

hornet | ogi n: anonynous<return>

password: <no password i s needed><return>
ftp > cd pub/dns<return>

ftp > nget *<return>
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ftp > bye<return>

Theinstaller will be prompted for theretrieval of each filein the DNS directory on

hornet. Answer yesto

those the siterequiresand no to those not required. Thesefileswill be placed in the directory theingtaller

originally logged into at the beginning of the ftp session. It isbest that theingtaller isin the/

directory localy.

53

var/nameserver

Pre-Installation Tasks

Before beginning the DNS ingtallation, perform the following tasks:

a. Choosetwo reliable UNIX machines on the LAN to be the primary and secondary name servers.
Any UNIX devicewiththe bind or in.named daemon can run the name server software. These
loca name servers will be set up to know the addresses and aliases of al thelocal devices and to
know where to look for information about devicesin other domains. The name server software
does not require dedicated machines.

NoOTE: All SPRNET domain namesend with gcc. sni |

b. ChooseaDNSdomain name. Table5-1 providesapartid list. (Nameslisted can be verified by
caling the Hotline at the DISA OSF.) A DNSdomain nameis not the same asthe NIS or NIS+
domain name. The NIS or NIS+ domain name is what the user gets after entering the command
domainname. Some examples of fully qualified DNS domain names are:

the osf uses: osf.gcc. sm |
thejdef uses.  jdef.gcc.sml
centcomuses. cent.gcc.sm |

C. Regigter Ste name sarvers with the root name server. To notify the OSF of anew name server,
mail the fully qualified domain names of the name server hosts, their |P addresses, and a
technical point of contact to " net_adm@hornet.osf.gcc.smil”.

Table5-1. Domain Names

GCCSDOMAIN E-MAIL ADDRESSES: <user-id>@<host-name>.<subdomain-name>.gcc.smil

GCCS COMMAND ADDRESS (CONTAINS S/A DESIGNATION)
SUBDOMAIN

NAME/alias

acc ACC Air Combat Command, Langley AFB, VA (AF)
acom/usacom USACOM US Atlantic Command, Norfolk, VA (Joint)

acom MARFORLANT  |Marine Forces Atlantic, Camp Leeune, SC

acom CINCLANTFLT JUSCINC Atlantic Fleet, Norfolk, VA (NAVY)
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GCCS COMMAND ADDRESS (CONTAINS S/A DESIGNATION)
SUBDOMAIN

NAME/alias

afic AFIC Air Force Intdligence Command, Kelly AFB, TX

afmc AFMC Air Forces Materid Command, Wright Patterson AFB, OH
afmpc AFMPC Air Force Military Personnel Center, Randolph AFB, TX
afres AFRES Air Force Reserves, Robins AFB, GA

afsoc AFSOC Air Force Special Operations Command, Hurlbert Field, FL
afspace AFSPACE Air Force Space Command, Peterson AFB, CO

afwce AFWC Air Force War College, AL

alcom ALCOM Alaskan Command, AK

amc AMC Air Mohility Command, Scott AFB, IL

anmcc ANMCC Alternate Nationad Military Command Center (DISA)

aoc AOC Army Operations Center, Pentagon (Component HQDA)
areur AREUR Army, Europe, GE

arpac ARPAC Army, Pecific, Ft. Shafter, HI

arso-pan ARSO Army Southern Command, Ft. Clayton, Panama

arspace ARSPACE Army Space Command, Peterson AFB, CO

asoc USASOC US Army Specia Operations Command, Ft. Bragg, NC
awc AWC Army War College, Carlide, PA

cent CENTCOM US Centrd Command, MacDill AFB, FL

centaf CENTAF Air Force Centrd Command, Shaw AFB, SC

cno CNO Chief of Naval Operations, Pentagon

defor COMICEDEFOR [Commander Icelandic Defense Forces, Iceland (ACOM)
foraz COMUSFORAZ  |Commander, US Forces, Azores, Lajes Field, Portuga (ACOM)
faisa ARCENT Army Centra Command, Ft. McPherson AFB, GA
forcel/forscom ||FORSCOM US Forces Command, Ft. McPherson (ARMY), GA
navcent NAVCENT (FWD)  |Navy Central Command (Forward), Bahrain

navcent NAVCENT (FWD)  |Navy Central Command (Forward), Saudi Arabia

hgaf HQAF HQ Air Force, Pentagon

hgda/ DAWN HQDA HQ Department of the Army, Pentagon

hgeucom EUCOM European Command, GE (Army)

hgeucom MARFOREUR Marine Forces Europe, GE

hgmc HQMC HQ Marine Corps, Navy Annex, DC

jdef JDEF Joint Development & Evaluation Facility, VA Sg., VA (DISA)
jisc JSC DISA, Pentagon

jsoc JSOC Joint Specia Operations Command, Ft. Bragg, NC
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GCCS COMMAND ADDRESS (CONTAINS S/A DESIGNATION)
SUBDOMAIN
NAME/alias
kttc AETC Air Education & Training Command, Keeder AFB, MS
logsa AMC, LOGSA Army Materials Command, VA
msc MSC Military Sedlift Command, Navy Yard, DC
mtmc MTMC ARMY Military Traffic Management Command, VA
navcent-dep NAVCENT (REAR)  |Navy Central Command Rear, MacDill AFB, FL
naveur NAVEUR Navy, Europe, Eng. (EUCOM)
navso NAVSO Navy Southern, VA (SOUTHCOM)
navspace NAVSPACE Navy Space Command, VA
ndu NDU National Defense University, Ft. McNair, DC (JOINT)
nmcc NMCC National Military Command Center, Pentagon (DISA)
nps NPS Nava Post Graduate School, Monterey, CA
nwce NWC Nava War College, RI
osf OSsF Operational Support Facility, Sterling, VA  (DISA)
pacaf PACAF Air Forces, Pacific, Hickam AFB, HI
pacom PACOM Pacific Command, Camp Smith, HI (JOINT)
pacom MARFORPAC Marine Forces, Pacific Command, Camp Smith, HI
pacom MARFORCENT  |Marine Forces, Centra Command, Camp Smith, HI
pacom SOCPAC Specid Operations Command (PACOM), Camp Smith, HI
pacflt/crf PACFLT Pacific Fleet, Makaapa (Navy)
socom SOCOM US Specid Operations Command, MacDill AFB, FL  (AF)
>>g0csouth SOCSOUTH Specia Operations Command (SOUTHCOM), Ft Clayton, Panama
soeur NAVSOTHEUR |Navy, Southern Europe, Naples, Italy
southaf SOUTHAF Air Force Southern Command, Davis-Monthan AFB, AZ
southcom SOUTHCOM US Southern Command, Quarry Heights, Panama (Army)
Spacecom SPACECOM US Space Command, Peterson AFB, CO (JOINT)
Speccom SPECWARCOM  [Specia Warfare Command, CA (Navy)

(NAV)
sstm SST™M (AETC), Keeder, MS
stratcom STRATCOM US Strategic Command, Offutt AFB, Nebraska
usafe USAFE US Air Forces, Europe, GE
usfj COMUSJAPAN  [Commander US Forces Japan (AF)
usfk USFK/Army(2) Commander US ForcesKorea, Korea  (ARMY)
usfk USFK/Army(1) Army, Korea
usfk USFK/Army(3) Army, Korea
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GCCS COMMAND ADDRESS (CONTAINS S/A DESIGNATION)
SUBDOMAIN
NAME/alias
ustc TRANSCOM US Transportation Command, Scott AFB, IL
ustc JTO Joint Training Organization, Scott AFB, 1L
DISA-EUR DISA Europe, GE
DISA-PAC DISA Pecific, HI
NCC National Control Center, Pentagon (DISA)
NMC National Monitoring Center, Arlington, VA (DISA)
Italics - Alias

To update or correct thistable, contact:

Mary Jane Haley
(703)- 735-8587
DSN - 652-8587

e-mail - haleym@cc.ims.disa.mil
SIPRNET e-mail - haleym@hornet.osf.gcc.smil
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54 Installing the Primary Name Server

WARNING:

Be very careful of the syntax and location of white space and "." in these files; they must be exact or
they will not work and the installer will not receive a clear indication of failure. There arefour
important, but easily overlooked, syntactical errorsthat can occur:

There must be adot a the end of the fully qualified names;, eg.,
hor net.osf.gcc.smil.
Thefinal dot lets DNS know to start at the root server.

Make sure there are no uncommented white lines or the filewill not be fully read. Commentsin these
filesare noted by asemi-colon ( ;) at the beginning of each comment line.

The db.hosts, db.rev.hosts, and db.local files have aseria number in their files. This number needsto
be incremented each time thesefiles are edited. |f the site does not increment this number, the DNS
daemon will not know there has been a change and will not read any edits. This problem will be
discovered when the edited file is chosen.

The db.cache file has a"dot" at the beginning of the linesthat identify the root name servers. DNS will
not function properly without the dots.

Thefollowing filesarel

ocated in/ var/nameserver .

NOTE: These are examples and must be modified for the site.

db. host s Mapslocal domain names and aliases to addresses.
db.rev. hosts Maps addresses to local domain names.

db. cache Root name server addresslocations.

db. | ocal Loopback network.

naned. boot Tiesal the other filestogether.

NOTE: Thesefilesare generally referred to asthe name server database (- db.xxx) files and can have any
name the site chooses.

a. Setupthe db.hostsfile. Thisfile, withthe db.rev.hostsfile, definesthe domain for which asite's
name server is authoritative (the best source of information). It contains the following types of

records;

SOA
NS
A

Start of authority is alwaysthefirst entry. There can be only onein a databasefile.
Listsaname server for thisdomain.
Maps ahameto an address.

CNAME  Definesan dias (caled a canonical name).

PTR
MX

Maps an address to aname.
Mail Exchanger definesamail hub for the local network.
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NOTE: Thislistisnot an exhaustivelist of al available record types. It supplies enough to begin
setting up thefile.

Thefollowing isasample db.host file:

NOTE: A semi-colon (;) indicates a comment.

Nane Server tables for the server at jdef.gcc.snil
Last update Wed Mar 10 20: 16: 33 1993

@ IN SQA backfire.jdef.gcc.sml. root.backfire.jdef.gcc.sml. (

93051013 serial nunber
3600 ; refresh after 1 hour
300 ; retry after 5 mnutes
604800 ; expire after 1 week
3600 ) ; mnimumtime to live (ttl) of 1
; hour
jdef.gcc.sml. IN NS backfire.jdef.gcc.sml.
IN NS j def 1000. j def . gcc.sm | .
$ORIAN jdef.gcc.sml.
backfire IN A 199. 114. 66. 86
mai | host IN CNAME backfire.jdef.gcc.sml.
j def rout er IN A 199. 114. 66. 90
j def 1000 IN A 199. 114. 66. 80
GCCS_SRv I N CNAME | def 1000. ) def.gcc.sml .
UCCS_SRV I N CNAME | def 1000. ) def.gcc.sml .
uccs_server | N CNAME jdef1000.]j def.gcc.sml.
gsorts IN CNAME backfire.jdef.gcc.sml.
jws3 IN A 199. 114. 66. 70
jotsl IN A 199. 114. 66. 89
IN A 127.0.0.1

| ocal host

NOTE: Thedot (".") a the end of afully qualified name meansto start at the root domain.

When arecord is changed in a database file, the corresponding serial number should aways be
incremented. Having made this change, the name server daemon can then be signaled to check
the database and update its records and the secondary name server'srecords. A good practiceis
to use the date and time the serial the number in - YYMMDDHH format.

The root.jdef.gcc.smil. isthe mail address for the person responsible for this domain.

b. Setupthe db.rev.hostsfile. Because addresses are looked up as namesin DNS, addresses must
also be provided to name mappings. Each host in the domain must have at least one record. The
addresses are reversed with in-addr.arpa appended. The following is an example of the
db.rev.hostsfile:
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; Last update Fri Jun 24 10:40: 23 1994

@ IN SQA backfire.jdef.gcc.snil. root.backfire.jdef.gcc.sml.(
93051013 ; serial nunber
3600 ; refresh after 1 hour

300 ; retry after 5 mnutes

604800 expire after 1 week
3600 ) mnimnumtinme to live -
;(ttl) of 1 hour

IN NS backfire.jdef.gcc.sml.

IN NS j def 1000. j def . gcc.sm | .
$ORIA N 66. 114. 199. i n- addr . ar pa.
86 IN PTR backfire.jdef.gcc.sml.
80 IN PTR j def 1000. j def . gcc.sm | .
90 IN PTR jdefrouter.jdef.gcc.sml.
70 IN PTR jws3.jdef.gcc.sml.
89 IN PTR jotsl.jdef.gcc.sml.

Set up the db.cachefile. The name server daemon uses the cache information to resolve an
address outsideitslocal domain. The cache pointsto the primary and secondary root name
sarvers, hornet.osf.gcc.smil and milo.osf.gcc.smil, respectively. These name servers are located
at the OSF and are aware of al the other name serversin the network. An aternate root name
server is needed to protect against an OSF sitefailure. Sites that would like to volunteer to
provide this service should mail to " netadm@osf.gcc.smil". The db.cache file should look
exactly like the following:

;lnitial cache of rootservers

99999999 IN NS HORNET. OSF. GCC. SM L.
99999999 IN NS M LO CSF. GCC. SM L.
99999999 IN NS HQPAC. PACOM GCC. SM L.
99999999 IN NS ARCENT. FORSCOM (CC. SM L.
and their addresses
HORNET. OSF. GCC. SM L. 99999999 |IN A 199.114.100. 20
M LO. GSF. GCC. SM L. 99999999 |IN A 199. 144.100. 15
HAPAQ PACOM GCC. SM L. 99999999 IN A 157.223.1.101
ARCENT. FORSCOM (CC. SM L. 99999999 IN A 164.222.10.1

When an aternate root name server isdefined, it will be added here.

Set up the db.local file. Thisfile providesthe loopback address. Thefollowing is an example of
thisfile:

; name.local for jdef

$OR G N j def . gcc. snil .
@ IN SQA backfire.jdef.gcc.sml. root.backfire.jdef.gcc.sml.(
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93051013 ; serial nunber
3600 ; refresh after 1 hour
300 ; retry after 5 mnutes
604800 ; expire after 1 week
3600 ) ; mnimumtime to live (ttl) of 1 hour
IN NS backfire.jdef.gcc.sml.
IN NS j def 1000. j def . gcc.sm | .
1 IN PTR | ocal host .

; So much for waparound 127.0.0.1

e.  Setupthe named.boot file. Thisfiletiesall of the database files together. It specifiesthe
catalog where the database files reside, and the file name the site has chosen for each database.
Thefollowing is an example of the named.boot file:

; named. boot for prinary name server for your donain

;type domai n sourcefile or host
directory [ var / nameser ver

cache . db. cache

primary j def.gcc.sml db. host s

primary 66.114.199.in-addr.arpa db.rev. hosts
primary 0.0.127.in-addr. arpa db. | ocal

When all the database filesand the named.boot file are completed, copy the named.boot fileto
/etc/named.boot directory:

# cp /var/ nameserver/ named. boot /etc/naned. boot <return>
To gtart the name server daemon, as root enter:
# 1 n. named<return>

During system startup, if the/ etc/named.boot file exigts, the in.named daemon will be
automatically started.

f. Setupthe/etc/resolv.conf file. Thisfile definesthe name serversfor adomain. Setit up as
follows:

domai n your donmai n. gcc. sm | <return>

naneserver i p_address_of _primary_nane_server <rgurn>
naneserver ip_address_ of _secondary_nane_server <reurn>
naneserver ip_address_of _offsite_backup_name_server <reurn>
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Be surethere are no extralines or spaces at the end of aline. If there are extra spaces, the
resolver does not work, and it does not provide any error messages. For devicesin adomain that
are not name servers, thisis the pathway to aname server. A maximum of three name servers
may be listed in the resolver.

Perform the following steps to complete the installation:

1. Veify tha the/ etc/defaultrouter file containsthe IP addressfor the Site's gateway. If this
file does not exist, or contains the wrong value, create it and add the | P address of the default
gateway.

2. Todynamicaly sat the default gateway, type:

# route add net default <IP_address> 1<return>

3. Veify the netmasks using the "ifconfig" command:

# ifconfig | eO<return>

Thefollowing is an example of a Class B network with a Class C netmask:

flags = 863<up , broadcast , notrailers , running , multicast > ntu 1500
i net 164.117.210.77 netnmask . ffffff00 broadcast 164.117.210.255

NOTE: 164.117.210.77 should be your host's |P address.

("Netmask" should be ffff0000 if Class B netmask isdesired. It should match A.2.
"Broadcast" should be 164.117.255.255 if Class B network is desired.)
4. Toupdate anon-NIS system, edit/ etc/netmasks and enter the command:

# ifconfig -a netmask + broadcast +<return>

Secondary Name Server Setup

a

Create acatalog like/ var/nameserver like the primary name server. Touchthe db.hosts and
db.rev.hostsfilesasfollows:

# nkdir /var/ naneser ver <reurn>
# cd /var/ nanmeser ver <return>

# touch db. hosts db. rev. host s<return>

Create or copy the named.boot, db.cache, and db.local filesfrom the primary server. Inthe
named.boot file, change every occurrence of primary to secondary except for the  db.local entry.
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For the db.hosts and db.rev.hosts files, add the | P address of the primary server. Thefile should
be similar to the following:

Secondary (backup) nameserver

;type domai n sourcefile or ip address
di r ect ory [ var [ nameser ver

cache . db. cache

secondary j def.gcc.sml 199. 114. 66. 86 db. hosts
secondary 66.114.199.in-addr.arpa 199.114.66.86 db.rev. hosts

primary 0. 0. 127.in-addr. arpa db. | ocal

Copy thefileto / etc/named.boot and start the name server daemon.

5.6 Set Up the Remaining Hosts on the Networ k

The remaining hosts use the/ etc/resolv.conf file to locate the name serversfor adomain. Set up the
remaining hosts asfollows:

domai n {your domain} . gcc. smi |

nameser ver {ip_address of primary_name server}

nameser ver {ip_address of secondary name server}

nameser ver {ip_address of offsite backup name server}
Be surethere are no extralines or spaces a the end of aline. If there are extra spaces, the resolver does not
work, and it does not provide any error messages. A maximum of three name servers may be listed in the
resolver.
5.7 Debugging Hints

e |f the in.named daemon does not start;

First check the/ var/adm/messagesfile. An error messageis printed thereif syslog isturned
on.

» |f things are not working as expected:
Check the cache by signding the in.named daemon asfollows:
# kill -INT “cat /etc/named. pid <return>

Thiswill cause adump to the/ var/tmp/named_dump.db file.
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» The nslookup facility providesinsight into how DNS sees the network. Enter the command
nsl ookup andusehelpto get alist of available options.

5.8 Updating the Name Server Database

Edit thefiles as appropriate, making sure to increment the serial number (always edit the fileson the
primary). Signa the in.named daemon of the change, using the following command. This command will
insert the process D (pid) of the named daemon as an argument for the kill command (HUP isthe UNIX
signal name for Hangup):

kill -HUP “cat /etc/naned. pid <return>

Force an update of the secondary name server using the following command:

usr/sbin/in.named -xfer -z jdef.gcc.sml|l -f db.hosts -s 0 backfire.jdef.gcc.snil
<return>

NOTE: Substitute site-specific information for " backfire.jdef ".

z=thezone
f = the database to update
s = the seria number on the secondary server isthe sameasthe  # onthe primary server.

If the above command does not work, do the following on the secondary name server: kill the  in.named
daemon, removethe db.hosts and db.rev.hosts from the secondary, touch the db.hosts and db.rev.hostsfiles,
then restart the daemon. These actions force an update.

5.9 Solaris 2.3 Specifics

Make sure the/ etc/nsswitch.conf file reflects DNS resolution. Typically the host map should be like the
following:

files dns nisplus [ NOTFOUND=r et ur n] i f running nis+
files dns [ NOTFOUND=r et ur n] i f not running nis+

NoTE: "files' has been placed first for those sites that have "hot standby” ORACLE database servers. |If the
primary database server goes down, the site only hasto updatethe  /etc/inet/hosts file to activate the
backup.
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SECTION 6. NIS+ ADMINISTRATION
6.1 Overview of NIS+

NIS+ isgenerally required for GCCS Version 2.1, but the decision to implement it is strictly based on site
requirements. Host name resolution for GCCS is provided by DNS, and user validation and authentication
services can be handled through the/ etc/passwd, /etc/shadow, and /etc/group files.

To access other machines across a TCP/I P network, the mnemonic name for the local host must be trand ated
into anumerical value corresponding to the IP number. Three different mechanisms exist within SUnOS 5.3
for resolving host name mnemonicsinto |P numbers: the flat file/etc  /hosts, Domain Name Service (DNS),
and Network Information Services (NIS+). Bothan/ etc/hosts file and DNS are required for operation of
GCCs.

NIS+ provides the capability of maintaining a centralized database of information and making it available to
all systems attached to the LAN. For GCCS, this information includes user names, group account
information and credentials, and the host names of systems. The basic definitions that a user will require to
understand NIS+ are givenin Table 6-1.

Table 6-1. NIS+ Definitions

ltem Definition
Domain A st of machines and theinformation that is served to those machines.
Client A process or machine that sends requests for information to the network.
Server A process that gets client process requests, looks up requested information in

adatabase, and returns the information to the client process.

Master Server Contains the master set of database information in the form of tables. Updates
and additions are made to these tables and are automatically pushed to the
replica servers.

Replica Server Maintains copies of the database tables. These servers are used to distribute
the burden of answering client requests and provide backup sources of
information in the event the master server is down.

For the purpose of this document, adomain isa set of computers attached to aLAN that share the same
adminigtrative information and the shared information itself. Every domain is served by one master server
and may have zero or more replica servers. The following instructions define how to install NIS+ on master
and replica servers, and the steps necessary to attach clientsto them.
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6.1.1 TheNIS+ Namespace. The arrangement of information stored by the NIS+ isknown asthe "NIS+
namespace." Although the namespace can be arranged in avariety of waysto suit a specific organization, all
sites use the same structural components: directories, tables, and groups. These components are called NIS+
objects. NIS+ abjects can be arranged into a hierarchy that resembles a UNIX filesystem but with a number
if differences:

e Although both UNIX and NIS+ both use directories, the other objectsin a NI S+ namespace are
tables and groups, not files.

® TheNIS+ namespace is administered only through NIS+ administration commands designed for
that purpose; it cannot be administered with standard UNIX filesystem commands.

® Thenamesof UNIX filesystem components are separated by dashes, while the NIS+ namespace
objects are separated by dots.

® A UNIX filesystem istraversed from right to left while the NIS+ namespace is reached by
traversing from left to right.

NIS+ directories are designed to hold other directories, tables, and groups. Any NIS+ directory that stores
groupsisnamed group_dir and any directory that storestablesisnamed org_dir. NIS+ directoriesare
normally arranged in configurations called "domains,”" which are designed to support separate portions of the

namespace.

A NIS+ domain consists of adirectory object, its org_dir directory, its groups_dir directory, and a set of
NIS+ tables. The ingtructions for setting up the GCCS domain are contained are the document "GCCS
Implementation Procedures.”

The NIS+ domain is supported by a NIS+ server, which stores the domain's directories, groups, and tables. It
answers requests for access from users, administrators, and applications. A NIS+ client isaworkstation that
has been set up to receive NIS+ service. Setting up aNIS+ client consists of establishing security credentids,
making the client amember of the proper NIS+ groups, verifying its home domain, verifying its Switch
configuration file, and running its NIS+ initialization utility.

6.1.2 NIS+ Tables. NIS+ gtoresinformationin 16 preconfigured tables that approximate files contained
inthe UNIX / etc directory. Thetablesare: Host, Bootparams, Passwd, Cred, Group, Netgroup,
Mail_Aliases, Timezone, Networks, Netmasks, Eithers, Services, Protocols, RPC, Auto Home and
Auto_Master. The current release of GCCS uses only four of thesetables:  Host, Passwd, Groups, and Cred.
Different from UNIX files, these tables have a column and entry (row) structure that stores data that can be
accessed in multiple ways. These tables cannot be accessed by standard UNIX commands, but rather with a

suit of NIS+ commands, most beginning with  nis that allow access to information contained within the NIS+
tables.

6.1.3 TheNIS+ Security. The security features of NIS+ are provided by two means: "authentication™ and
"authorization." Authentication is the process by which aNIS+ server identifiesa NIS+ user or client
workstation, known as a"principal," who sent a particular request. Authorization isthe process by which a
sarver identifies the access rights granted to aprincipal. Presently, authentication isthe most significant
portion of the process used by GCCS.
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Authentication is the means by which a NIS+ server verifies the "credentials’ of aNIS+ principa. GCCS
uses the DES credentia type. DES credentia information can be stored only inthe  Cred table of the
principa’s home domain. For GCCS, the home domain isonthe EM server, which aso containsthe NIS+
sarver. The DES credentid isacomplex component of NIS+ because of the information it contains and the
process involved in creating and verifying it.

The DES credentia can be thought of as consisting of the actual credential and the "information” component
used to create and verify it. The credential component is the actud item that is sent by the client to the server;
the information component isthe data stored inthe  Cred table. That information is used for two purposes. it
is used by the client to generate the credential and it is used by the server to verify the credential.

The DES credentid consists of aprincipa’s secure RPC netname and a verification field. The secure RPC
netname portion is the part used to actually identify the NIS+ principal. It isimportant to note that when the
principal isaclient user, part of the nameisthe user’sUID; when it isaclient workstation, it isthe
workstation's name. Thelast field isthe principa’s home domain.

The verification field of the credential is used to make sure the credentia isnot forged. It is generated by the
"information" component of the process.

Credentiasfor NIS+ principals can be generated any time after the NIS+ server is created on the EM server.
Creating credentialsisdone using the nisaddcred command. It goes through atwo-part process:. forming the
principal's secure RPC netname, and generating the principal’ s private and public keys, which are their
encryption and decryption keys. Thisisacomplex process requiring the principal’ s network password. From
this password, the nisaddcred command generates apair of random, but mathematically related, 192-bit
authentication keys, using a specid cryptographic scheme. The public key isplaced in the "Public Data' field
of the Cred Table. The privatekey is placed in the "Private Data" field, but only after being encrypted with
the principa’ s network password.

When aNIS+ client sends arequest to aNIS+ server, it sends its DES credential. To generateits DES
credential, the client depends on the keylogin command, which givesthe client accessto its private key, since
the command fetchesthe principal’s private key fromthe Cred table, decryptsit with the principal’ s network
password, and storesit locally for future requests. The client also needs the public key of the server, which is
stored in the client’ s directory cache. The client then formsthe verification field of the credentia using the
client’ s private key and the server’ s public key. It also includes atimestamp, which it also encrypts.

To decrypt the DES credential, the server essentially reverses the encryption process performed by the client.

Problems can arise even if al these activities are performed correctly, due to the existence of old versions of a
sarver’ spublic key. This can be corrected by running  nisupdkeys.

Authorization defines access rights to the type of operation that NIS+ principas can perform on aNIS+ table
or fidd. Presently, minimum use of thisfeature existsin GCCS.

6.1.4 Name Service Switch. The Name Service Switch alows NIS+ clients to obtain their network

information from one or more sources. NIS+ tables, DNSHost table, or  local /etc files. Thechoiceis
determined by consulting the nsswitch.conf file, which lists 15 types of information and the locations and
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order in which to search. The Name Service Switch service searches each location, in order. Whenit findsa
match, it stops searching. If amatch is not found, a status message is returned.

6.1.5 Executive Manager Interaction with NI S+. The GCCS Executive Manager isthe primary
interface with NIS+. The EM’ s Security Manager creates groups, users, passwords, and formats the result in
aform required to input datainto the NIS+ tables. The EM's Security Manager also storesthemiin files

located in /h/EM/nis files. The Executive Manager usesthe NIS+ command  nispopulate to update the NIS+
tables using thosefiles.

6.2 Installing NI S+

6.2.1 Set Up NIS+ on the Executive Manager Server

NOTE: ThisNIS+ server must be the Executive Manager server.

a

b.

€.

Log onto the system as raot.
Remove any old NIS+ setup files:

# cd /var/ni s <return>
# rm-rf * <reurn>

Remove any references to the default domain:
# cd /et c<return>
# rm -f defaul tdomai n <return>
# rm-f .rootkey <return>
Kill the processes/ usr/sbin/rpc.nisd and /usr/sbin/nis_cachemgr, if they are running:
# ps -ef | grep nis <return>

Notethe processid (PID) for:

fusr/shin/rpc.nisd -r
{usr/shin/nis_cachemgr

# kill -9 PID <return>
where PID isthe processid for / usr/sbin/rpc.nisd -r
# kill -9 PID <return>

where PID isthe processid for / usr/shin/nis_cachemgr

Update thefilesfor NIS+;

6-4



GCCS-SAM2.1
rev 0
29 September 1995

# cd /h/EMnis_files <reurn>
Make any necessary updates to the NIS+ sourcefiles. In particular, look at the following:
hosts - Enter IP addresses and host names of dl systemsthat are part of the NIS+
environment on the locd areanetwork. Syntax for thisfileisthe sameas

/etc/hosts. Do not put any aliasesin thisfile.

passwd - Make sure secman isthe only user when installing on anew system for the first
time.

shadow - Makesure secman isthe only entry user when ingtaling on anew system for the
first time.

group Insure "gecs' and "admin” groups are defined.
Change the Group ID on al thefiles:

# chgrp 101 * <return>
# chown root * <return>

Make sure only owner and group have read/write permission:

# chnmod 664 passwd group hosts shadow <return>
Start and configure NIS+ server:

# sh<return>

# PATH=$PATH: /usr/lib/nis; export PATH<return>
# nisserver -r -d {Enter the N S DOVAI NNAME} . <return>

This script sets up this machine "rootnaster” as a N S+ Root naster
Server for domain {NS DOVAI NNAME}. The following will be displayed
on the screen:

Donai nnane : {N'S DOVAI NNAME}

NI S+ G oup : admn. {N'S DOVAI NNAME}
YP conpatibility . OFF

Security |evel . 2=DES

Is this information correct? {Y or N}
Use nisclient -r to restore your current network service environment.

Do you want to continue? {Y or N

If YP compatibility isset to ON answer N. If YP compatibility is set to OFF, answer Y'; and set
Y P Compatibility to OFF when asked.
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# Enter |ogin password: {Enter the root password.} <return>
i. Populate NIS+ tablesfrom files:

# nispopulate -F -p /h/EMnis _files -d {Enter the NI S DOVAI NNAMVE} . <return>
# 1ls info correct? y <return>

# Do you want to continue? y<return> (ignorewarning on netgroup)
# cp / h/ EM syst ool s/ nsswi tch. EM /et ¢/ nsswi t ch. conf <return>
# cd /etc <return>

# vi nssw t ch. conf <return>

Ensure the entriesfor passwd, group, and hosts look like the following:

passwd: ni splus files
gr oup: ni splus files
host s: files dns nisplus [ NOTFOUND=r et ur n]

Comment out any other lineswith group, passwd, or hosts.
# cat /etc/defaultdomain<return>

If it contains the correct domain name, re-boot the system;  otherwise do the following;:
# echo {NI'S DOVAI NNAME} > /etc/ defaul tdomai n<return>

Re-boot the server:
# init 6<return>

j.  Toaddthe secman account to the NIS+ domain created above, execute the following after
logging on to the system as root:

# ni scat passwd. org_di r <return>
Insure that an entry existsfor secman.

Set the password for secman:

# su - secnan<reurn>
# fusr/lib/nis/nisclient -u<reurn>

When prompted for SECURE-RPC password, enter  ni spl us. When prompted for user’s
password, enter the user's new password.

# exit <return>
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k. Additiona users may be added to the NIS+ "admin" group. Anyone assigned to this group will
be alowed to administer the NIS+ database:

# ni sgrpadm -a adni n. {Enter the NISDOMAINNAME} . {Enter the USER} . { Enter
the NISDOMAINNAME} . <return>

(Substitute the user's login name that will be added to the "admin" group. This command
will givethat individual permission to add and delete accounts.)

I.  After the NIS+ server has been initidized, execute the following as  root:
ni schnod n+r passwd. or g_di r <return>

6.2.2 Set Up NIS+ on Replica Server. Replica Services provide limited utility to GCCS. Backup and
mirroring provide better means for maintenance.

6.2.3 Set Up NIS+ on Client
a. LogintotheNIS+ master server (NIS+ must be running).
b. Addtheclient to the NIS+ host table:

# cd /h/ EM nis_fil es<return>
# vi hosts <return>
G<return> (Gotolast line of file)
o<return>  (Addanew line)
{IPnumber} { CLIENT1} <return>
<ESC> dd (Exit from insert mode and delete last blank line.)
twg <return>
# [usr/1ib/nis/nispopulate -F hosts <return>

The computer should respond with the following:

NI S+ Dorai nname . {Dawal
Directory Path : (current directory)
Is this information correct? (Y or N Y <return>

c. Loginasroot totheclient.
d. Addthe{NIS+t MASTER} to/ etc/hosts, if required:

# vi [ etc/host s<return>

G<return> (Gotolastlineinfile)

o<return> (Add anew line))
{IPaddr} { MASTER} <return>
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<Esc>dd <return>
swq! <return>

e. Removeany old NIS+ information (if it exists):
# rm/etc/.rootkey <return>
# rm-rf /[var/nis/*<retun>
# rm-rf /etc/defaul tdomai n<return>

f. Initidizetheclient:
# nisclient -i -d {NI'S DOVAI NNANE} -h {NI'S MASTER SERVER} <return>
The following appears on the screen:

Enter server (servers nane) |P address: {IP Address of server} <return>

Pl ease enter the network password that your adm nistrator gave you. { password}

<return>
Pl ease enter the secman RPC password for root: ni spl us<return>
Pl ease enter the | ogin password for root: {enter root password}<return>

NOTE: Error messages concerning / etc/defaultdomain should be ignored.

# Enter |ogin password: {enter root password} <return>
0. Asdgntheclient to the NIS+ domain:

# domai nnanme { NI S DOMAI NNAME} <return>
# dommi nnane > /etc/def aul t domai n<return>

h. Check the client's/ etc/nsswitch.conf file:
cp /h/ EM systool s/ nsswi tch. EM [ etc/nsswitch. conf <return>

# cd /etc <return>
# vi nsswi t ch. conf <return>

Ensure the entriesfor passwd, group, and hosts look like the following:
passwd: ni splus files

gr oup: ni splus files
host s: files dns nisplus [ NOTFOUND=r et ur n]

Comment out any other lineswith group, passwd, or hosts.
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i. Re-boot:

# cd [/ <return>
# init 6<return>
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SECTION 7. MAIL ADMINISTRATION

7.1 Introduction

Sendmail implements a general purpose internetwork mail routing facility under the UNIX operating system.
Itisnot tied to any one transport protocol. Itsfunction may be likened to a crossbar switch, relaying
messages from one domain into another. In the process, it can do alimited amount of message header editing
to put the message into aformat that is appropriate for the receiving domain. All of thisis done under the
control of aconfiguration file.

Due to the requirements of flexibility for sendmail, the configuration can seem somewhat unapproachable.
However, for most GCCS SIPRNET sites, the only differenceinthe  sendmail.cf file isthe domain name.

Those sites having unique address resolution rules will have to address those individualy.

The GCCS COE Kernd tape configures each platform for mail according to how certain questions are
answered.

a. |If it was stated that the platform isamail server (mail host) during the installation of the GCCS
COE Kernd (see Section 4.3 of the GCCS Implementation Procedures), the following occurs:

1. A preconfigured main.cf file" is configured with the site's domain name and copied into the
/etc/mail/sendmail.cf file.

2. Anadiasof mailhost isadded after the Sit€'s host nameinthe/ etc/host file,
3. Thefilesystem/var/mail is exported.
b. If it was stated that the platform is not amail server, the following occurs:

1. Thepreconfigured subsidiary.cf fileis configured with the site's domain name and copied
into the / etc/mail/sendmail .cf file.

2. AnlIPaddresswith andiasof mailhost isadded to the host table of that platform.
3. The/var/mail file system of the mail server is mounted.

c. The/usr/lib/sendmail.mx fileis copied to/ usr/lib/sendmail to enable mail to use DNS.

* Copies of these mail administration files are provided in Section 7.2, with bold print used to identify
fieldsthat were modified.
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Although sendmail isintended to run without the need for monitoring, it has a number of featuresthat may be
used to monitor or adjust the operation under unusua circumstances. These features are not described in this
document. Thefollowing list of documents are recommended for those who would like more detailed
information on the operation of sendmail:

sendmail, by Bryan Costaleswith Eric Allman & Neil Rickert,
published by O'Reily & Associates.

sendmail - An Internetwork Mail Router, by Eric Allman (SMM-16)
sendmail - Installation and Operation Guide, by Eric Allman (SMM-Q7).

Other useful documents are the following Requests for Comments (RFCs):

RFC822 Standard for the Format of ARPA-Internet Text Messages
RFC821 Simple Mail Transfer Protocol

RFC819 The Domain naming Convention for Internet User Applications
RFC1123 Requirements for Internet hosts - Application and Support.

To receive these RFCs via eectronic mail:;

mail service@rs.internic.net
help

or
mail service@rs.internic.net
send RFC 822

7.2 Mail Administration Files

HHBR R R R R R R A B R R R R A
Sendnmai | configuration file for "MAIN MACH NES'

You should install this file as /etc/sendmail . cf

if your machine is the main (or only) mail-relaying
machi ne in your domain. Then edit the file to
customze it for your network configuration.

See the nmanual "Systemand Network Adm nistration for the Sun
Wrrkstation". Look at "Setting Up The Mail Routing Systeni in
the chapter on Communi cations. The Sendnail reference in the
back of the manual is also useful.

@#)main.mc 1.17 90/ 01/ 04 SM

HHFHFFHFHHFEHHFHHFH®HR

Hit# | ocal info
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# delete the following if you have no sendnail vars table
Lnmai | donai n

# ny official hostnane

# You have two choices here. |f you want the gateway machine to identify
# itself as the DOVAIN, use this line:

O $m

# If you want the gateway machine to appear to be | NSIDE the donain, use:
#DOj $w. $m

# if you are using sendnail.nmx (or have a fully-qualified hostnane), use:
#O $w

# major relay mailer - typical choice is "ddn" if you are on the
# Defense Data Network (e.g. Arpanet or M| net)

#DMVsmar t uucp

Dvddn

# major relay host: use the $Mmailer to send nail to other domains
#DR ddn- gat eway

#CR ddn- gat eway

DR nmi | host

CR muai | host

# If you want to pre-load the "mailhosts" then use a line like
# FS /usr/lib/ mail hosts

# and then change all the occurrences of $% to be $=S i nstead.
# Qherwise, the default is to use the hosts.byname map if NS
#is running (or else the /etc/hosts file if no NYS).

# valid top-1evel donains (default passes ALL unknown domai ns up)
CT arpa comedu gov ml net org sm |

CT us de fr jp kr nz il uk no au fi nl se ca ch ny dk ar

# options that you probably want on a nail host:

# checkpoint the queue after this many recipients

QC10

# refuse to send tiny nessages to nore than these recipients

10

HHB R R T R R A R R R R

#

# CGeneral configuration information

# local donmain nanes

#

# These can now be determ ned fromthe donai nname systemcall.

# The first conponent of the NS domain nane is stripped off unless

# it begins with a dot or a plus sign.

# If your NS domain is not inside the donain name you would like to have
# appear in your mail headers, add a "D line to define your domai n nane.
# The Dmvalue is what is used in outgoing nail. The Omnvalues are

# accepted in inconmng nmail. By default Omis set fromDm but you m ght
# want to have nmore than one Gmnline to recognize nore than one donain
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# name on incomng nail during a transition.
# Exanpl e:

# DnCS. Podunk. EDU

# COmcs cs. Podunk. EDU

#

DmDUMWY.
Cm DUM DUMWY.

# known hosts in this domain are obtained from get host byname() call

# Version nunber of configuration file

#i dent "@#)version. mi 1.17 92/07/14 SM" /* SunCs 4.1 */
#

#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, Inc
# Al rights reserved.

DVSM - SVR4

Hit# St andard macr os

# name used for error nessages
DnMai | er - Daenon

# speci al user

CDMai | er - Daenon root daenon uucp
# UNI X header fornat

D From$g $d

# delimter (operator) characters
Do. : %@ "=/ ]

# format of a total nanme
Dg$g$?x ($x) $.

# SMIP | ogi n message

De$j Sendmail $v/$V ready at $b

##Ht  otions

# Rermote node - send through server if mailbox directory is nmounted
R

# location of alias file

WV etc/nuail/aliases

# default delivery node (deliver in background)

Qdbackgr ound

# rebuild the alias file automagically

a

# temporary file node -- 0600 for secure nail, 0644 for perm ssive
CF0600

# default G D

gl

# location of help file
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OH etc/ nai | / sendmai | . hf

# log | evel

a9

# default messages to old style

Qo

# Cc ny postmaster on error replies | generate
CPPost nast er

# queue directory

QOQ var/ spool / myueue

# read timeout for SMIP protocols

O 15m

# status file -- none

C5/ etc/ nmai | / sendmai | . st

# queue up everything before starting transnission, for safety

# return queued nail after this long
Oorad

# default UD

Qi

###  Message precedences
Pfirst-class=0

Pspeci al - del i ver y=100

Pj unk=- 100

###  Trusted users
T root daenmon uucp

###  Format of headers

H?P?Ret ur n- Pat h: <$g>

HRecei ved: $?sfrom $s $. by $ ($v/$V)
id$i; $b

H?D?Resent - Date: $a

H?D?Dat e: $a

H?F?Resent - From $q

H?F?From  $q

H?x?Ful | - Narre:  $x

HSubj ect :

H?MPResent - Message- | d:  <$t . $i @;j >

H?MPMessage- | d: <$t . $i @j >

HError s- To:

HHHRHH R R R
##  Rewiting rules  ###
HHHRHH R R R

# Sender Field Pre-rewiting
S1
# None needed.

# Recipient Field Pre-rewiting
S2
# None needed.

# Name Canoni cal i zati on
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# handl e "from <>" special case
RE* <>$* $@@

# basi c textual canonicalization
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Internal format of nanes within the rewiting rules is:
anyt hi ng<@ost . dormai n. domai n. . . >anyt hi ng

W try to get every kind of name into this fornat,

nanes, which have no host part. The reason for the "<>" stuff is

that the rel evant host name could be on the front of the nane (for

source routing), or on the back (nornal formj. W enclose the one that

we want to route on in the <>'s to nmake it easy to find.

except for |ocal

turn into nagic token

RE* <$+>8* $2 basi ¢ RFC822 par sing
# make sure <@, @, @: user @> syntax is easy to parse -- undone | ater
R@+, $+: $+ @1: $2: $3 change all "," to ":"
R@+: $+ $@>6<@1>: $2 src route canoni cal
Re+: $*; @+ $@1: $2; @3 list syntax

Rb+@+ $: $1<@2> focus on donain
RE+<$+@+> $1$2<@3> nmove gaze right
Re+<@+> $@>631<@2> al ready canoni cal

# convert old-style nanes to domai n-based nanes

# Al old-style nanes parse fromleft to right, w thout precedence.

R$- | $+ $@>6$2<@1. uucp>
R$- . $+! $+ $@B>6$3<@1. $2>
R$+%65+ $@>3%$1@h2

# Final Qutput Post-rewiting

A

R$+<@-+. uucp> $2! $1

R$+ $: $9 $1

R$* <$+>$* $1$2$3

# dean up an nane for passing to a mailer
# (but leave it focused)

S9

Ré=w @ $@wW $n
R@ $@n

R$* <$* LOCAL>$* $1<$25n>$3

R<@+>%* : $+: $+ <@1>%$2, $3: $4

HHTRHH R R R
# Rewiting rules

# special |ocal conversions
S6
R$* <@* $=nmp$* $1<@2LOCAL>$4

# Local and Program Mail er specification

uucphost ! user
host . domai n! user
user %host

u@. uucp => h'u
d ean up addr
def ocus

handl e <> error addr
change | ocal info
<r out e- addr > canoni cal

convert | ocal domain
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M ocal , P=/bin/mil, F=flsSDFMmMP, S=10, R=20, A=mmil -d $u
Mpr og, P=/ bi n/ sh, F=l sDFMeuP, S=10, R=20, A=sh -c $u

S10

# None needed.

S20

# None needed.

#i dent "@#)ethermml 1.15 93/04/05 SM" /* SunCs 4.1 */
#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, Inc

# Al rights reserved.

HHBR T R R R R R R A B R R R R R

HiHHH

faziziziais Et hernet Mailer specification

HiHHH

#HHH# Messages processed by this configuration are assuned to remain
##HHH# in the same domain. This really has nothing particular to do
#####  with Ethernet - the name is historical.

Mether, P=[TCP], F=nsDFMICX, S=11, R=21, A=TCP $h

S11

R$* <@+>%* $@1<@2>%$3 al ready ok

R$=D $@L<@wW> tack on ny host nane

R+ $@1<@k> tack on ny nbox host name
S21

R$* <@+>%* $@1<@2>%$3 al ready ok

R+ $@1<@k> tack on ny nbox hostname

HHH R R R R R B B B R R R R
# Ceneral code to convert back to old style UUCP nares

S5

R$+<@ OCAL> $@ W $1 nane@QOCAL => sun! nane
R$+<@- . LOCAL> $@%$2! $1 u@. LOCAL => hlu
R$+<@+. uucp> $@%$2! $1 u@. uucp => hlu

R$+<@* > $@%$2! $1 u@ => hlu

# Route-addrs do not work here. Punt til uucp-nmail comes up with sonething.
R<@+>%$* $@ @1%2 just defocus and punt
RE* <$* >$* $@$1$2$3 Def ocus strange stuff

# UUCP Mail er specification

Miucp, P=/ usr/ bi n/ uux, F=msDFMhuU, S=13, R=23,
A=uux - -r -a$f $hlirmail ($u)
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# Convert uucp sender (From field

S13

R+ $: $>5%1 convert to old style
R$=w $+ $2 strip local name

R$+ $: $wl $1 stick on real host nane

# Convert uucp recipient (To, Cc) fields

S23
R+ $: $>5%1 convert to old style

#i dent "@#) ddnm n¥ 1.8 93/06/30 SM " /* SunCs 4.1 */

# Copyright Notice

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, Inc

# Al rights reserved.

HHBR TR R R R R R R A B R R R R R A
DDN Mai | er specification

Send nail on the Defense Data Network
(such as Arpanet or Ml net)

HHHHH

Midn, P=[TCP], F=nsDFMICX, S=22, R=22, A=TCP $h, E=\r\n

# map containing the inverse of mail.aliases

# Note that there is a special case mail.byaddr will cause reverse

# | ookups in both Nis+ and N S.

# If you want to use ONLY N s+ for alias inversion comrent out the next |ine
# and uncomment the line after that

DZnai | . byaddr

#DZ/REVERSE. mai | _al i ases.org_dir

S22

R$* <@ OCAL>$* $: 51

R$- <@- > $: $>38{ Z$1 @23} invert aliases

R$* <@+. $*>%* $@1<@2. $3>%4 al ready ok

R$+<@+>$* $@1<@h2. $nP$3 tack on our donain
R+ $@1L<@w. $nr tack on our full nane

# "Smart" UJCP mailer: Uses UUCP transport but domain-style naning
Msmar t uucp, P=/usr/bi n/uux, F=QrsDFMuU, S=22, R=22,
A=uux - -r $hlrmail ($u)

BHHHHHHH R R R R R R R R R R
#

# RULESET ZERO

#
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# This is the ruleset that determ nes which nailer a name goes to.
# Ruleset 30 just calls rulesets 3 then 0.
S30
R$* $: $>3 %1 First canonicalize
R$* $@%$>0 $1 Then rerun rul eset 0
S0

# On entry, the address has been canonicalized and focused by rul eset 3.
# Handl e speci al cases.....

R@ $#l ocal $: $n handle <> form

# resol ve the local hostname to "LOCAL".

R$* <$* $=w. LOCAL>$* $1<$2L OCAL>$4 t hi shost . LOCAL

R$* <$* $=w. uucp>$* $1<$2L OCAL>$4 t hi shost . uucp

R$* <$* $=w>$* $1<$2L OCAL>$4 t hi shost

# Mail addressed explicitly to the domai n gateway (us)

R$* <@ OCAL> $@>30%1 strip our nane, retry
R<@OQOCAL>: $+ $@>30%$1 retry after route strip

# For numeric spec, you can't pass spec on to receiver, since old rcvr's
# are not smart enough to know that [x.y.z.a] is their ow nane.

R<@ $+] >: $* $:$>9 <@ $1] >: $2 Qean it up, then...

R<@ $+] >: $* $#ether $@%$1] $: $2 nuneric internet spec
R<@ $+] >, $* $#ether $@%$1] $: $2 nurmeric internet spec
R$* <@ $+] > $#et her $@3$2] $: %1 nuneric internet spec

# deliver to known ethernet hosts explicitly specified in our domain

Rb* <@ % . LOCAL>$* $#et her $@2 $: $1<@2>%$3 user @ost . sun. com
# deliver to hosts in our domain that have a MX recod

R$* <@ % . LOCAL>$* $#et her $@2 $: $1<@2>%$3 user @ost . sun. com

# etherhost.uucp is treated as etherhost.$mfor now
# This allows themto be addressed fromuucp as foo! sun!etherhost! user.

R$* <@% . uucp>$* $#et her $@2 $: $1<@2>%$3 user @t her host . uucp
# Explicitly specified names in our domain -- that we've never heard of

R$* <@* . LOCAL>$* $#error $: Never heard of host $2 in domain $m

# O ean up addresses for external use -- kills LOCAL, route-addr ,=>:

R$* $:$>9 $1 Then conti nue. ..

# resol ve WICP-styl e nanes

R<@- . uucp>: $+ $#uucp $@1 $: $2 @ost . uucp: . ..
R$+<@- . uucp> $#uucp $@2 $: %1 user @ost . uucp

# Pass other valid nanes up the |adder to our forwarder
#RS* <@* . $=T>%* $#$M SR $: $1<@2. $3>%$4 user @omai n. known

# Repl ace following with above to only forward "known" top-I|evel donains
#HRE* <@* . $+>%* $#HSM S@AR $: $1<@2. $3>%4 user @ny. donmai n

# if you are on the DDN, then conment-out both of the the |ines above

# and use the follow ng instead:
R$* <@* . $+>%* $#ddn $@%$2. $3 $: $1<@2. $3>%$4 user @ny. domai n
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# Al addresses in the rules ABOVE are absolute (fully qualified donains).
# Addresses BELONcan be partially qualified.

# deliver to known et hernet hosts

R$* <@y >$* $#et her $@2 $: $1<@2>%$3 user @t her host
# deliver to known ethernet hosts that has MX record

Rb* <@ >$* $#et her $@2 $: $1<@2>%$3 user @t her host
# other non-local nanes have nowhere to go; return themto sender.
R$* <@+. $- >%$* $#error $: Unknown domai n $3

R$* <@+>%* $#error $: Never heard of $2 in domain $m
R$* @* $#error $:1 don't understand $1@2

# Local names with %are really not |ocal!
R$+9%+ $@>30$1 @2 turn %=> @ retry

# everything el se is a | ocal name
R$+ $#l ocal $:$1 | ocal names

B HHHHH R R R R R R H R R R R R
SENDVAI L CONFI GURATI ON FI LE FOR SUBSI DI ARY MACH NES

You should install this file as /etc/sendmail . cf

if your machine is a subsidiary machine (that is, sone
ot her nmachine in your domain is the main mail-rel aying
machine). Then edit the file to customze it for your
net wor k configuration.

@#)subsidiary.nmc 1.11 88/02/08 SM; from UCB arpa.nt 3.25 2/24/83

HHFEHFFEHFHHFHHHR

# delete the following if you have no sendnail vars table
Lnmai | donai n

# | ocal WJCP connections -- not forwarded to nail host
v

# ny official hostnane

O $w. $m

# major relay nmailer

Divddn

# maj or relay host

DRnai | host

CRmai | host

HHB R R T R R A R R R R
#

# General configuration information

# local donmai n nanes
#
# These can now be determ ned fromthe donai nname systemcall.
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# The first conponent of the NS domain nane is stripped off unless
# it begins with a dot or a plus sign.
# If your NS domain is not inside the donain name you would like to have
# appear in your mail headers, add a "D line to define your domai n nane.
# The Dmvalue is what is used in outgoing nail. The Omnvalues are
# accepted in inconming nail. By default Omis set fromDm but you ni ght
# want to have nmore than one Gmnline to recognize nore than one donain
# name on incomng nail during a transition.
# Exanpl e:
# DnCS. Podunk. EDU
# COmcs cs. Podunk. EDU
#
# known hosts in this domain are obtained from get host byname() call

DrDUMWY.
Cm DUM DUMWY.

# Version nunber of configuration file

#i dent "@#)version. mi 1.17 92/07/14 SM" /* SunCs 4.1 */
#

#

# Copyright Notice

#
#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, Inc
# Al rights reserved.

DVSM - SVR4

Hit# St andard macr os

# name used for error nessages
DnMai | er - Daenon

# specai |l user

CDMai | er - Daenon root daenon uucp
# UNI X header fornat

D From$g $d

# delimter (operator) characters
Do. : %@ "=/ ]

# format of a total nanme
Dg$g$?x ($x) $.

# SMIP | ogi n message

De$j Sendmail $v/$V ready at $b

##Ht  otions

# Rermote node - send through server if mailbox directory is nmounted
R

# location of alias file

WV etc/nuil/aliases

# default delivery node (deliver in background)

Qdbackgr ound

7-11



GCCS-SAM2.1
rev 0
29 September 1995

# rebuild the alias file automagically

D

# tenmporary file node -- 0600 for secure nail, 0644 for perm ssive
OF0600

# default G D

gl

# location of help file

OH etc/ mai | / sendmai | . hf

# log | evel

a9

# default messages to old style

Qo

# Cc ny postmaster on error replies | generate
CPPost nast er

# queue directory

QOQ var/ spool / myueue

# read timeout for SMIP protocols

O 15m

# status file -- none

C5/ etc/ mai | / sendmai | . st

# queue up everything before starting transnission, for safety
G

# return queued nail after this long
Oorad

# default UD

Qi

###  Message precedences
Pfirst-class=0

Pspeci al - del i ver y=100

Pj unk=- 100

###  Trusted users
T root daenmon uucp

###  Format of headers

H?P?Ret ur n- Pat h: <$g>

HRecei ved: $?sfrom $s $. by $ ($v/$V)
id$i; $b

H?D?Resent - Date: $a

H?D?Dat e: $a

H?F?Resent - From $q

H?F?From  $q

H?x?Ful | - Narre:  $x

HSubj ect :

H?MPResent - Message- | d:  <$t . $i @) >

H?MPMessage- | d: <$t . $i @j >

HError s- To:

BHHHHHH AR R R

##  Rewiting rules  ###
HHHRHH R R

# Sender Field Pre-rewiting
S1
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# None needed.

# Recipient Field Pre-rewiting
S2

# None needed.

# Name Canoni cal i zati on

gzﬁ::tl::ﬁ::ﬁ::ﬁ::ﬁ:#:ﬁ:

# handl e "from <>" special case
RE* <>$* $@@

# basi c textual canonicalization

GCCS-SAM2.1
rev 0
29 September 1995

Internal format of nanes within the rewiting rules is:
anyt hi ng<@ost . dormai n. domai n. . . >anyt hi ng

W try to get every kind of name into this fornat,

nanes, which have no host part. The reason for the "<>" stuff is

that the rel evant host name could be on the front of the nane (for

source routing), or on the back (nornal formj. W enclose the one that

we want to route on in the <>'s to nake it easy to find.

except for |ocal

turn into nagic token

RE* <$+>8* $2 basi ¢ RFC822 par sing
# make sure <@, @, @: user @> syntax is easy to parse -- undone |ater
R@+, $+: $+ @1: $2: $3 change all "," to ":"
R@+: $+ $@>6<@1>: $2 src route canoni cal
Re+: $*; @+ $@1: $2; @3 list syntax

Rb+@+ $: $1<@2> focus on donain
RE+<$+@+> $1$2<@3> nmove gaze right
Re+<@+> $@>631<@2> al ready canoni cal

# convert old-style nanes to domai n-based nanes

# Al old-style nanes parse fromleft to right, w thout precedence.

R$- | $+ $@>6$2<@1. uucp>
R$- . $+! $+ $@>6$3<@1. $2>
R$+%65+ $@>3$1@h2

# Final Qutput Post-rewiting

A

R$+<@+. uucp> $2! $1

R$+ $: $9 $1

R$* <$+>$* $1$2$3

# dean up an nane for passing to a mailer
# (but leave it focused)

S9

Ré=w @ $@wW $n
R@ $@n

R$* <$* LOCAL>$* $1<$2$n>$3

R<@+>%* : $+: $+ <@1>%$2, $3: $4

BHHHHHH AR AR
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uucphost ! user
host . domai n! user
user %host

u@. uucp => h'u
d ean up addr
def ocus
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# Rewiting rules

# speci al |ocal conversions

S6

R$* <@* $=nr$* $1<@2LCCAL>$4 convert |ocal domain

# Local and Program Mail er specification

M ocal , P=/bin/mil, F=flsSDFMmMP, S=10, R=20, A=mmil -d $u
Mpr og, P=/ bi n/ sh, F=l sDFMeuP, S=10, R=20, A=sh -c $u

S10

# None needed.

S20

# None needed.

#i dent "@#)ethermml 1.15 93/04/05 SM" /* SunCs 4.1 */
#

# Copyright Notice

#

#Notice of copyright on this source code product does not indicate
#publ i cati on.

#

# (c) 1986, 1987,1988,1989 Sun M crosystens, Inc

# Al rights reserved.

HHBR R R R R R R A B R R B R R A
HiHHH

faziziziais Et hernet Mailer specification

HiHHH

#HHH# Messages processed by this configuration are assuned to remain
##HHH# in the same domain. This really has nothing particular to do
#####  with Ethernet - the name is historical.

Mether, P=[TCP], F=nsDFMICX, S=11, R=21, A=TCP $h

S11

R$* <@+>%* $@1<@2>%$3 al ready ok

R$=D $@L<@wW> tack on ny host name

R+ $@1<@k> tack on ny nbox hostname
S21

R$* <@+>%* $@1<@2>%$3 al ready ok

R+ $@1<@k> tack on ny nbox host name

HHH R R R B R R R B B R R R R A R
# Ceneral code to convert back to old style UUCP names

S5

R$+<@ OCAL> $@ $w $1 name@QOCAL => sun! nane
R$+<@- . LOCAL> $@%$2! $1 u@. LOCAL => h'u
R$+<@+. uucp> $@$2! $1 u@. uucp => hlu
Rb+<@* > $@%$2! $1 u@ => hlu

# Route-addrs do not work here. Punt til uucp-nmail comes up with sonething.
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R<@+>$* $@ @1%2

RE* <g* >$* $@ $1$2%$3

# UUCP Mail er specification

Miucp, P=/ usr/ bi n/ uux, F=msDFMhuU, S=13, R=23,

A=uux - -r -a$f $h!'rmai

($u)

# Convert uucp sender (From field

GCCS-SAM2.1
rev 0
29 September 1995

just defocus and punt
Def ocus strange stuff

convert to old style
strip local nane
stick on real host name

convert to old style

First canonicalize
Then rerun rul eset 0

S13

RS+ $: $>581

R$=wl $+ $2

R$+ $: $wl $1

# Convert uucp recipient (To, Cc) fields
S23

R$+ $: $>581

HiHHH RULESET ZERO PREAMBLE

# Ruleset 30 just calls rulesets 3 then 0.
S30

R$* $: $3 81

R$* $@$>0 $1

S0

# On entry, the address has been canonicalized and focused by rul eset 3.
# Handl e speci al cases.....

R@ $#l ocal $:$n

# Earlier rel eases special-cased the [x.y.z.a] format,

# shoul d handl e these properly on input.

# now del et e redundant
R$* <$* $=w. LOCAL>$*

R$* <@ OCAL>$*

R$* <$* $=w. uucp>%$*

R$* <$* $=w>$*

# arrange for |oca
m* <@% >$*

# For numeric spec, you can't pass spec on to receiver,
# were not smart enough to know that [x.y.z.a]

R<@ $+] >: $*
R<@ $+] >: $*
R<@ $+] >, $*
R$* <@ $+] >

m* <$* . >$*
R<@: $*
Rb* <@

| ocal

info
$1<$2>%$4
$1<@nr$2
$1<$2>%$4
$1<$2>%$4

nanes to be fully qualified

$1<@2. LOCAL>$3

$: $>9 <@ $1] >: $2

$#Hether $@$1] $: $2
$#Hether $@$1] $: $2
$#ether $@$2] $: $1

$1<$2>$3
$@>30%1
$@>30%1

HHE R R R R A R R R R
### Machi ne dependent part of rul eset zero ###
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t hi shost . LOCAL

host == domai n gat eway
t hi shost . uucp

t hi shost

user @t her host

since old rcvr's

is their own nane.

Qean it up, then..

nuneric internet spec
nuneric internet spec
nuneric internet spec

drop trailing dot
retry after route strip
strip null trash &retry
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B HHHH R R R R R R R R

# resol ve names we can handl e locally

R<@=V. uucp>: $+ $:$>9 $1 First clean up, then...
R<@=V. uucp>: $+ $#uucp $GL $: $2 @ost . uucp: . ..
Re+<@=V. uucp> $#uucp $@2 $: %1 user @ost . uucp

# optim ze names of known ethernet hosts

R$* <@% . LOCAL>$* $#et her $@2 $: $1<@2>%$3 user @ost . here

# local host that has a MX record

R$* <@ % . LOCAL>$* $#et her $@2 $: $1<@2>%$3 user @ost . here

# other non-local nanes will be kicked upstairs

R$+ $:$>9 $1 d ean up, keep <>
R$* <@+>%* $HEM $@R $: $1<@2>%$3 user @one. wher e

R$* @* $#HSM SABR $: $1<@2> strangeness with @

# Local names with %are really not |ocal!
R$+9%+ $@>30$1 @2 turn %=> @ retry

# everything else is a | ocal name
R$+ $#l ocal $: $1 | ocal names

# Ruleset 33 is used in renote node only

S33

R$+<@=w. LOCAL> $1

Re+<@=w> $1

R$* <@+>%* $#et her $@k $: $1<@2>%$3 forward to $k
R$+ $#l ocal $: %1 | ocal nanes
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SECTION 8. PRINTER ADMINISTRATION

8.1 Scope

This section addresses the installation of the SUN NeW Sprint product on those SUNservers that must
support SUN printers, and the use of the Network Printer Administration Application provided with GCCS
Version 2.1.

8.2 Installing NeW Sprint on Print Servers

Any SUNserver or SUNstation that has a SUN printer directly attached to it requires NeW Sprint to use that
printer. GCCSis currently using the following SUN printers: SPARCprinter, NeWSprinter20, and
SPARCprinter I1. For the SPARCprinter and the NeW Sprinter20, NeWSprint is provided on aCD labeled
"NeWSprint Version 2.5 revison b." For the SPARCprinter |1, NeWSprint is provided on aCD labeled
"Printer Manager Software V1.0 for Solaris2.X." NeWSprint should be installed immediately after the
Solaris operating system has been installed. If asite attemptsto install it after NIS+ has been activated, it
will encounter problems. Prior to installing NeWSprint the site should obtain a NeW Sprint font license.
Execute the following steps to install NeW Sprint:

a. Logontotheprint server as root.
b. Insart the NeWSprint CD into the CD drive.

For SPARCprinterll usethe CD "Print Manager Software V1.0 for Solaris 2.X."
For SPARCprinter/NeW Sprinter20 use the CD "NeWSprint Version 2.5 revison b."

c. Enter thefollowing commands:
cd /edrom/unnamed_cdr om<return>
cd sp2<return> for SPARCprinterll only
Jnpcdm<return>
d. Alistof optionsisdisplayed. Choose Option 1: Select Application.
e. Alis of optionsisdisplayed. Choose the appropriate option.
SPARCprinter if using SPARCprinter
NeW Sprinter 20 if using NeW Sprinter20
SPARCprinterll if usng SPARCprinterl|
NeW Sprint if just installing NeWSprint software.

f.  Another ligt of optionsisdisplayed. Choose Option 3: Install Application.
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0. A saiesof questionsand directionsisdisplayed. Answer the questions and directions as

follows:
Questi on: Begin Installation (y/n?)
Answer : y<return>

Press space bar two times to read more license information.

Questi on: Do you want to continue (y/n?)

Answer : y<return>

Question: Do you want to install NeWsprint Answerbook (y/n?)
Answer : y<return>

The following item(s) will be beingtalled in /opt/NeW Sprint:
NeWspr i nt

Conti nue (y/n?) y <return>

Question: What nanme do you want for the printer?

Answer : {What ever nane you wi sh for your printer} <return>

Questi on: Do you want this printer to be the default printer (y/n?)
Answer : y or n <return>

Questi on: Do you want to install NeWsprint font |icense (y/n?)
Answer : y<return>

Questi on: Enter NeWBprint font |icense:

Answer : Enter the license provided (Reference Section 10. 3)

NewSprintisnow instaled. SUN patch 102113-03 is required to prevent NeW Sprint from locking up after
printing onejob. Thispatchisplacedin /opt after the load_patches script is executed during the loading of
the GCCS COE Kernd (Section 4.1 of Implementation Procedures). To install the patch, execute the
following:

a.  Shut down the print scheduler with the following command (there is no need to be in single-user
mode to load this patch):

Ipshut<return>

b. Ingdl patch 102113-03 according to the stepsin the README.102113-03 file provided with
the patch.

/opt/102113-03/installpatch /opt/102113-03<return>

c. Redtart the print scheduler with the following command:
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{usr/lib/lpsched<return>

8.3 GCCSDesktop Printer Concept of Operations

The purpose of this section is to describe the printing capabilities provided by the GCCS Version 2.1 Session
Manager (also known as the Desktop). These printing capabilities consist of Network Printing, Remote
Printing, and GCCS Development Support.

8.3.1 Network Printing Support. Network Printing Support allows users to send output to printers on
their GCCS network regardless of workstation hardware, print server hardware, and printer hardware,  within
the limitations of the hardware initialy identified as supported by the GCCS COE . Thefollowing chart
describes the combinations of workstation, print server, and printer hardware that are initialy supported in

the area of networked printing:

CLIENT PRINT SERVER PRINTER(S)

SUN Solaris SUN Solaris SPARCPrinter I (NEWSPRINT)
POSTSCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

HP 9.X POSTSCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

HP9.X SUN Solaris SPARCPrinter I (NEWSPRINT)
POSTSCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

HP 9.X POSTSCRIPT
Non-POSTSCRIPT (HPCL)
EPSON Printer

Network Printing Support consists of support to the System Administrator for printer installation and
management and support to the user for printer selection. System Administrators and users will be provided
support for print queue management, and all of these functions will be presented through graphical user
interfaces. System Administration printer support will exist asadistinct GCCS application (Printer
Administrator) while user print management will be integrated into the GCCS desktop (the User Print
Manager function).
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8.3.1.1 Printer Administrator. The Printer Administrator function will provide System Administrators the
capability to easily manage the functions associated with adding and deleting printers on the GCCS network.
Specificaly, the following functionswill be provided through the printer administrator user interface:

» Ingtal aconnected printer on its attached print server.

« Makeanewly ingalled printer visibleto al print clients on the network.

* Removean ingalled printer from its attached print server and al print clients on the network.
Additional functions provided that relate to the management of printer assets on the GCCS network are:

*  Query current available printer list and update the client during system reboot.

* Modify printer characteristics such as description and location.
Queue management functions are similar to functions provided regular users, except that System
Administrators are allowed to perform queue management functions across the network and manage jobs that
they did not initiate. The queue management tasks supported are:

» Remove any print job from any print queue.

* Moveaprint job from one print queue to another.

»  Start or stop an active print queue.
8.3.1.2 User Print Manager. The User Print Manager enables the user to sdlect the optimal printer for a
given print job. The graphical user interface will display a sdlection list of available printersthat includes
such details as printer name, print server name, location, description, printer type, and current status. Current
status will show how many jobs are currently waiting to be printed on that printer. From this display, the user
will select the printer to be used for agiven print task. The user will aso be enabled to delete jobs that they
have initiated from an active print queue.
8.3.2 Remote (Dial-Up) Printing Support. Inorder to support Army applications that will be reached by
modem (through aterminal controller) from remote installations, those applications must be given a method
of alowing their output to be directed to aremote printer, either at the dial-up site or potentially at an entirely
different remote site. The known constraints on this requirement are that the solution will only be defined for
remote print serversthat run Windows 3.1 (or potentialy Windows NT) or SUN Solaris, and that only
character-based applications will be supported remotely.
The solution to this requirement consists of software in three different areas.

a. Theparticular configuration of the remote print server

b. The software that manages the available printer list based on remote logins and logouts (session

control)
c. Thesoftwarethat actualy directsthe print job to the printer the user selects.

8-4
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This requirement has one major built-in limitation. The expected maximum throughput is 9600 baud, based
on the use of STU-IlIsasmodems. Thiswill severely limit the practical size of jobsthat can be printed
remotely.

8.3.2.1 RemotePrint Server Configuration. The remote print server must have the following software,
installed in accordance with GCCS ingallation guidelines. Windows 3.1 (or potentially Windows NT) and
Chameeon NFS. Chameleon will alow the remote print server to accept UNIX [pr commands. Only certain
types of printers will be supported as remote printers. Thefollowing liststheinitial configurations supported
for remote (dial-up) printer access.

Application Server Print Server Printers

SUN Solaris SUN Solaris SPARCPrinter Il (NEWSPRINT)
POSTSCRIPT
Non-POSTSCRIPT (HPCL, HPGL)
EPSON Printer

SUN Solaris PC EPSON Printer

8.3.2.2 Session Control.  When aremote user establishes connectivity to the terminal server and logsinto
an application, the print support software will include the user'slocal printer on the list of available printers.
When the user disconnects from the session, the user's local printer is removed from the available printer list.

8.3.2.3 Remote Print Software.  When aremote user is ready to print from an application on the
application server, the user will salect from thelist of available printers (printers on print serversthat are
concurrently accessing thetermina server). Thisislikely to be, but does not have to be, the remote printer at
the did-up users site. The application will send the print command and print file to the associated remote
print server for processing.

8.3.3 GCCSPrinter Administration User’s Guide. The Network Printer Administration Application
will alow System Administratorsto install, remove and control accessto printers on the GCCS network
without requiring them to understand the UNIX print commands. All printer activities revolve around the
printer table (Table 8-1), so the GCCS System Administrator should view the network printing statusin
terms of the contents of the printer table. The following sections are step-by-step ingtructions for performing
the mgjor functions of GCCS network printing.

8.3.3.1 Adding aPrinter toaPrint Server

a.  Set up the printer according to the manufacturer’ singtructions. For Newsprint printers, this
includes completing the full Newsprint software and hardware installation.
HP printers must be set up to receive sexial or parallel input. ASCII and Postscript printers will
likely require no specia setup.
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Plug the printer into the appropriate port on the GCCS system that will be the print server.
Seria printersrequire a 2-3 swap (null modem) if connected to a serid port.

Run the Printer Admin Tool on the print server system.
Sdect Option A: “Ingtall a Printer on ThisPrint Server.”

Provide a printer name. Names must be 14 characters or less and may not include specia
characters (dash, underscore, and numerds are alowed).

Provide the printer type. Vdid GCCS printer types are HPCL, ASCII, Postscript, or Newsprint.
Provide the port identification.

Provide a printer description. This can be the building, room number, command name, or
whatever will help auser identify this printer. Descriptions can be any length, but for the sake of
reasonable-looking printer list displays, it is recommended that they be limited to less than 40
characters.

The Printer Administration software will make the appropriate system callsto ingtall the printer
on the server and then will add an entry to printer table for this printer. Printer table entries are

of the following format:

printer name;host name;printer type;printer description;available on network flag;host
O/S;color status

If there are no errors reported, the printer can now be used by the host server.

Making a Printer Availableto the Network

a

b.

Test the printer to ensure that it can be printed to by the host server.
Sdect Option B: “MakethePrint Server Ableto Accept Network Print Jobs.”

The Printer Administration software will make the appropriate system call to make this print
server able to accept remote print requests.  This option must be run onthe host server . This
option isonly required once for each print server. If an attempt is made to run the option more
than once, the software will prompt that thereis no need to run this option again.

Sdect Option C: “MakethePrinter Availableto Other Network Clients.”

This option may be run from any system on the network. A list will appear showing printers that
have been installed but are not yet available to other systems on the network (i.e., the “available
to the network flag” in the printer tableis set to “False”).

Sdlect the printer to be made available to the network.
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8.3.3.3 Updating Print Clients on the Network. The Printer Administration software includes a script that
runs on system boot-up that brings the system in synchronization with the printer table. Printersthat are
installed on a client that do not have a corresponding entry in the printer table will be de-indtalled. Printers
that are not installed on the client but exist in the printer table (and have their “ available to the network flag”
st to“True’) areinstalled. Printers that were not added using the printer administration software will not be
affected by this script .

This same script can be run from the Printer Administration main menu by sdecting  Option |: “Update
Printerson ThisPrint Client.”

8.3.3.4 Removing a Printer from the Network
a. Sdect Option E: “Removea Printer from the Network.”

This option can be run from any system on the network. This option simply setsthe “available
to the network flag” to “False” for that printer inthe Printer Table. All systemsthat are
currently print clients for the selected printer will be de-ingtalled the next time they re-boot or run
the “Update Printers on this Print Client” option.

The host server will ill be ableto print to its attached printer.
8.3.3.5 Removing aPrinter from a Server
a. Sdect Option F: “De-install a Printer from thisPrint Server.”

This option must be run on the host server. This option presentsalist of printersthat are
attached to the server on which the site is running the Printer Administration application.

b. Sdect the printer to de-ingtall. The Printer Administration software will make the appropriate
system callsto de-install the slected printer. 1t will aso remove the printer’ s entry from the
printer table.

Clients of this printer will be updated the next time they re-boot or run the “Update Printers on
this Print Client” option.

8.34 TheCurrent Printer File. Included in the GCCS desktop software is afile that kegpstrack of the
user's current printer. Thisfileisfound in the user's home directory and is of the form

.C_p:host_name: session_number to ensure aunique file name. The current printer fileis crested eachtimea
user logsinto GCCS and remains only as long as the user's current session lasts. During the on, if the
user selects anew current printer (using the "File -> Sdlect Printer option on the GCCS main menu bar) the
current printer file will be updated with the new sdlection.

When a user logs out, two processes occur. Firgt, the contents of the current

.Cc_p:host_name: session_number fileis copied to a permanent current printer file (called .c_p and stored in
the user's home directory). Second, the current printer file for that session is deleted.
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Atlogin, whenthe .c_p:host_name:session_number fileiscreated, thevaueinthe .c_p permanent file
(which contains the current printer at the end of this user'slast session) is copied into the new current printer
file

If, a login, the .c_p file does not contain a currently valid printer (based on the printer table), itsvalueis
replaced by the system default printer, whichisstoredin - /h/data/global/EMDATA/config/.c_p:global.

If no valid printer existsin any of thesefiles, the .c_p:host_name:session_number file will contain the litera
NULL.

8.3.5 ThePrinter Table. The printer tableis the single system reference that maintains the current status
for all GCCS printers on the network. Itislocatedin  /h/data/global/EMDATA/config/printer_table.

The printer table contains:

o Printer Entries. Singleline entries, one for each current GCCS printer, that describe the printer's
installation status to the printer administration software. The format of each printer entry is:

Name; Host; Type; Description; Available on Network Flag; Host O/S,;Color Status

Name -- printer names are limited by UNIX to 14 characters. Printer names cannot contain
specia characters (except for '-',* ', and".).

Host -- the system name of the server connected to this printer.

Type -- GCCS supports four broad classes of printers. Thevalid GCCS printer types are:
Postscript, Newsprint, HPCL , and ASCII. Newsprint printers when they are fully installed will
are treated as Postscript.

Description -- thisisafree-text area, limited (for display purposes) to 64 characters. Thisfield
can be used to describe the printer's physical location, its capahilities, which organization it
belongsto, or any other information that might be helpful to the user.

Available on the Network -- If this printer is currently available for other clients on the
network, thisflag should be set to "True" If itisset to "False," only the connected server will be
able to print to this printer.

Host O/S -- The Operating System of the connected server host. Valid options are "HP-UX"
and "SunOS."

Color Status-- Thisfield contains information that is not being used in the initial ddlivery of
GCCS Printer Adminigtration (all printers are set to "B/W"). When color printing is supported
by GCCS, thisfield will be used to direct color output to the correct printers.

Additionally, each printer is associated with adevice, athough device information is not stored in the printer
table. On HP workstations, available devices are Paralld, Serid A, and Serial B. On SUN workstations, a
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single port represents both the Serid A and Seria B devices (which oneis determined by a switch on the
device driver itsdlf).

* Blank Lines. Asneeded for readability.

o Comment Lines. Asneeded for readability. Comment lines arelinesin the printer table that
contain the pound character (‘#) anywherein theline.

Blank lines and comment linesin the printer table are ignored by the Printer Administration software.

One note about editing the printer table -- the addition of anew entry or the modification of a current entry
results in the affected entry becoming the last line of the printer table.

8.4 Configuring a System to Print Remotely.
This section discusses how to configure aprint client under Solaris and HP-UX operating systems.
8.4.1 Configuring Solaris. (Thefollowing can aso be done using the Printer Administrator tool.)
a. Logontotheprint clientas root.
b. Enter thefollowing command:

# | psystem -t s5 {PRINTSERVER}<return>
where PRINTSERVER is the name of the print server

This response will appear:

{PRINTSERVER} has been added.
Enter the following command:

# | padmin -p {LOCALNAME} -s {PRINTSERVER} ! {PRINTERNAME} <return>
where LOCALNAME isthe name the printer will be called by the system.
PRINTSERVER isthe host name of the print server.

PRINTERNAME is the name of the printer on the remote print server.

If thiswill be the default printer, execute the following statement:

# | padnin -d {LOCALNAME]} <return>

# accept {LOCALNAME]} <return>
where LOCALNAME isthe name the printer will be called by the system.

# enabl e {LOCALNAME]} <return>
where LOCALNAME isthe name the printer will be called by the system.
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Check for errors by entering the command:

# /bin/lpstat -t<return>

8.4.2 Configuring HP-UX

a

b.

Log onto the print client as root.
Enter the following commands:
# [usr/1ib/l pshut <return>

# [usr/lib/lpadnn -p{LOCALNAME} -{PRINTMODEL} /

-v/dev/ nul | -o{PRINTSERVER} - o{PRINTERNAME} -ob3 <return>
where LOCALNAME isthe name the printer will be called by the system.
PRINTMODEL isthetype of printer.

PRINTSERVER isthe host name of the print server.
PRINTERNAME is the name of the printer on the remote print server.

# [usr/lib/accept {LOCALNAME]}<return>
where LOCALNAME isthe name the printer will be called by the system.

# /usr/lib/enabl e {LOCALNAME]}<return>
where LOCALNAME isthe name the printer will be called by the system.

# /usr/lib/enabl e {LOCALNAME]}<return>
where LOCALNAME isthe name the printer will be called by the system.

# [usr/1ib/l psched<return>
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SECTION 9. USER ACCOUNT ADMINISTRATION
9.1 Creating and Dropping ORACLE User Accounts

To create and drop user accounts for the ORACLE database, the following procedures are available. They
must be run as "root."

If there are problems running these scripts, the System Administrator should first ensure that thefile
permissions are set correctly. For thefiles described below, the group should be  dba and the files should
have execute permission for the owner and group. The owner will be  oracle or root. That is, the following
UNIX commands may need to be invoked:

chgrp dba file_name #changefilesgroup to 'dba
chnod 754 file_nanme # change permissions sothe owner and group can execute thefile.

Filesthat exist for creating and dropping ORACLE user accountsarelocatedin - /h/COTSRDBMY scripts;
they are:

create_user.csh

create_user. sq

drop_user. csh
drop_user. sql

Of thisligt, the following scripts can be executed by  root:

a. create user.csh - This C-shell script can beinvoked by root to create a GCCS ORACLE user
with the default tablespace "USERS," temporary tablespace "TEMP," the default profile, and
"CONNECT" privileges. The user will be able to create tablesin the default tablespace USERS.
(The"CONNECT" privilege alows one to execute ORACLE.) The System Administrator must
provide the previoudy-created UNIX user account name, e.g.:

/ h/ COTS/ RDBMS/ scri pt s/ create_user.csh gccs_user _name <return>
b. drop_user.csh - thisC-shdll script isinvoked by root to drop ORACLE user accounts.
/ h/ COTS/ RDBMS/ scri pt s/ drop_user.csh gccs_user _nane

If it becomes necessary to grant additional role(s) to auser, as  root, create the following two scriptsin the
/h/COTSYRDBMS/scripts directory:

grant _rol e.csh whichisvery smilarto create user.csh:

# 1/ bin/csh

su - oradba -c "sqglplus -silent / @h/COTS/ RDBMS/ scripts/grant_role $1 $2"
exit O

grant _rol e.sql whichissomewhat smilarto create user.sql:
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grant & to &I1;
exit

And execute as root:

/ h/ COTS/ RDBMS/ scri pts/ grant_rol e. csh gccs_user_name added_rol e

9.2 Adding User Accountsto GCCS

It isrecommended that user accounts be established after all software isloaded on all platformsand NIS+ is
initialized.
Two adminigtrative accounts are delivered with the software:

secman - used to add user accounts or profiles.

sysadmin - used to perform system administrator functions, such asinstallation of new segments.

The installation team will assist the Site Administrator in creating an account for the System Administrator
(to be used for user account maintenance) and a basic user account. The following steps must be followed.

9.21 Creating User Accounts (Performed at the EM Server's Console.)
a. Loginas secman, with proper password.

b. Sdect Prefsfromthe menu bar. Sdect Change Profile from the menu. Click the Next or Prev
buttons until SYSADM N isdisplayed inthe Position: field. Click the OK button.

c. Doubleclick the Security icon. The run_security window displays. Enter the secman's
password at the Password: prompt. The Security M anager window appears.

d. Sdect Filefromthe menubar. Sdect Create Account fromthemenu. The SECURITY
MANAGER: Create Accountswindow appears.

e. Enterthe USER ID: (8 charactersor less).

f. Enterthe USER NAME: (essentidly an administrative comment field. Recommended: section,
POC Information including location and telephone #.

Example: ccj6-doc MAJ John Doe 8-6580).

NoOTE: Do not use commas or other specia characters. Use only letters and numerals.

g. The USER #fiddisfilled in by the utility. (Thisisthe UID and itisthelast used value plus 1.
This number may be edited to re-use old UID #sthat have been deleted).



p.

GCCS-SAM2.1
rev 0
29 September 1995

Enter the PASSWORD: (Thiswill bethe user'slogin password).
Enter the SYBASE SYSADMIN USERNAME: (sq).
Enter the SYBASE SYSADMIN PASSWORD: (asassigned in Section 5.4).

Click the button for the DEFAULT GROUP: fidd. Sdect from: admin (for an administrator
account) or gecs (for auser account). Click the Apply button.

Click the button for the OPTIONAL GROUP: fidd. Sdect from: admin (for an administrator
account) or gecs (for auser account). Click the Apply button.

Click the button for the Acct_groupsfidd. Sdect from: root, Security Admin, System
Admin, or GCCS Operator (for auser account). Click the Apply button.

Click the button Rolefigld. Sdect from: SSO Default (user account management and security),
SA Default ( system administration, which is primarily used for instaling new software
segments), or GCCS Default (for auser account). Click the Apply button.

When al fields are successfully completed, click the  OK button on the SECURITY
MANAGER: Create Accounts window.

Sdect Filefromthemenu bar. Sdlect Exit from the menu. Click OK to the Exit question.

9.2.2 Customizing Profiles. After the System Administrator has registered the new user, auser profile
must be assigned for the user.

a

b.

Log in as secman, with proper password.

Sdect Prefsfromthemenubar. Sdect Change Profile from the menu. Click the Next or Prev
buttons until SY SADMIN isdisplayed in the Position: field. Clickthe OK button.

Doubleclick the Profileicon. The Profile Manager window appears.

Sdect File from the menu bar. Sdlect Add New User Profile from the menu. The PROFILE
MANAGER: Add New User Profile window appears.

Click the button for the User ID: field. Select appropriate user from the registered users display.
Click the button for the Project: field. Select appropriate project from the display.

Click the button for the Position: field. Sdect from: GCCSUSER or SYSADMIN in the
position display. (This sdlection istied to the user's launch window icon salections.)
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NOTE: Thesefirst threefields of the window are mandatory for user profile creation. The others deal with
the organizational structure of the site. They include Directorate, Division, Branch, Section, and
Cdll.

h. Click onthe OK or Apply button. Select File from the menu bar and Exit from the menu.

9-4



SECTION 10. SOFTWARE LICENSE ADMINISTRATION

101

Applix License Setup Procedures

To use Applix the license must beingalled. Execute the following to obtain your License Key:

a. Loginasroot

GCCS-SAM2.1
rev 0
29 September 1995

NOTE: Thesystem will identify the site's License Key. Contact the GCCS Hatline at (703) 735-8681 or
DSN 653-8681 and provide the License Key and POC (NAME, TEL,FAX). DISA will notify
Applix, obtain the licensing information for the site, and FAX it to the site POC, usually within 24

hours.

Execute the following:

# cd / COTS/ APPLI X/ axdat a <return>

c. Twolicensefileswill appear: axlicensedemo, alxicensdat

1. Thefollowing isan example of the information that will be executed when

is opened:

FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE

2.
opened:

FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE
FEATURE

*wgm none

*sps
*mbx

*sps
*mbx

none
none
none
none
none
none
none
none

none
none
none
none
none
none
none
none

d. Executethefollowing:

# cd/ COTS/ APPLI X/

e. Typeappli x.

000
000
000
000
000
000
000
000
000

000
000
000
000
000
000
000
000

1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95

1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
1-dec-95
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clolololololoNoNe]

eclolololoNoloNe]

8B4C1F6D076650F27859
4B7CAF4D381F2609F469
7BDC2F3D48AF4EG8BABL
5B4C3FCDB8E32B76C59F
4B7CAFEDO5F02D79C59F
8B4C1FCD58B34B66C59F
7BAC2F6D54BF4D6ACT A7
4B7C2FBD8CEBF81A019
5B3C3F5D2D1027FEF16F

Thefollowing is an example of the information that will be executed when

4B7CAF4D381F2609F469
7BDC2F3D48AF4EG8BABL
5B4C3FCDB8E32B76C59F
4B7CAFEDO5F02D79C59F
8B4C1FCD58B34B66C59F
7BAC2F6D54BF4D6ACT A7
4B7C2FBD8CEBF81A019
5B3C3F5D2D1027FEF16F

axlicensedemo

DEMD
DEMD
DEMD
DEMD
DEMD
DEMD
DEMD
DEMD
DEMD

axlicensdat is

DEMD

DEMD
DEMD

DEMD
DEMD
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f.  Fromthe Applix utility menu, select LI CENSEGENERATOR.

g. Usingthelicenseinformation sheet provided by DISA, enter all information, tabbing between
fields. All entriesarein upper case.

h. After entering dl data, choose OK.

NOTE: To purchase Applix license call 1-800-8-Applix or 1-508-870-0300.

i. Toensurethat the APPLIX license manager comes up when the system is re-booted, execute the
following:

# cd Jetc/rc3.d
# vi  S4Sapplix
Add thefollowing lines:

./ h/ COTS/ APPLI X/ axdat a/ ax| nmgrd -c\

./ 'h/ COTS/ APPLI X/ axdat a/ axl i censeda > /tnp/axnlm og &
10.2 JDISSLicense Setup Procedures

The JDISSwill not run if the site has not obtained alicense. Contact the JDISS Hotline at (301-669-5100) to
find out how to obtain alicense.

10.2.1 Client/Server Relationship. For JDISSto run properly, the JDISS license must be on the host
designated "Imserver." The JDISS client segment must be loaded on a host that can reach the Imserver, i.e,
the /etc/inet/hosts file must have the I P address and "Imserver” of the host that has the JDISS server segment
loaded.

10.2.2 LicenseFile Proceduresfor JDISSVersion 2.0.2.01

NoTE: Thelicensefileiscdled license.dat and isin ASCII text format. Mogt of the file contents should not be
changed. The sarver host ID cannot be changed without getting anew license file from the JDISS PMO.
Inthe DAEMON line, the path to the daemon can be modified. If any other changes are made, it will
invalidate the license, and the application will not be found.

If astehasalicense, or if the host machineisaclient of another host that has a network license:
Toingtal the IDISS licensefilefor IDISSV2.0.2;

a Copy the license.dat file the dtereceived to /h/JDISSetc asfollows:

# cp license.dat /h/JDISS/etc
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b. Re-boot the machine. Installation is complete.
10.2.3 Proceduresfor Machines Currently Running JDISSV2.0 or V2.0.1that UpgradeVV2.0.2.

Before upgrading to JDISSV2.0.2, savethe /h/IDISSetc/license.dat and /h/IDISSetc/license.dat.2.0.2 files
to another directory, so the fileswill not be deleted.

a. Afteringalling vV2.0.2, copy thesaved license.dat.2.0.2 to the IDISS directory asfollows:

# cp license.dat.2.0.2 /h/JDI SS/etc/license. dat

NOTE: Youarerenaming license.dat.2.0.2 to license.dat.

b. Re-boot the machine. Installation is complete.
10.2.4 Procedure For Verifying License M anagement Server has been | dentified

a. Loginasroot.
b. Executethefollowing commands:

# cd /h/JDI SS/ Scri pts <Return>

# JDI SS startup

# JDI SS_boot

In both of these files, thereis aline that appears asfollows:

Replace the "hostname" on the "satenv” line below with the name of the license server
Ilﬂmvll

LM LI CENSE FI LE 7337@o0st nanme

where hostname represents the name (or dias) of the server that has the licensefile.

For example:

setenv LM LI CENSE FI LE 733@gccshost ("gces' isthe name of the license server)

c. Savethechangesand exit.

NOTE: InJDISS2.0.1 and JDISS2.0.2, the Imserver will appear asthe host name. If that isthe case, no
changes need to be made. However, Imserver must be avalid dias for the machine that isthe
licenseserver. Try toping Imserver. If unsuccessful, check the /etc/hosts file and seeif the
Imserver has been added or changed.
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NOTE: InJDISS 2.0, an actua server name was used instead of the Imserver dias. The site may continue
to operate with an actual host name specified, but should make sure it isthe correct host name! I
"uname -n" appears as the host name, the site has a JDISS 2.0 ingtall that never was configured.
Change "uname -n" to the actua host name of the license server.

10.2.5 Troubleshooting the JDISS License I nstallation

10.25.1 Problem: The"Pings' Tool DoesNot Start. Thisisaknown problem on al GCCS JDISS
ingalations. To fix this problem, execute the following commands, which must be performedas  root:

# ch /h/JDI SS/ progs <Return>
# chrmod 4555 JDI SS_pi ngs <Return>

10.25.2 Problem: The" Pings' Tool DoesNot Work. The following error message appears.
checkout : pings: cannot find SERVER hostnarme in network database

This problem is known to occur on hosts that are running JDISS asaclient. That is, the license file/manager

resides on another host (license server). To fix this problem, execute the following commands, which must

be performed as root:

# cd /h/JDI SS/data/l XI/1cons/ Pi ngs. obj <Return>
# vi activate <Return>

Then remove both of thefollowing lines

LM LI CENSE_FI LE=/ h/JDI SS/ etc/ | i cense. dat
decl are exported LM LI CENSE FI LE

Save the changes and exit.

10.25.3 Problem: The" Chatter" Tool Will Not Start. Thisisaknown problem on al GCCS JDISS
ingtallations. A fix has been identified and will be available soon.

10.2.5.4  Problem: The" System Load" Tool Will Not Start. Thisisaknown problem ondl GCCS
JDISSingdllations. To fix this problem, execute the following commandsas  root:

# cd / h/JDI SS/ progs <Return>
# chgrp sys JDI SS_xI| oad <Return>
# chnod 2555 JDI SS x| oad <Return>

10.255 Problem: The"Host Tool" Will Not Allow a Save. This problem has been reported on some
GCCS DISSingallations. To fix this problem, execute the following commandsas  root:

# ch /h/JDl SS/ et ¢ <Return>
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# chrmode 666 jdhosts <Return>

Re-boot the machine for al of the changes to take effect.

10.3 NeWSprint License Setup Procedures

10.3.1 NeWSprint Version 2.0 Setup Procedure. Toingtall the font license, the site must have afont
password. Also, if the site has a Postscript printer, such as a Laserwriter, it does not need afont license.

10.3.1.1  Acquiring a Font Password. A font password can be acquired by calling 1-800-USA-4SUN
and supplying the following information.

* Host ID of the system to which the printer is attached.

e Seria number of the NeW Sprint software. The serial number is printed around the inside hole of
the NeWSprint CD.

*  TheNeWSprint "right to use" number, listed on the face of the licensing agreement.
After aquiring the password, install the software, and set up the license that was provided by SUN Systems.

10.3.2 Upgrading aLicensefor NeW Sprint V2.0to V.2.1. If asiteisusing NeWSprint 2.0, the original
password is till valid for NeWSprint 2.1. To check the fonts, execute the following:

# cd /var/spool/license/fontlicense
Example (anumber should appear that is similar to thisfont license: .65000934):

# cat /var/spool/licenses/fontlicenses. 65000943

NoOTE: Host ID and font password will be displayed.

NOTE: Theingtalling license procedures are the same asin Section 2.0, " Setup Procedures.”

10.3.3 NeWSprint Version 2.5 License Setup Procedures

a. Call SUN Systemsat 1-800-USA-4SUN during the hours of 0800 to 1700 Monday through
Friday to obtain font password. Y ou must have the same information as listed in Section 2.0.

b. Toview thehost ID and font password, execute the following:

# [/ opt/ NeWBprint/bin/hostid
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SECTION 12. SECURITY ADMINISTRATION

NOTE: This procedure should be performed last.

After loading the Basic Security Module (BSM) segment, everything will be in place to initiate security
auditing. Team GCCS strongly recommends reading Chapter 3 of the  Solaris SHIELD Basic Security
Module Manual prior to installing the BSM segment.

NOTE: At thiswriting, the BSM segment creates audit filesinthe/ h/data/global area of the filesystem, but
thereis not sufficient space in thislocation for large audit files. The GCCS Engineering Office has
initiated a change request to create thesefilesin another location. Therefore, aprocedureis provided
in 12.5 that will move the audit files in the event anew BSM segment is not ready prior to GCCS
Version 2.1 fidding.

12.1 Updating from GCCSVersion 2.0to Version 2.1

If asite's system has been upgraded from an existing GCCS Version 2.0 to GCCS Version 2.1, then the SA
has already performed the file system configuration tasks to create the security mount points. If in doulbt,
review the results of the following command:

# df - kK <Return>

Something like the following will be displayed, on a database server:

NOTE: Filesystem names and sizesin thistable are for demonstration purposes only, no correlation
between this table and an operational GCCS Version 2.1 isintended.

Filesystem kbytes used avail capacity Mounted on
/dev/vx/dsk/rootval 96023 19825 66598 23% /
[dev/vx/dsk/usr 295382 169295 96557 64% Jusr

[proc 0 0 0 0% [proc

fd 0 0 0 0% /dev/fd
/dev/dsk/cOt1d0s0 489702 33029 407703 7% Ivar

swap 1793612 44 1793568 0% /tmp
/dev/dsk/c1t1d0s0 1952573 1033145 724178 59% /hi
/dev/dsk/c1t3d0s0 1759749 1179103 404676 74% /home2
/dev/dsk/cAt2d0s0 1952573 11757322 11757322 0% Joracle/smback
/dev/dsk/c1t0d0s0 1759749 161841 1421938 10% /opt
/dev/dsk/cAt3d0s3 1856746 174561 1531838 10% [securityl
/dev/dsk/cAt3d0s0 1856746 174561 1531838 10% [security2
/devivx/dsk/oracledg/vol 10 8648108 921396 1861902 90% /h
/devivx/dsk/oracledg/vol 01 9218465 275878 16020747 7% /homel0
/dev/dsk/c2t0d0s0 1952573 444059 1313264 25% IWUSERS
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Filesystem kbytes used avail capacity Mounted on
dbserver:/h/data/global 385351 291707 55114 84% /h/datalglobal

On one of the application servers, the result of the "df" command will ook something like the following:

Filesystem kbytes used avail capacity Mounted on
/dev/dsk/cOt3d0s0 76767 32378 36719 47% /
/dev/dsk/cOt3d0s6 225247 165188 37539 81% Jusr
[proc 0 0 0 0% [proc

fd 0 0 0 0% /dev/fd
swap 489788 4036 485752 1% /tmp
/dev/dsk/cOt3d0s7 385351 292142 54679 84% /h
/dev/dsk/c0t1d0s0 819718 455442 282306 62% /homel
/dev/dsk/c0t0d0sO 1733085 498054 1061731 32% /home2
/dev/dsk/cOt3d0s5 81807 45051 28576 61% /opt
/dev/dsk/cOt3d0s3 1007 9 898 1% [/securityl
/dev/dsk/cOt3d0s4 1511 9 1352 1% [security2
mailhost:/var/mail 489702 38589 402143 9% Ivar/mail
dbserver:/WUSERS 1952573 480171 1277152 27% /WUSERS
zeppo:/world 8648108 7688692 94606 99% fworld

Notice that on the database server the "security” filesystems are rather large. Thisisthe actua location of the
audit files. On an application server (SPARCStation 10/20/5/2) these filesystems will be approximately 1
megabyte in size and act as the mount points for the security auditing file space shared from the database
sarver. If the mount points have not yet been created, refer tothe  GCCS Implementation Proceduresto
create these mount points.

When a database server isbeing built, the security partitionswill be created during the initial stages of the
kernd build. Seethedisk partitioning schemesinthe GCCSImplementation Procedures for more
information. Thefollowing Korn Shell script isthe portion of the GCCS kerndl that creates the shared
filesystems for security auditing:

# If /securityl or /security2 exists and are nounted file systens they
# will be exported naking this systema security audit server.

# If /securityl or /security 2 do not exist entries will be entered
#in the /etc/vfstab file to nmount the dbserver /securityl and

# [security2 partitions.

if [[ -d/securityl || -d /security2 ]]; then
df -k | grep /securityl > /dev/null 2>&
if [[ $2 -eq 0 ]]; then
echo "/securityl exists as a file system sharing it"
echo share -F nfs /securityl >> /etc/dfs/dfstab
fi
df -k | grep /security2 > /dev/null 2>& 1
if [[ $2 -eq 0 ]]; then
echo "/security2 exists as a file system sharing it"
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echo share -F nfs /security2 >> /etc/dfs/dfstab
fi

el se

echo "/securityl and /security2 do not exist on this systent

echo "placing entries in the /etc/vfstab file to mount the"

echo "dbserver's /securityl and /security2 partitions"

nkdir /securityl /security?2
echo dbserver:/securityl - /securityl nfs - yes rw, bg, soft >> /etc/vfstab
echo dbserver:/security2 - /security2 nfs - yes rw, bg, soft >> /etc/vfstab

# Modify /secl and /sec2 entries in /etc/vfstab to /securityl and /security?2
cp /etc/vfstab /tnp/vfstab
sed -e "s/secl/securityl/;s/sec2/security2/" /[tnp/vfstab > /etc/vfstab

12.2  Initiatingthe BSM
Prior to starting the Basic Security Module, the audit file directories need to be created:

# nkdir /securityl/securityl/fil es <return>
# nkdir /security2/security2/fil es <return>

Ensure these directories have the proper permissions and ownership:

cd/securityl/securityl <return>
chgrp staff fil es <return>

chrmod 2750 fil es <return>

cd ../security2/security2 <return>
chgrp staff fil es <return>

chrmod 2750 fil es <return>

H OH OB H H H

Once the system has been prepared to accept auditing logs, the BSM segment can be ingtalled like any other
segment. Refer to Section 3 of thisManual for more information on using the Segment Installer.

After the BSM segment has been ingtalled, the Solaris SHIELD Basic Security Module will need to be
activated. Perform the following procedure to do this. This procedure will enable the Basic Security Module
in accordance with the default val ues established by the BSM segment. These vaues can be altered by
skipping this section and editing files described in Section 12.3.
a. Bring system down to single-user mode.
# /etc/telinit 1<return>

Y ou will be asked to provide the root password to complete the transition to single-user mode.

b. Oncethehodt isin single-user mode, perform thefollowing as  root.

# cd /etc/security<return>
# . [ bsnconv<return>
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NOTE: Youwill haveto respond yesto aquestion during this process.

c. Oncethe Solaris Shield Basic Security Module has completed itsinitialization, you will need to
reboot for the auditing to begin.

# Jetc/telinit 6 <return>

d. After thereboot has completed, loginas root and check the audit file/ securityl/filesto seeif
thelogin wasrecorded. If the root login was not recorded, there may be a problem with the
permissions on the audit files. The proper permissions for the audit file can be set by performing
thefollowing:

cd /securityl/securityl<return>
chgrp staff fil es<return>

chrmod 2750 fil es <return>

cd ../security?2/security2 <return>
chgrp staff files <return>

chrmod 2750 fil es <return>

H o O R H

If these permissions are correct, check the status of the audit daemon,  auditd, by performing the
following command:

# ps -aef | grep auditd<return>

If the audit daemon is running, the previous command should return two lines, one of which will
be similar to the following:

root 1143 1 80 19:25:03 ? 0:14 /usr/sbin/auditd

If the audit deamon is not running, the previous command will return only the presence of the
grep for the audit daemon. Thefollowing isatypical response:

root 16453 16446 6 19:25:03 pts/5 0:00 grep auditd

If the audit daemon is running and the permissions are correct on the files, any number of
possible configuration errors may have occurred. Pages30-35inthe Solaris SHIELD Basic
Security Module offer good insight to finding what might be wrong. Remember, on-linehdp is
available by referencing the manua pages, eg., man auditd, man bsmconv, €tc.

12.3  Customizing Auditing

Auditing can be controlled by customizing severa filesfound under /  etc/security. Thetwo filesthat are most
important are audit_control and audit_user.

The audit_control file on each machineis read by the audit daemon at start-up (greater detail on thisfileis
contained on pages 11 through 12 of the Solaris SHIELD Basic Security Module [ SSBSM] Manual). This
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file sets the type of auditing desired and the location of the audit files. The audit_control filethat is created
during ingtalation of the BSM segment appears below:

dir:etc/security/audit/local host/files
dir:/var/audit
flags:1o,pe,-fc,-fd,-pr,-fw

m nf ree: 20

naf | ags: | o, nt

Thelinesthat begin with "dir" specify the location of the physical audit files. Thefidd definitions for the
other lines (flags, minfree, and naflags) can be found on pages 8 through 11 of the SSBSM Manual.

The audit_user fileisuseful if auditing specific usersis desired; pages 13 through 14 of the  SSBSM Manual
provide greater detail. The audit_user file consists of three fidlds. Thefirst field isthe user name, the second
fieldisthe "always audit" field, and the third field is the "never audit” field.

NoTE: Ifthevalueof "all" issat inthethird (never audit) field then that user will never have any
auditing performed.

A sample audit_user file appears below:

root: | o:no
audi t: no: al |

NOTE: Ascan be seenin this example, the user named "audit" doesindeed have the value of "al" in
thethird (never audit) fidd. This shows acase where auser named "audit”" has been
created, who can log in and perform aset of tasks without being audited. Thisis sometimes
doneto avoid the possibility of having to work around the full audit logs, which might result
in alocked system.

If such auser isdesired, perform the following procedure. (For moreinformation seethe SSBSM Manual,
pages 35 and 36.)

a # vi [etc/passwd<return>
Add thefollowing entry to the/ etc/passwd file.
audit:x:0:1::/:/sbin/sh
b. # vi /etc/shadow<return>

Add thefollowing entry to the/ etc/shadow file,

c. Save both of thesefiles and set the password on audit with the following command:
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# passwd audit {Typein password for audit} <return>
new passwd: {Typein password for audit} <return>

12.4  Disabling Basic Security Module

This procedure can be run to disable security auditing. A site may need to do thisif the system beginsto
display unwanted behaviors such as panic crashes or random lock-ups. These symptoms have been seenin
the past when auditing became excessive. Part of the solution for this unstable behavior isthe installation of
asat of patchesthat are loaded during the initial system setup.  If for some reason your system becomes
unusable, perform the following procedure to disable the Basic Security Module.

a. Put the system in single-user mode by typing:
# su - root <return>
# cd /<return>

# sync;sync;init O0<return>

If the command line cannot be reached, and log in from another host isimpossible, execute
the following:

NOTE: This procedure could cause problems with the ORACLE database.

Pressthe STOP and A key smultaneoudy. Thiswill bring the sysemtothe eepr om or CK
prompt line. Then proceed as shown below.

When the system is halted, enter:

# boot -s<return>

# cd /etc/security<retun>

# ./ bsmunconv<return>

Thefollowing is displayed:

Shall we continue the reversion to a non-BSM systen? [y/n]
# y <return>

nv: cannot access /etc/security/audit_startup
./bsmunconv: INFQ The Basic Security Mdul e has been di sabl ed.
Pl ease, reboot your system

b. Re-boot the system when ./bsmunconv is done:

# boot -r <return>
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125 Customizing the Audit File L ocations
Asdtated earlier in this section, the BSM segment might configure audit filesinthe/  h/data/global area of the
file system. Itismore desirableto place these large filesin apart of thefile system that has more space
dedicated for the purpose of holding audit files. The following changes need to be implemented prior to
starting BSM.

» Theaudit_control filewill need to be edited to reflect the new location of the audit files.

 TheBSM "audit_download" script will need to be instructed where to find the audit filesto
automate the reduction of the audit filesfor archiving.

*  Theaudit daemon will need to be instructed to re-read the  audit_control file.
Perform the following procedure to re-direct the location for audit file writing.

a # vi [/etc/security/audit_control <return>

b. Changethelinesthat start with "dir" to read asfollows:

From: dir:etc/security/audit/local host/files
dir:/var/audit
flags:1o,pe,-fc,-fd,-pr,-fw
m nf ree: 20
naf | ags: | o, nt

To: dir:/securityl/securityl/files
dir:/security2/security2/files
flags:lo, pe,-fc,-fd,-pr,-fw
m nfree: 20
naf | ags: | o, nt

c. Savethisfile.
d. Changethevalue of thevariable log_path:
From: 1 og_path = /h/EM auditlogs/all _hosts/files/
To: 1 og_path = /security2/security2/files/
e. Savethisfile
f.  Ingtruct the audit daemon to re-read the audit control file with the following command:

# Jusr/sbin/audit -s<return>
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The audit logging should now be goingto/ securityl/securityl/files, and the audit files that have been acted
upon by the " auditreduce" command should be stored in /security2/ security2/files. Thefilesin
[security2/security2/files should be archived to tape, or other media, and saved as part of the system backup
procedures. Thesefiles can then be removed with the following command:

# rm/securityl/securityl/*

or

# rm/security2/security2/*
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SECTION 13. JMCISADMINISTRATION
13.1  Setting Up the IMCI S Software
To sat up the IMCI'S software to have one machine act as the IMCIS Track database master, perform the
following procedures on all workstations that have the IMCIS segments loaded. The machinethat isthe
JMCIS magter will be the workstation that receives all traffic and will digtribute the Track database to dl of
itsclients. All IMCIS communicationswill be controlled through this workstation.

a.  Assysadmin, change directory to the following directory:

# cd /h/data/l ocal / UB/ Syst e Net wor k
b. Edital filesthat end with host:

# vi *_host

Change the jotsl to the host name of the workstation that isthe IMCIS magter (if this machineis
aJMCIS Standalone, then the user should use his or her own host name:

1 cw (change word)

2. hostnane (i.e,"romeo")

3. <ESC>

4, :w (writethefile)

5 =:n (go to the next file)

6. (period, repeats last command which was "cw")
7. 1w

NOTE: Repeat Steps 5 through 7 until a message "no more filesto edit" isreceived.

8. :qg (quitsthefile)

c. Changethe hostsfilein thisdirectory:

vi hosts

/jotsl (typea"dash", then jotsl; thiswill find the string jotsl inthefile)
cw (change word)

host name (enter the IMCIS master host name)
<ESC>

j (moveto the next line)

cw (change word)

host nanme2  (host name of a JMCIS client workstation)
<ESC>

TW (writethefile)

j (moveto the next line)

dG (delete to the end of thefile)
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S wg! (write and then quit thefile)

Thefile should have at |east two uncommented lines that look like the following:

host name 1
host name2 2

The entry with the"1" isalwaysthe IMCIS master. The entry with the"2" isthefirst client.
The user may change or append any other entries after the first client with increasing trailing
numbers (i.e., "hostname3 3"). Thiswill represent more clients to the IMCIS master.

d. Eachdient must havethe IMCIS globa datadirectory NFSmounted from the IMCIS magter.
Verify that the entry inthe/ etc/vfstab contains the correct data directory. / h/data/global/UB
must be mounted off of the IMCIS master. If the IMCIS magter is different from the Executive
Manager server, separate entriesfor / h/data/global/EMDATA, /h/data/global/SYSADM, and
/h/data/global/UB must be appended to the/ etc/vfstab file.

If thisisthe case, the/ etc/vistab should appear asfollows:

enserver:/ h/ data/ gl obal / EMDATA - /h/data/gl obal /EMDATA nfs - yes rw, bg, soft
enserver:/h/ data/ gl obal / SysAdm - /h/data/global/SysAdmnfs - yes rw, bg, soft
jotsl:/h/data/global/UB - /h/data/global/UB nfs - yes rw, bg, soft

(Thisappliesto any other directoriesinthe/ h/data/global directory, such AMHS JNAVSV, Printer).
13.2  Settingthe IMCISWAN DDN Unique | dentifier
The IMCISWAN DDN Unique ldentifier (UID) isan important piece of information for Track
database control acrossthe SIPRNet. This UID must be uniqueto the sites IMCIS madter. If itis
not aunique identifier to distinguish the site's IMCIS master from other IMCIS masters, problems
may arise when IMCIStriesto perform Track correlaion. The site must get aunique identifier for
its system. This must be obtained from the GCCS Hotline or OSF.
To sat the IMCISWAN DDN UID, perform the following instructions:
a. Loginas sysadmin.
b. Inanxterm, execute the following program:
/ h/ Acct Gr ps/ SysAdni pr ogs/ SASet WanUi d
c. Enter the appropriate three aphanumeric characters (i.e., the unique identifier). Thenclick OK.
13.3  Settingthe JIMCISHost Table
For any IMCIS host to communicate with any other IMCIS host, the IMCI S host table must be set. Each

host entered into this table must have an entry inthe sites /  etc/hosts table. At this point, the IMCIS
software does not use DNS to resolve host names.
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To set the IMCIS host table, perform the following functions.

€.

Loginas sysadmin.

In an xterm, execute the following program:
/ h/ UB/ pr ogs/ Host Tabl e

Pull in the /etc/hosts table:

With the cursor in the "HostTable" window, push and hold the right mouse button. Select
UPDATE from this box.

Edit each entry and assign aUnique Host ID (UHID) to each host. These UHID'sare only
applicableto the site'sloca IMCIS host. The UHID's do not need to correspond to any table and
can be assigned arbitrarily.

Savethistable.

13.4  Setting Up Network Communications

To establish anetwork channd for the IMCI S software;

a

b.

Loginasause.

From the"Comms' Menu, sdlect Communications.

In thiswindow, press and hold the right mouse button and then sdlect  Select Alll.
Press Delete. All entries will disappear.

Press Add. An additional window will appear.

In thiswindow, enter in aname for the channd (suggestion:. NETWORK)

Enter achannd XREF (suggestion: NET). This XREF must be uniqueto that channd; i.e., a
Site cannot add another channd with the same X REF.

Scroll through the list at the bottom of the window and highlight the  NETWORK option.
Sdect OK, and the "Communications' window will reappear.
Highlight the NETWORK channdl just created, andthen sdect  Edit.

On the button bar, press and hold the left mouse button and sdectthe  JMCIS M aster from this
list.
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I. Clickon AutoStart. Then select OK.

m. Highlight the NETWORK option, press and hold the right mouse button and select  Activate
from thiswindow. The network channel should now be active and the site should be able to send
and receive messages through this interface.

Setting Up the MDX Communications

a From the"Communications' window, sdect ADD.

b. Enter anamefor an MDX channel (suggestion: MDX1).

c. Enter an XREF for the MDX channdl.

d. Sdect MDX fromthe scroll list, then sdlect OK.

e. From the"Communications' window, highlight the MDX entry just created, then sdlect Edit.

f. Inthiswindow, the user must coordinate the site's entries with the site that will be sending an
MDX feed. The user will need to enter the host name that will be sending the data.
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SECTION 14. GSORTSADMINISTRATION
14.1 Downloading GSORTS Database

Unlike any other GCCS application, each sit€'s GSORTS database is initiaized and maintained remotely by
the Pentagon's JEXACR GSORTS office. Each GCCS site need only request they do so.

The request is made to the GCCS Hotline for JEXACR to put afull, SECRET, GSORTS database at a site.
From then on, the JEXACR office will handle dl details and ongoing operational support of the GSORTS
database, and the site will have the data available for retrieval.
Some sarvices provided by JEXACR are;

a Initia download of afull GSORTS database to the site's database server.

b. Execution of ORACLE scriptsto load the GSORTS database into the GCCS Version 2.1
ORACLE dructure, created when GSORTS segments were installed on the Site database server

c. Twice-daily database update service.

To check on the GSORTS database status, a user can either use the GSORTS icon or go to an xterm and use
sglplus.

To usethe GSORTS icon:
a Click onthe GSORTSicon.
b. Sdect Options->Database L ast Update

c. Look a thedate. If not withinthelast day or two, then the database is not current. If thedateis
19 January 1995 or earlier, it islikely that only the test database is |oaded.

To use sglplus:
a Start an xterm
b. Input the following:
# source /opt/bin/coraenv<return>
c. Executethefollowing:

# sql pl us / <return>
(assumesthe user hasthe GSORTSrole)

d. Sdect max(bupdate) from bide table.
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e. Look a thedate. If not withinthelast day or two, then the database is not current. If thedateis
19 January 1995 or earlier, it islikely that only the test database is |oaded.

142 Using CDROM Maps

GSORTS provides amechanism to look at Defense Mapping Agency (DMA) Arc Digital Raster Graphic
(ADRG) maps. Unlike other applications that require reading the ADRGs from CDROM and downloading
to disk, GSORTSwill immediately read and display the ADRG CDROM contents. In an operations center,
the time (and disk) savings can be substantial.

Unfortunately, within the GCCS environment, and especialy with Solaris Version 2.3, many problems at the
operating system level conspire to make use of the CDOROMs difficult. Wedo  not yet have aformulathat
will ensure successin using CDROMs with GSORTS within GCCS.

There are severa problems with CDROMs, GSORTS, and GCCS:

a. TheSolaris Version 2.3 Volume Manager (volmgr) takes over the control of mounting
CDROMs.

b. Thenearet CDROM driveto agiven user may require substantial UNIX-level work to be
accessible by GSORTS.

c. Old (pre-1989) ADRG CDROMswill not read correctly.
Addressing each problem in turn:

a. TheSolaris Version 2.3 volmgr usualy will automount any CDROM put into the disk drive.
This meansthat the user should not usethe GSORTS M apUtilities>AdrgM aps->New
CDROM menu item. Go directly tothe Open CDROM Map sdection. If thereisafile name
inthelist box, then pick the name and everything will work normally. If not, then the
troubleshooting process begins. Again, wedo not have answersto dl situations and cannot re-
create all problems. The Solaris Version 2.3 volmgr is not completely characterized. Usualy,
the user hasto do an "gect" command from an xterm.

b. Asafirg attempt to use CDROM maps, be sure and try a CDROM drive connected physicaly
as part of the SPARCstation 20 application server on which GSORTSisexecuting. Do not
spend time trying to get an xterm SPARCstation 5's CDROM drive to be visible to GSORTS
until aCDROM drive on the machine on which the GSORTS software is executing works.

c. |Ifthe ADRG CDROM ispre-1989, do not useit. Solaris Version 2.3 volmgr cannot read them.

A hint for troubleshooting:

Try doing operating system commandsas root. For example, issuethe command egject (to get the CDROM
out). Thiswill bypass permissions problems.
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SECTION 15. HARDWARE ADMINISTRATION

15.1 Fiber Distributed Data I nterface

Within GCCS, the Fiber Distributed Data Interface (FDDI) will be installed as a selected package (SUWnNf)
immediately after the core UNIX environment isinstalled. This package contains the drivers and system
changes required to support FDDI. Every SUN SBUS card is currently shipped with aUTP interface
ingtalled. To prevent conflictsin the resolution of |P addresses and host names, each enabled network
interface must be assigned a unique host name and | P address.

15.1.1 Proceduresfor Installing FDDI |Interface Software.

a

Preparation:

1. Ingall core UNIX operating systems (recommended patches not as yet installed).
2. Determine FDDI IP address (must be different from ethernet | P address if any).
3. Determine FDDI host name (must be different from ethernet hostname if any).

4. Connect MAC connector from SPARC to FDDI hub.

Insert FDDI CDROM in drive.

Loginasroot.

Toingall FDDI patch, execute the following:
# [usr/sbin/pkgadd -d /cdrom fddi _3_0/Sol aris_2.x

The following will appear on your screen:

The foll owi ng packages are avail abl e:
1 SUmf FDDI/S Driver/Wilities

(sparc) 3.0
Sel ect package(s) you wi sh to process (or "all" to process all
packages). (default: all) [?,??,q]: 1 <Return>

Specify the nfO (FDDI) host name. This name must be different from the 10 (ethernet) host
name:

What host name do you want to use for nf<inst> <HOSTNAME>

Specify the nfO (FDDI) host name. This name must be different from the 10 (ethernet) host
name:

What ip address do you wi sh to use for <HOSTNAME>
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Do not specify the SunNet Manager daemons.

Do you want to start the SunNet Manager daenons for SunLink FDDI/S
at boot tine? [n] [y, n,?, q] n

Confirm the ingtdlation of fileswith setuid/setgid permission:

Do you want to install these setuid/setgid files [y,n,?,q] y

Confirm the execution of the post-installation script with superuser permission:

this package contains scripts which will be executed with
superuser permi ssion during the process of installing the package.

Do you want to continue with the installation [y, n,?] Y

Confirm that the installation was successful ;

Install ati on of <SUNWAf> was successful .

Terminate the pkgadd program:

The foll owi ng packages are avail abl e:
1 SUMmf FDDI/S Driver/Wilities

(sparc) 3.0
Sel ect package(s) you wi sh to process (or "all" to process all
packages). (default: all) [?,??,q]: g <Return>
Eject the CDROM:

# ej ect cdrom

Re-boot the system:

# sync; sync; r eboot
Proceed with the ingtdlation of additional drivers, packages, or patches.

Proceed with the installation of GCCS.

15.1.2 3800 Router Configuration (Example). Thefollowing text is provided to illustrate what should
appear at the console asthe user enters the commands to activate the FDDI interface of therouter. This
example was produced in the GCCS lab using the Synoptics 3000S Intelligent Hub, in which the router is
named 'gccdab’ and the configuration was aready resident in the router. Text shownin  bold iswhat is
entered from the keyboard. Additiona comments are shown in parentheses.

gccesl ab) en

Passwor d: (the password will not echo)
gcesl ab# sh fl ash
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4096K bytes of Fl ash address space sized on CPU board.
Menory type is Flash.

File name/status

0 xk09190z (Currently utilized nodul e)

1 xk91450z (FDDI  modul e)

[ 1499584/ 4194304 bytes free/total]

gcesl ab# config t

Enter configurati on commands, one per |ine.

Edit with DELETE, CTRL/W and CTRL/U, end with CTRL/ Z
no boot system flash xk09190z (disable old flash nodul e)
boot system flash xk91450z (enabl e new nodul e)
Nz (exit configuration node)

gccesl ab#
Y8YS-5- CONFI G | : Configured fromconsol e by console ()

gceslab#wite mem

gccesl ab# exi t

gcecsl ab conO is now avail abl e

Press RETURN to get started.
15.2  Synoptics 300S Intelligent HUB Introduction

This subsection is provided to assist with the installation of the Synoptics 3000S Intelligent HUB. It
provides severa types of information:

» Thepurpose of the HUB - Notes relative to installation.
* Inventory - What and how many of each component to expect.
» Router Configuration - How to activate the FDDI router port.

*  Nework Management Module (NMM) Configuration - How to perform basic configuration.
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In addition to the above information, there are also configuration examples for both the router and the NMM
modules.

This subsection isintended as an aid to the ingtalation teamsin getting them online to a network that will
facilitate server ingtallation. It is not intended to be a complete manual for the SynopticsHUBS.

15.2.1 Purposeof the HUB. The FDDI components are intended solely for the connection of GCCS
sarvers. Each server will be linked to the hub utilizing fiber connectionsin asingle attached mode. 1t may be
necessary to connect the SUN serversto one of the Ethernet boards until the FDDI connection cables are
shipped to the site. If thisisthe case, there will be a 10baseT Ethernet host module provided for this
purpose.

The FDDI connections cannot be accomplished at this time because the required cables are not yet available.
Separate ingtructions for making these attachments will be provided when these cables are received.

The router isintended to be utilized to make the bridge between the token-passing protocol of the FDDI
components and the CSMA/CD components of the Ethernet side. Although thisisthe primary purpose of the
router, it can be utilized for additional functionsif an additional interface is added.

The FDDI-to-router connections will be accomplished viathe ports provided in the front of the hub. Patch
cableswill connect from the router port to one of the FDDI ports. These cables are not yet available but will
be shipped with instructions when they are received.

The Ethernet Network Management modules only are provided for thisingtalation. Although two are
provided, only oneisrequired and only one should beinstalled. A separate Ethernet segment may be set up
at alater time, or the second module can be kept as a back-up.

The Ethernet components of the hub are intended for connection of either individual GCCS workstations, or
LAN segments to which workstations are in turn attached. Ethernet connections can be made to individua
workstations on an as-needed basis. The Ethernet host modules supplied should match the network
infrastructure at the site.

15.2.2 Inventory. The Intdligent HUB inventory should include the items shown in Table 15-1.

Table 15-1. Synoptics 3000S Hub Components

| Synoptics 3000S HUB Components |

l[tem Quantity Comments
3000S 1 Chassisonly.
Power Supply 1 Install in right-most chassis dot.
3904 1-3 FDDI Host Module (Quantity varies by site)
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Synoptics 3000S HUB Components

3800 1 Router Card with 1 Ethernet Interface.

3809 1 FDDI Interface for 3800 Router (to be installed on
the 3800 router card).

3313A 2 Ethernet Network Management Module. Only one
of these cards should be ingtalled with the initial
ingtallation.

3301 2 10baseT Ethernet Host Module. Included if site

has existing 10baseT infrastructure or if it is
required for interim server connections.

* 3304A 2 10baseFL Ethernet Host Module. Included only if
site has exigting infrastructure that is 10basefL .

* Thisitem isnot included if there is no Ethernet fiber infrastructure at the site.

A complete set of manuals for the hardwareis included in the shipping containers, including a set of router
manuals included with the Modd 3800 router module. This router module is actualy a CISCO Modd 4000
router, and configuration is done accordingly.

Subassembly for boards to be inserted into the 3000S chassisis limited to the FDDI Personality module for
therouter. A complete set of detailed instructionsisincluded with the module. Follow them carefully. If the
ingtaller is not comfortable with this type of work, and there is no member of the team who is comfortable
doing this assembly, request assistance from the site POC for this equipment.

NOTE: The position of the boardsin the chassisis unimportant, except for the power supply, which must be
located in the far right position.

15.2.3 Configuration of 3800 Router Module. Therouter is present in this configuration to perform the
trandation between the FDDI and the Ethernet sides of the network. This document is not meant to detail
how to configure CISCO routers, but is intended to augment a standard configuration that is assumed to be

aready in place.
In the hardware ingtallation manual for the 3809 FDDI router Personality manual, there is reference to flash

modules that must be loaded prior to being able to configure thisinterface. Specific steps for accomplishing
thisload are provided in Table 15-2.
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3800 Router Configuration

Command

en

Description

Attach aterminal or a PC to the console port of
the 3800 router module.
Enter Enable mode. This requires a password.

sh fl ash

Display the file names currently stored in
system flash memory. There should be two
files shown; make note of both names. The
firg, (file 0) isthe current image and the
second, (file 1) isthe one that must be used for
FDDI.

config t

Enter configuration mode from the terminal.

no boot system flash xk09190z

Disable the old software module which does
not include the FDDI driver. (file Q)

boot system flash xk91450z

Specify the proper file for enabling the FDDI
interface. (file 1)

"z Exit from configuration mode.
wite mem Write the new configuration to system memory.
exi t Exit from console.

The FDDI interface can now be configured
using standard configuration commands.
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15.2.4 Configuration of 3313A Ethernet Network M anagement M odule. The NMM for Ethernet can
be configured with an |P address, and should be configured if network management isto be performed. The

following sequence of stepsin Table 15-3 details how to configurethe NMM for Ethernet.

Table 15-3. Configuration of 3313A Ethernet NMM

3313A NM M Configuration

# Command Description
1 Connect cable to service port.
C Typing "*C' brings up the main menu (NoTE: the C is Capital.)
2 m Toggle boot mode to EEPROM.
3 p Toggle boot protocol to IP.
4 0 Toggle management protocol to IP.
5 i Toggle image load mode to local.
6 j Enter |P configuration menu.
7 a Set | P address (obtained from site administrator).
8 a Set default gateway (Same as defaultrouter in most cases).
9 <esc> Exit back to boot mode menu.
10 w Write boot config to EEPROM.
11 g Execute power-up boot sequence; this will re-boot the module and display a banner
requesting "Y' for additional menu.
12 Y Enter load menu.
13 i Enter the protocols parameter menu.
14 i Enter | P parameters menu.
15 S Set subnet mask (obtained from site administrator).
16 <look at screen> Verify the correctness of | P information.
17 <esc><esc> Return to main menu.
18 w Write information to EEPROM.
19 z Reset the 3313A.
20 <fini> Remove the serid cable.
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SECTION 16. CONFIGURING PCsTO DISPLAY DESKTOP

No single PC X-package or TCP has been sdlected for GCCS. Appendix B contains an evaluation of the
leading X and TCP packages.

16.1 X-Package|nstallation

This section contains the screen captures of the options and selection for each of the X-packages evaluated.
In all casesthe ingtallation selection should be "custom” or "salective” (as opposed to |etting the package
software automeatically do the configuration). This non-automeatic instdlation is required since all fonts must
beingdled.

16.1.1 Preparation for Installation. Prior to beginning installation, the following information should be
gathered:

Software Serial Number (if required by vendor)
Authorization Code (if required by vendor)
Network Software (TCP) Package Used
Network Adapter

Host Name

Host IP Address

Domain Name

IP of Domain Name Server (DNS)

Site Subnetwork

16.1.2 Screen Setups. Thefollowing pages show the screen setups for each of the X-packages evaluated.
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16.1.3 XoftWare/32. XoftWare/32 has asingle menu that appears when its desktop icon is clicked on.

The customization of the appearance and operation of XoftWare/32 isviathe Optionsmenu. Select  Options
from the main menu to access these features. Figure 16-1 provides screen captures of the options and

selections.

=| Display = Server Features

'Window Mode | 0K I Screen Saving Ok

&) Single-Window Backing 5 : |_|
5i B g Store: |On *
[ £natie Pandng O Diaplas Sorol Bay g

| |« | || [Coee ]

I X11R3 Bug Compatibility

@i
[<] Enable Panning [ Motif Properties [ Exit Server with Closing of Last Client
[<] X Root Backaround [X] Cascade Windows [ pisable Server Reset
| Prompt for Closing a Client B Prompt Before Closing Server
[ windows Keyboard Focus Policy B Server Input Control Dver Windows
[<] Allow Concurrent Window Manager [ Enable Plane Mask
] Fit Window to Display | Fast Line Drawing

Screen Visual: PseudoColor |£I [ Preserve BRestricted Colors

Data Files

O Beszerve Windows System Colors
RGB Colors File: |rgh_lxl

[ Make Cursor Vigible

Display Number: l:l Log File: |Iogfile.lxl

Language: | US Englizh | !l

Screen Dimensions in Millimeters
{ Width: (280 Height:——218
= Display Management
XDMCP Method: [KOMEP Broadcast (2] [ ok |
| | | Cancel I

O Select First Responding Host

B One XDMCP Session
= Begin XDMCF Session How

Figure 16-1. XoftWare/32 Screen Captures
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16.1.4 PC-Xware. PC-Xware alows customization of features governing the way the X server operates.
To configure the PC-Xware configuration options, sdect the Configure - Xserver tab. Figure 16-2 provides
screen captures of the options and selections.

=| PC-Xware - =] PC-Xware -
File Help File Help
Start T Wiew T Configure r Edit Start T Wiew T Configure I Edit
Suthorization I Startup. T * Server T #DM T Terminal Suthorization I Startup T X Server I #DM T Terminal
5 Fonts T Keybaoard T Performance T Settings
Default Local Window Manager ™ Metwork Audio
@ Microsoft [~ SNMP
) NCDwm [ Remote Configuration Backing Store: When Wapped E
€ None [ Host ish Access Default Visual: Pseudo Color :I
™ Report Messages
Local X Defaults % Display Startup Banner [” Ieminate on Reset
™ Enable Local X Defaults X' Local HumLock Support |X Middle Button Emulation
Edit X Defaults... I Edit ¥ Startup Commands... I [ Allow OId X Server Bugs
[ MWHM Focus Support
| This tab allows pou to build, change. or establish a connection. |
=| PC-Xware - =| PC-Xware -
File Help File Help
Start T Wiew T Configure r Edit Start T Wiew T Configure
Suthorization I Startup T * Server T XKDM T Terminal Suthorization I Startup T * Server T #DM
Type of Query at Startup: Broadcast Terminal Reported:  (VT320 :I [~ DEC Prefix
Temminal Cursor Type:|SolidBlock :I ™ 132 Column Mode
Direct or Indirect Host: E
Backspace Key: BS :I X Auto Line Wrap
- I
Response to Query at Startup: |Prompt Font Size: lLalge—E
Response to Session Ending: | Prompt Scroll Bar: Right :I
XDM Authentication Key: I Scroll Buffer Size: 500
%DM Display Class: INED—PL‘X
™ Restart local window manager after XDM login
| Use thiz tab to view and edit the terminal options.

Figure 16-2. PC-Xware Screen Captures (1 of 2)
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File Help

Send them all to Windows r

il
u
u
[

File Help

‘When Mapped |—
Pseudo Color r

JES T e B B
[ e R B

Figure 16-2. (2 of 2)
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16.1.5 eXceed 4 for Windows. To configure eXceed 4 Windows features, start the "Xconfig" program. A
diaog box is displayed, displaying icons for each type of setting or function available. Figure 16-3 provides
screen captures of the options and selections.

XDMCP-broadcast [ 2]

Left To Windows, Right To X | #]
Map Both Left and Right E

Figure 16-3. eXceed 4 Windows Screen Captures (1 of 2)
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[
[
x/
x|
L

s[5
Vihen Mapped [
Vihen Mapped [

cexceedifonti75dpiy
cexceedifontiandrewl
cexceedifontipc)
cexceedifontihpfont}
clexceedifontidec}

Figure 16-3. (2 of 2)
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16.1.6 Reflection-X. Reflection-X allows customization of features governing the way the X server
operates by sdlecting the tools option from the desktop icon. Then sdlect theicon of the feature to configure.

Figure 16-4 provides screen captures of the options and sdlections.

Category:

Reflection X Settings

\windaw Manager and Display Settings
~Window Manager

Category:

Reflection X Settings

% Server Feature Seftings

Backing Store

it oK | it oK. |
@ Lacal [Microsoft Windows) ' Disabled
. Famle (s it & By Rocuest
Opti C When Mapped
ooy ] O Almage
X Treat Windows Desktop as X Root -
[X Provide Molif Properties Option
[X Restrict Windows to Screen Size [X Save Unders
Screen [ X11R3 Bug Compa
: : [X Advertised Byte Order is MSB First
Vitual Size. . ,
" Disable Server Reset
Dimensions (mm). . |310 x|310 I Exit When Last Client Closed
Displ. X Confirm Before Closing Server
isplay
{ Display Number.. o Log File
[e:rwinvlogfile. tat
XDMC] o xbMeP  [¥] Biowse... | View. . |
|=| Reflection X Settings Reflection X Settings
Category: * Client Starup and Access Settings Font Path and Default S ettings
N o .
2] | Client Startup = I =] | Font = I
(@ Standard [Dialog Box) Font Path Base Ditectory:
) Client List c\win\fonts
TCP/IP Host Names File Apply | Font Path: Amoly |
misc 75dpi 100dpi decuser hpuser
I Temporary Font Storage Directory:
] F
Host Access Security File |:| D
[e-\rwin\xhosts —
™ Use Closest Windows Font
" Log Font Activity
XDMCP  [#] XDMCP  [#]
Reflection X Settings |=| Reflection X Settings
 Display Manager Contral Protocol Settings Category: . * Window Panning Setiings
+] | XDMCP Method [ = ] — <] | ‘Option. = I
C None Connect m [X Window Panning
C Indirect I Pan Active Window Only
@ Broadeast Ap = = Apy |
XDMCP Host XDMCP Small Large
' e .
Option: = L
: ‘Panning Speed
I Select First Responding XDMCP Host (Pl 7
% Always Maintain One XDMCF Session [; E ['-_;F High
Mouse
= |
XDMCP  [+] Keyboard  [#]

Figure 16-4. Reflection X Screen Captures (1 of 2)
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s e -
]
[
[+]

T

Figure 16-4. (2 of 2)
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16.1.7 XVision. The Xvision Control Panel alows configuring of the server without starting an X session.
Click the right mouse button over the Xvision Control Panel. Choose the menu command that contains the
option to be changed. Figure 16-5 provides screen captures of the options and selections.

State: When mapped :I [ Bug Compatibility

|=| Server
‘Digplay Mode
- - 0K I
Mode: IMuIllpIe windows |£I
-Backing Store Ext

=] Multiple Window Mode
Root Window
[1].8
Background: |§T ransparent =]

[~ Wirtual Root

Cancel

Pl

Global Aliases

C:AXVISIONVFONTSA100DPI

| Move Up I |Muve Dgwnl

Cancel

r [X Server Reset Size: I X I Pixels
X Save Under X SHAPE e
ElEe Mee [ XTEST [X Panning [X OSF/Motif Hints
[T Windows > Display X Close Warning
[ Lower Command [X Auto Placement
[~ Focus Follows Mouse [ Color Follows Mouse
[X Focus When Mapped [X Focus When Baised
Quit Timeout: ,"]— Seconds
| Icon Foreground I _
| lcon Backé[ognd !
|='| Fonts |=c‘| _ Security
-Font Path Dbjects oK
C-\<VISIONAFONTSAMISC |_|DK Modes: Efiif:.fﬁ.ﬁ.g:ﬁ.:ﬂ.ne B:i:'ﬁ:iﬂ} el
C:\XVISIONVFONTSA75DPI Zdmcp [Enabled)

Add...

Delete

Configure...

Special Host: I E

oL bk

Conlfigure...

rFont Substitution

Set Path

Mode: IAutnmatic Aliasing Iil

-Defer Glyphs

Mode:  |Disabled 2]

rDefault Fonts

LCursor Font:

i1l

Help

Text Font:

Icursul
|
|

1
Hed

Figure 16-5. XVision Screen Captures (1 of 2)
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Figure 16-5. (2 of 2)
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SECTION 17. BACKUP AND RECOVERY PROCEDURES
Thefollowing topicswill be included in alater version of the SAM.
171 DB Server

172 EM Server

173 AMHS Server

174  DNSServer

175 NIS+ Server

17.6  Application Server
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SECTION 18. INFORMATION MANAGEMENT SUBSYSTEM/REFERENCE FILE MANAGER
(IMS'/RFM) ADMINISTRATION

IMS'RFM administration consists of entering the appropriate script names and file paths into config
files—onefor IMS and onefor RFM. The scripts are executed when the IMS and RFM tools are used.

181 IMSAdmin Tool

The IMS Admin Tool icon launches the IMS configuration function. This function should be used only by
designated personnel in accordance with site procedures. IMS controls the Time-Phased Force and
Deployment Data (TPFDD) data transfer facility, and is the centralized TPFDD data management interface
among DART, JFAST, and the JOPES Core Database.

18.1.1 Who Can Run thelM S Admin Tool. Ascurrently configured, only the user ID who isthe owner of
the/h/IMS_RFM/bin/ims_appsfile can sart the IMS Admin Tool. By default, theuser ID isSIMSRM. This
means that to usethe IMS Admin Tool, auser must logontoitas IMSRM.

18.1.2 How to Recover the Original IM S Configuration. If changes need to be madeto the IMS
operationa configuration (the scripts and path names storedin/  h/IMS_RFM/bin/ims_apps fileusing the IMS
Admin tool), then the user needs to copy the backup filecalled ims_apps.real to the file name

/WIMS _RFM/bin/ims_apps.

182 RFM

The Reference Manager Administration Tool icon launches the RFM configuration function. To ensure
proper management of standard reference files, this function should be used only by designated personndl in
accordance with site procedures. RFM isthe referencefile transfer manager. The Reference Manager icon
launches the RFM process, and causes the RFM Command screen to be displayed, for standard reference file
transfers. This function should be used only by designated personnd in accordance with site procedures.

RFM allows the user to acquire and transfer JOPES standard reference files (such as ASSETS, CHSTR,
GEOFILE, TUCHA) required for operation planning. RFM gets the reference files from the JOPES Core
Database when the RFM Update button is used for a given referencefile.

18.2.1 Who Can Run the RFM Admin Tool. Ascurrently configured, only the user ID who isthe owner
of the/h/IMS_RFM/files/refapp_info file can start the Refman Admin Tool. By default, theuser ID is
IMSRM. This meansthat to use the RFM Admin Tool, auser must logontoitas IMSRM.

18.2.2 How to Recover the Original RFM Configuration. If changes need to be made to the RFM

operationd configuration (the scripts and path names stored in/  h/IMS_RFM/files/refapp_info file using the
RFM Admin tool), then the backup file called refapp_info.real must be copied to thefile name refapp_info.
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These are the post-ingtall procedures for the GCCS AMHS Server and Client segment.

19.1 EM Server Procedures

The following procedures are for ingtallation on the platform designated asthe EM Server.

a Addamhsarver, dias, and SAT to NIS+ server hostsfile:
#vi /h/EM/nis files/hosts

IP address amhserver
IP address sat

#cd /h/EM /nis _fileslupdate
# lusr /ccs/bin/make hosts

b. Using Security Manager (SM), create the following groups, using these menu sdlections: File ->
Group -> New. Then enter:

Group Name
amh_cwp
amh_fbis
amh_excl
amh-limd
amh_nato
amh_pers
amh_spec
amh_ts
amh_rd

Group Member

200
201
203
204
205
206
207
208
209

c. Using SM, create user account for "amhs_dba’, using the menu sdlections. File -> Create

Account. Then enter:

User Id

User Number
Password

SYBASE SA Username
SYBASE SA Password
Default Group
Optional Group
Account Group

Role

amhs_dba
202

XXXX
yyyy

7727

gccs

GCCSOperator
GCCS Default
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d. Assignamhs _dbato groups created in step b, using these menus selections. File -> Groups ->
Edit User's Groups.

e. Change homedirectory for amhs_dba:

# nistbladm -m home=/h/AM H S/Ser ver /topic/amhs_db/home
'[ name=amhs_dba, ],passwd.org_dir'
A---Single Quote

f.  TurnonY P compatibility:

#vi letc/rc2.d/S71rpc
Uncomment -># EMULYP="Y"

0. Instdl PCNFSD:

Insert diskette (PCNFS - 5 of 5)

# volcheck

# cd /floppy/sunpc-nfs/sunos.5x/spar c
# cp pkg.taz /var/spool/pkg

# cp addpkg.taz /var/spool/pkg

# cd /var/spool/pkg

# Jaddpkg.sh

# pkgadd

If error message:

dup_gr p_ent

remove nisplus entries for passwd and group in - /etc/nsswitch.conf file, re-run above step and then restore
nsswitch.conf file,

The foll owi ng packages are avail abl e:
1. SUNWwenfs PG NFS Daenons
Sel ect package(s) you wi sh to process ....
Do you want to install the PG NFS daermon ? Y
Do you want to install the Consol e Messaging server ? N

Do you want to install the PGCNFS licensing ? Y

Do you want to install the PGNFS Slip Driver ? N
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19.2 AMHS Server Procedures

The following procedures are for installation on the platform that will serve asthe AMHS Server:

a

If famhs does NOT exist; execute the following:

# mkdir /amhs
#vi letc/vfstab

make entry for amhs from empty filesystem of
at least 2GB (e.g. home2 --> amhs)

#init 6 ( Reboot)

b. #uvi/etc/dfs/dfstab

Add entry share -F nfs/amhs
Execute the following:

#cd /amhs

# mkdir sat

# mkdir dac

# mkdir topic

# chown -R amhs_dba *
#chgrp -R geces*
#chmod -R 775 sat
#chmod -R 775 dac
#chmod -R 775 topic

*you should bein /WAMHS_SRV
Execute the following:

#su - amhs _dba

>cd /h/AMHS_SRV/sat

>find . -print | cpio -pdmuv /amhg/sat

>cd /h/AMHS_SRV/dac
>find . -print | cpio -pdmuv /amhs/dac

>cd /h/AMHS_SRV/topic
>find . -print | cpio -pdmuv /amhg/topic

(toroot)
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#rm -r sat
#rm -r dac
#rm -r topic

#1n -s/amhs/sat sat
#In -s/amhs/dac dac
#In -s/amhg/topic topic

# cat /h/AMHS_SRV/data/config/active_apt AMHS >>
/h/data/global/EM DAT A/config/active_spt

#vi /h/data/global/EM DAT A/config/active_spt
Esc
:1,9degret/" amhserver-name" /

#init 6
e. Loginas root, then execute the following:

#vi /h/data/global/EM DAT A/config/processor_table
Add the following entry:
amhserver GCCS AMHS server

# cd /h/amhg/sat

# mv autodin autodin.tlc

# mkdir autodin

# chown -R amhs_dba autodin
# chgrp -R gccsautodin
#chmod -R 775 autodin

NoOTE: Thefollowing procedures are for installation on the Standard Automated Terminal (SAT). Execute
thefollowing:
edit A:\HOSTS

There should be two entries for the EM server; change one of them to values of the AMHS server:

Create A:\DRIVESBAT
NET USE J;: amhserver:/amhs/sat /ms

Insert SAT diskette
Copy A:\* * J:\autodin (17 files copied)
Edit J:\autodin\sat.ini
# vi lamhs/sat/autodin/sat.ini
Change: M aster Path = E:\(GENSER)
to: M aster Path = J:\autodin
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Execute the following:
J:\autodin\setup

BASEI/O 300
INTERRUPT 5
WINDOW ADDRESS D 800

Log on as amhs_dba on AMHS server. Home directory should be
/h/AMH S Server/topic/amhs_db/home

Execute the following:
>cd ../amh_admin
Execute the following:

> Jtopic_cmd

In the AMHS System Admin and Database Admin Commands Main Menu:

.
i

k.

Enter option 1  (Startup all AMHS processes)
Enter . to exit

Enter exit to get back to command prompt.

19.3 Proceduresfor All AMHS Platforms

The following procedures must be done on al platformsthat have AMHS installed:

a

b.

Log on as root

Execute the following:

# lusr/asterix/asterix

From the Applix menu sdect * then M acro Editor
Sdect File -> Open

From the "Open" pop-up menu:

Doubleclick on h.

Doubleclick on COTS.

Doubleclick on APPLIX.

19-5



Doubleclick on axlocal.

Doubleclick on elf.

Doubleclick on mtf_editor.

From the MTF_editor pop-up menu:

1. Sdect Find from the bar menu.

2. Clickon Find & Replace.

3. Typethefallowinginthe"Find" Box:
usr/edss'mount_point/pla_tables

4. Typethefollowing inthe"Replace’ Box:

usr/edss/pla_tables

5. Click on Replace All.

6. Closethe Find & Replace pop-up menu.

7. Sdect File from the menu bar.
8. Click on Compile & Save
9. Sdect Filefrom the menu bar.

10. Click on Exit.

Execute the following:
#vi Ih/CCAPPS/data/config/Mv.CCA

Edit last line;

MTF_SITE=.../nh/CCAPPS/data/config/Mv.CCA

Execute the following:
# cd /h/data/global/EM DATA/pla_tables
Execute the following:

#vi Ri.CCA
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RUSNMHS-> RI of ORIGINATOR
RUSNSUU -> RI of PRIMARY ADDRESSEE

Execute the following:

#vi Class.CCA
Remove TOP SECRET Information.

Execute the following:

#vi MAST_PLA.CCA
Make any needed changes.

Execute the following:

# /Ih/CCAPPS/progdcreate pla files

Execute the following:

#mkdir /h/data/global/EM DATA/amhs install
Execute the following:

#cp /n/COTS/APPL | X/axlocal/elf/mtf_editor.am
/h/data/global/EM DAT A/amhs_install

194 AMHSClient Platform Procedures

The following procedures are designated for all AMHS CLIENTS platforms:

a

b.

Loginas root.
Execute the following:
#vi letcivistab

The following line should be there:

amhserver:/h/AMHS SRV - /h/AMHS/Server nfs- yesrw,bg,soft

Add the following line:

amhserver:/amhs - /amhs nfs - yesrw,bg,soft

Execute the following:
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#mkdir /amhs
Execute the following:
# mount /amhs
Execute the following:

# cp /n/data/global/EM DAT A/amhs_install/mtf_editor.am
/h/ICOTS/APPL | X/axlocal/elf/

Execute the following:
#vi Ih/CCAPPS/data/config/Mv.CCA
Edit last line:

MTF_SITE=.../nh/CCAPPS/data/config/Mv.CCA
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SECTION 20. CHANGING IP ADDRESSESAND HOST NAMES
20.1 Changing IP Addresseson SPARCstations

When a site finds it necessary to change the | P address of a SPARCstation(s), there are several files both on
the affected SPARCstation and on other platforms that may require modification. Perform the following
steps using the editor of your choice on the SPARCstation for which the | P addressis being changed:

a. Deactivate NIS+ on the SPARCdtation by executing the following (see aso Section 6 of this
Manual):

cd /var/ ni s<return>

rm-rf * <return>
rm/etc/defaul tdomai n <return>
rm/etc/.rootkey <return>

ps -ef | grep nis <return>

H O HF H R

Notethe processID (PID) for :
[usr/sbin/rpc.nisd -r
[ usr/ sbin/ni s_cachengr

# kill -9 {PID} {PID}<return>
b. If changing the IP address of the ORACLE database server, de-install the DART application.
c. Inthe /etclinet/hosts file change the | P address for the SPARCstation being modified.

Example 164.117.210.166  brady

d. Inthe /etc/inet/netmasks file, change the network number and the netmask if necessary.
Both numbers are written in "decimal dot" notation and should be obtained from your network
adminigtrator.

Example  164.117.0.0 255.255.255.0
e. Inthe /etc/inet/networks file, change the broadcast address to that of the Executive Manager.
Example  subnetl.gccs  164.117.210.255
This address can be determined by running the following command onthe EM server:
ifconfig ???  where ???isthe ethernet port number of SPARCStation, e.g., I€0, ie0
f. If theP address of the default router has changed, modify the following file accordingly:

[etc/defaultrouter
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If the IP address and/or the DNS domain name have changed, modify the  /etc/resolv.conf to
reflect this.

Example  domain ims.disamil
namserver 164.117.210.64

Re-boot the system.
If thisisthe ORACLE database server, install the DART application.

Refer to Section 20.3 for changes required to NIS+ and DNS.

20.2 Changingthe Host Name of a SPARCstation

When it is hecessary to change the host name of a SPARCstation(s) there are severd files both on the
affected SPARCstation and on other platformsthat may require modification. Perform the following steps
using the editor of your choice on the SPARCgtation whose host name is being changed:

a

Deactivate NI S+ on the SPARCdtation by executing the following (see also Section 6 of this
Manual):

cd /var/ ni s<return>

rm-rf * <return>
rm/etc/defaul tdomai n <return>
rm/etc/.rootkey <return>

ps -ef | grep nis <return>

HH R

Note: the process ID (PID) for:
/usr/sbin/rpc.nisd -r
[ usr/ sbin/ni s_cachengr

kill -9 {PID} {PID}<return>

If changing the host name of the ORACLE database server, de-ingtdl the DART segment.
In the /etc/inet/hosts, file change the host name for the SPARCdtation being modified.
Example 164.117.210.166  brady

In the /etc/nodename file, change the host name entry to the new host name.

In the /etc/hostname.??? (where ??? is the ethernet port of the SPARCstation, eg.,
/etc/hostname. 1€0) change the host name entry to the new host name.

In the /etc/net/ticlts/hosts change all occurrences of the old host name to the new host name.
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g. Inthe /etc/net/ticots/hosts change dl occurrences of the old host name to the new host name.
h. Inthe /etc/auto_home file change al occurrences of the old host name to the new host name.
i. Executethefollowing:

# mv /.xsun.{old hostnanme}: 0 /.xsun.{new hostnane}:0

j.  All occurrences of the old host nameintheusers .rhosts file will have to be changed to the new
host name. The .rhosts are located in the following directories:

/ h/ USERS/ {user id}/Scripts

k. If changing the host name of the Executive Manager server changes any occurrence of the old
host name to the new host name in the following files:

/h/ EM admi n/ security-scripts/security-servers
/ h/ dat a/ gl obal / EMDATA/ confi g/ acti ve_spt
/ h/ dat a/ gl obal / EMDATA/ conf i g/ processor _t abl e

I.  Re-boot the system.

m. Refer to Section 20.3 for changes required to NIS+ and DNS.

n. If thisisthe ORACLE database server, indall the DART segment at this point.
20.3 Changes Required to NIS+ and DNSwhen Changing Host Names and | P Addr esses
After al the system files have been modified on the SPARCdtation whose | P address and/or host nameis
being changed the NI S+ database will have to be update to reflect the change. To do this, execute the

proceduresin Section 6.2.3 of this Manual, " Setup NIS+ on Client."

If the IP address of the NIS+ server has been changed the NI S+ server will have to be reconfigured (see
Section 6.2.1 of thisManual), aswill dl the clients.

Any change of ahost name and/or | P address requires a change to the DNS nameserver database. Consult
Section 5 of thisManua "DNS Administration” for the procedures on modifying the nameserver tables.

204 Changing IP Address and/or Host Name on Sybase Server

If the host name and/or | P address of the Sybase server is changed, the "interfaces’ file located in
/h/COTSSYBASE must be updated, since it contains both the host name an |P address (in hexadecimal). To

do this, execute the following on the Sybase server:

a Loginas root and change the host name of the Sybase server found inthe  /etc/inet/hoststo a
dummy name.
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b. Add the new IP address of the Sybase server followed by the host nametothe  /etc/inet/hosts file.
c. Executethefollowing:

# su - sybase<return>
# cd / h/ COTS/ SYBASE/ i nst al | <return>

d. Modify the IP address by executing the following:
# sybi ni t <return>

Thefollowing output will appear:

The log file for this session is
'/ honel/ COTS/ SYBASE/ i nit/| ogs/| 0og0801. 001" .

SYBINT
1. Release directory: / h/ COTS/ SYBASE
2. BEdit / ViewlInterfaces File

3. Configure a Server product
4. Configure an pen dient/Server product

Crl-a Accept and Continue, Qrl-x Exit Screen, ? Help.

Enter the nunber of your choice and press return:

e. Enterthefollowing:
2 (Edit/ View Interfaces File)
followed by a <return>.

Thefollowing output will appear:
| NTERFACES FI LE TCP SCREEN
Interfaces File:
1. Add a new entry
2. Mdify an existing entry

3. View an existing entry
4. Delete an existing entry

Crl-a Accept and Continue, Qrl-x Exit Screen, ? Help.
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Enter the nunber of your choice and press return:

Enter the following:
2 (Modify an existing entry)
followed by a <return>.

Thefollowing output will appear:

CHOCBE | NTERFACES FI LE ENTRY
Sel ect one of the follow ng interfaces entries:

1. SYB_BACKUP
2. GOCS

Crl-a Accept and Continue, Qrl-x Exit Screen,

Enter the nunber of your choice and press return:

Enter the following:
1 (SYB_BACKUP)
followed by a <return>.

Thefollowing output will appear:

SERVER | NTERFACES FI LE ENTRY SCREEN

Server nare: SYB_BACKUP
1. Retry Count: 0
2. Retry Del ay: 0

3. Add a new listener service
Modify or delete a service
Li stener services avail abl e:
Protocol Address Por t Nane Alias
4. tcp br ady 6500
Crl-a Accept and Continue, Crl-x Exit Screen,

Enter the nunber of your choice and press return:
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h. Enter thefollowing:

4 (Protocol Address Port NameAlias)

followed by <return>.

Thefollowing output will appear:

ED T TCP SERVI CE

1.
2.
3.

4,

Crl-a Accept and Continue, Crl-x Exit Screen,

Enter the nunber of your choice and press return:

Host nane/ Address:  brady
Port: 6501
Narme Ali as:

Delete this service fromthe interfaces entry

i. Enterthefollowing:

1 (Hostname/Address)

followed by <return>.

Thefollowing output will appear:

GCCS-SAM2.1
rev 0
September 29, 1995

Enter the hostname or Internet address to use for this entry
(default is 'brady'):

j.  Enter thefollowing:

{IP address}

or

{ hosthame}

followed by a <return>.

Thefollowing output will appear:

1.
2.
3.

Host name/ Addr ess: host name

Port: 6501
Nane Ali as:

Delete this service fromthe interfaces entry
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Crl-a Accept and Continue, Grl-x Exit Screen, ? Help.

Enter the nunber of your choice and press return:

k. Enter:
Ctrl-a (Accept).

[. Enter:
Ctrl-x

m. Enter thefollowing:
Ctrl-x

Thefollowing output will appear:
CHOCSE | NTERFACES FI LE ENTRY
Sel ect one of the follow ng interfaces entries:

1. SYB_BACKUP
2. GOCS

Crl-a Accept and Continue, Qrl-x Exit Screen, ? Help.

Enter the nunber of your choice and press return:
n. Enter thefollowing:
2 (GCCy)
followed by a <return>.

Thefollowing output will appear:

SERVER | NTERFACES FI LE ENTRY SCREEN

Server nare: SYB_BACKUP
1. Retry Count: 0
2. Retry Del ay: 0

3. Add a new |istener service
Modify or delete a service

Li stener services avail abl e:
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Prot ocol Address Por t Nane Alias
4. tcp br ady 6500

Crl-a Accept and Continue, Qrl-x Exit Screen, ? Help

Enter the nunber of your choice and press return
0. Enterthefollowing:
4 (Protocol Address Port NameAlias)
followed by <return>.

Thefollowing output will appear:

EDI T TCP SERVI CE

1. Hostnane/ Address: brady
2. Port: 6501
3. Nanme Alias:

4. Delete this service fromthe interfaces entry
Crl-a Accept and Continue, Qrl-x Exit Screen, ? Help

Enter the nunber of your choice and press return
p. Enter thefollowing:
1 (Hostname/Address)
followed by <return>.

Thefollowing output will appear:

Enter the hostname or Internet address to use for this entry
(default is 'brady'):

g. Enter:
thenew | P address or hosthame
followed by a <return>.

Thefollowing output will appear:

1. Host nane/ Addr ess: host name
2. Port: 6501
3. Nane Alias:
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4. Delete this service fromthe interfaces entry
Crl-a Accept and Continue, Grl-x Exit Screen, ? Help.

Enter the nunber of your choice and press return:
Enter the following:
Ctrl-a (Accept).
Enter the following:
Ctrl-x
until the command line prompt is displayed.
Type:
exit
to return to root.
Execute the following on the new interfaces file to make it available to all GCCS platforms:
# cp [/ h/COTS/ SYBASE/interfaces /h/data/global/EMDATA/ sybase

Inthe /h/COTSSYBASE/install/gccs.rs file change the host name entry at the end of the
following line:

sql srv. networ k_hostname_list: {hostnane}

Inthe /h/COTSSYBASE/install/gccs_Backup.rs file change the host name entry at the end of the
following line:

bsrv. network_hostnane_Ilist: {hostnane}
Change any occurrance of the old host name to the new host name in the following files:

/ h/ dat a/ gl obal / EMDATA/ confi g/ acti ve_spt
/ h/ dat a/ gl obal / EMDATA/ confi g/ processor _tabl e
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SECTION 21. UPSADMINISTRATION

Uninterruptible Power Supply (UPS) systems are designed to provide AC input power protection to attached
equipment, against avariety of irregular power conditions. These power conditions can range from power
spikesto atota power outage, causing hardware damage or loss/corruption of data.

To mitigate administration down-time in the event of a unwanted power condition as described above, UPSs
have been provided.

Effectively providing reliable power conditioning for a system requires that the tota system load

requirements must first be determined. Once system load and power consumption has been determined, the
correct UPS model can be selected to provide regulated and filtered incoming AC power to the attached

system. Thisisaccomplished by identifying all equipment that must have power protection, and the peak
power consumption for each device as specified by the equipment manufacturer. For the known various

GCCS configurations, the recommended configurationis that the UPS connected to the CPU should also have
connected to it the monitor and as many primary external support drives as possible. After determining the

best possible configuration for the system connections, proceed to Section 21.2, "Hardware Installation."

21.1 Reated Documents

* UPS| Operations Manua
e OnliSafe Power Manud

21.2 Hardwarelnstallation

This section will guide the ingtdler through unpacking and operational configuration of the UPSI UPS
800ext-1500ext moddls.

1. *** IMPORTANT *** Read the safety instructions contained on pages 7-9inthe  UPS
Operations Manual.

2. Unpack and inspect the UPS as described on page 41 of the UPS Operations Manual.

3. Connect the power cord to the UPS input power connector located on the rear pand of the UPS.
Do not connect the power cord(s) of the protected equipment into the power output receptacles at
thistime. Plug the UPS power cord into agrounded house power receptacle and watch the UPS
control pandl indicators. After the UPS cyclesthrough internal power up diagnostics, indicators
11 (green) and |7 (amber) will remain illuminated (see Figure 21.1). Thiscondition indicationis
normal UPS operational condition exigts. If the UPS does not switch to the normal operationa
mode immediately remove AC input power from the UPS and refer to the Error Conditions
section on page 53 inthe UPS Operations Manual.
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7 N
OUTPUT | N - OUTPUT ON (SW1) BLUE
d) -  OUTPUT OFF (SW2) GRAY
NI | Jal-  NORMAL MODE {11) GREEN
OVERLOAD ¢ e OVERLOAD (12) AMBER
SITE FAULT ( il SITE FAULT (I13) GREEN
OVERTEMP ()« OVERTEMP (14) GREEN
BATTERY {_____ Je1 BATTERYFAULT (I5) GREEN
SELF TEST { Je{- SELT TEST (I6) GREEN
| N Y- BATTERY ONLINE (I7) AMBER
s )

Figure 21-1. UPS Front Pand Controls and Indicators

4. The UPSis equipped with an external communiceations port used to communicate with the
SPARC computer running OnliSafe power management software. To alow computer to UPS
communications will require reconfiguration of the UPS communications port from the factor
default configuration. The steps provided below will reconfigure the UPS port to the AS/400
configuration. It isrecommended that the installer reviews the steps below before proceeding
with theingtallation. The UPS has a configuration time limit, which, if exceeded, will require the
steps to be performed repeatedly until performed correctly in atimely manner.

a.  Unplug the UPS AC input power from house power.

b. Plugthe UPS AC input power into house power while pressing the UPS Output OFF (SW2)
on the UPS front panel until the alarm beeps (see Figure 21.1). All indicatorswill begin to

flash on and off.

c. Immediately pressthe Output OFF (SW2) on the UPS front panel until the alarm beeps
again. Thel3factor default configuration indicator will begin to flash on and off.
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d. Immediatey pressthe Output OFF (SW2) on the UPS front panel onetime or repeatedly
until the 14 indicator beginsto flash on and off.

e. Immediately pressthe Output ON (SW1) on the UPS front panel until the alarm beeps, and
then press the Output ON (SW1) asecond time. The UPSwill switch to the normal
operationa mode.

f. The configuration can be verified by performing Steps a through ¢ again.

g. After successful completion of the hardware installation, the protected equipment can be
plugged into the power output receptacleslocated on the rear of the UPS.

h. Proceed to Section 21.3, Onli Safe Powerware Software Installation.

NoOTE: If the Site needs further ass stance, contact;

Universal Power Systems, Inc.
11200 Waples Mill Road, Suite 350
Fairfax, Virginia 22030

(800) 438-8774

(703) 352-8644

21.3  OnliSafe Powerwar e Softwar e | nstallation

The UPS s equipped with a communications port used to communicate with computers running OnliSafe
power management software. The power management software has been preconfigured and segmented for
ingtalation onto a GCCS SPARC system running Solaris 2.3/Sun0OS 5.3. Prior to ingtaling the UPSI
Segment Version 1.3, "Powerware OnliSafe Solaris (SPARC) V 3.1.2 software," the installation instructions
in Section 21.2, "Hardware Ingtallation," should be performed. If the hardware installation has not been
implemented, the system should be shut down and disconnected from the UPS, and the installation
ingtructionsin Section 21.2 "Hardware Installation™ should be performed. After hardware installation, the
segment installation can be performed following the steps described in Section 3, " Segment Installer.”

a.  Plug the CT-03-92M RS-232 cable provided with the UPS software into the UPS and the
compuiter.

NOTE: Specia care should be taken to identify the cable ends labeled CPU and UPS. If cable ends
are reversed the computer will power up and then start the power shutdown sequence because it can
not verify the presence of the UPS.

The CPU end of the communication cable should be plugged into the TTY/A port on the SPARC
computer. If this port isnot available, the OnliSafe power management software will require
reconfiguration as described on pages 8 through 16 of the OnliSafe Power Manual.
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Install the UPS| Segment using the GCCS segment installer. The only modification to the
software configuration other than that noted above is related to the shutdown procedure used to
shut down the system during a power outage. The default software shutdown procedures for a
power outage are that the system shuts down and re-boots until power has been restored or until
the UPS battery has been completely drained of power and no longer can re-boot. To modify the
shutdown procedure to keep the system from attempting to re-boot:

1. Changethe UPSI segment scripts directory:
# cd / h/ COTS/ UPSI / scripts
2. Edit the shutdown script.
# vi power _non. hlt2

3. Editthelast linein thefileto read:

# cd /;uadnin 2 0 > /dev/consol e 2>/ dev/consol e

c. After the software segment installation is completed, the system will require asystem
shutdown and reboot to activate the power management software.

NoTE: If the Site needs further ass stance, contact;

Exide Electronics

8521 Six Forks Roads

Raleigh, North Carolina 27615
(919) 870-3300
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SECTION 22. EXECUTIVE MANAGER OPERATIONS

NOTE: The Executive Manager (EM) is continually being revised. Consequently the documentation in this
section isa"snapshot” of the EM procedures for a particular version. There may be differences
after patches are applied during the course of GCCS Version 2.1 ingallation.

22.1 Introduction

The System Administrator (SA) maintains control of the GCCS Desktop by providing user profiles,
assigning privilegesto each user, and the granting of access to system and application resources. The
structure of the SA's desktop is provided in Figure 22-1.

The SA (or its designated authority, such as the Security Administrator), through the use of the Executive
Manager's five programs, i.e., Security Manager, Profile Manager, Role Manager, Monitor, and Control
Manager, provides the following services.

»  User account maintenance: creating new accounts; modifying existing accounts; deleting
existing accounts; and defining and viewing various audit logs and viewing lists of specia access
categories associated with users.

»  System profile maintenance: adding/deleting/changing user profiles and projects.

1 1 1 1 1 1
I System I I Prefs I I Tools I I Security I I Accounts I I Help I
_| Find Launch I _| Preferences I _| Folder I _|AuditSaus I _|ViaNQ/se'nAoooms I _| On Content I
ol _| Images I _|AudilLog I _|ViaNUsaAoooums I _| On Window I
ors

y@sm Gretber _|OSAudlLog I _|ViewRoIs I _| OnKeys I
Notfy/Alem e 808 | oy Aeiig | HAowermmse mas] H T ]
_| Restart I = Time Forma 1 =l Tak | _|ArchiveLogs I _|Raoreroounts& Roles I _| On Help I
- ) H o)
| e I g

— Change Profile -|WI

Change Password
— ==
Clock

Figure 22-1. System Administrator's Desktop Menu Structure
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Prafiles contain information related to a user's administrative chain of command (reporting path) and
permissions to access specific GCCS applications. Profile attributes consist of: Project, Position,
Directorate, Division, Branch, Section, and Cdll, which represent organized structures as well asfolder
(directory) structure access. The profile attributes have modifiers to notify the user of messages related to the
user's adminigtrative structure and folder/file handling privileges. Profiles exist only when associated with a
specific user. Praofiles contain alist of applications available to that specific user. That listisknown asa
Launch Ligt.

Attribute modifiers are Delete rights and Notify rights. The Delete right will permit the user to delete folders
and folder eements contained in the selected organization'sfolder. The Notify right indicates that the specific
user will be informed when messages are received for that organization.

22.2  User Account Maintenance

User account maintenance is performed by the SA using the GCCS Desktop's Security Manager. (The menu
structure of the Desktop's Security Manager is provided in Figure 22-2).  The Security Manager isa user-
interactive program that allows the SA to create new accounts, modify existing accounts, delete existing
accounts, define and view various audit logs, and view lists of special-access category AMHS messages.

Audit logs arefiles generated automatically by the GCCS system to save ajourna of system activity
performed by any user logged on to the system. There are two kinds of audit logs. UNIX logs and Database

logs.

Special-access categories are specific privileges associated with the ability of a user to perform operations,
create, delete, and view AMHS messages ("limdis," "exclusive," &tc.)

22.2.1 Security Manager Activation. To activate the Security Manager program:
a. Click twiceinrapid successononthe SECURITY icon onthe Sesson Manager's Launch

Window. The"run_security" window is displayed.
b. Enter password. Upon successful program initidization, the Security Manager main window is

displayed.
22.2.2 Security Manager Termination. To exit the Security Manager:

a. Click on File> Exit on the"Security Manager" menu bar. A prompt will confirm the exit
request.

b. Click on OK. All Security Manager-related windows vanish.
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1
1
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Figure 22-2. Security Manager's Desktop Menu Structure

22.2.3 Security Main Window. The Security Manager main window has the following menus on the menu
bar (see Figure 22-3): "File," "Edit," "Options," and "Help." Options available in each menu are shown in

Figure 22-4.

In the Security Manager main window thereislisted for each account a"Userid,” "Num," "D-Group,"

"Username," and "Group" (see Figure 22-3). D-Group represents the default group, and Group represents
any other groups to which the user aso retains privileges.

22.2.4 User Account Maintenance Tasks. Thefollowing paragraphs provide the necessary step-by-step
actions required to utilize the capabilities provided by the Security Manager to perform user account
mai ntenance tasks.

a. Creatinga New Account. To create anew user account:

1

2.

Manager:Create User" window is displayed.

The password is not visible during type-in.

22-3
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SECURITY MANAGER

File Edit Option

Hep

Usarid Num

adagen
amargrude
ameiding
amhs_dba
barbara
bindings
bpark
bsdirb
bsj4b
carol
ccashy
chuck
clint
cmiyazan
dadams

D-Group Username
Adagen
Andrew margrude
AngdaMeidinger
AMHSDBA
barbara
Motif AdaBindings FTP account
Barbara Park
BSDIR
BS¥B
Caral
Cindi Casby
The Penster
Clinton Miyazono
Calvin Miyazono
Dottie Adams

PROJECT:

Groups

4. Click on the special-access categories that this user will have, then click on

Figure 22-3. Security Manager Main Window

Ok/Apply. The

new user account is added to the main window, in alphabetic order, with al the specia
access categories assigned to it. The newly created account is available for logon at this

time.
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| Security Manager
I
| I I |
File Edit | Options Help
_’ Creste Account _’ Cut Audit Reports _’ On Content
_’ Delete Account _’ Copy DB Audit Reports _’ On Window
_I Groups _I Paste _I On Keys
_’ Delete _’ Index
New
Change
Delete | OnHep
Edit User's Group
Edit Group's Users _l On Version

_l DB Audit Parameters

_l Host Access Parameters

_’ Update Security Caveats

Exit

Figure 22-4. Security Manager Menu Structure

b. Deetingan Account. To deete an account:

1. Click onan account to be deleted from the Security Manager main window. The sdlected
account is highlighted.

2. Click on File> Delete Account on the Security Manager menu bar. The " Security
Manager:Deete Account” window is displayed.

3. Typeinthe Sybase System Administrator account password. The password is not visble
during type-in.

4, Click on yesor noin responseto the "Delete User Directories and Files' question.

5. Click on Ok/Apply. The sdected account is deleted from the main window. The duration
of the delete process may vary according to the answer in step (4) above. The deleted
account is now no longer available for logon.
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22.2.5 Group Maintenance Tasks. The following paragraphs provide the necessary step-by-step actions
required to utilize the capabilities provided by the Security Manager to perform group maintenance tasks.
Thetasksare: creating anew group, deleting a group, editing user groups, and editing groups users.

A.

1

Creating a New Group. To creste anew group:
Activate the Security Manager as described in paragraph 22.2.1.

Click on File> Groups > New on the“ Security Manager” menu bar. The"Security Manager:Create
Group" window is displayed.

Typeinal thetext fields, and click on OK.
Changing Group. To change agroup name:
Activate the Security Manager as described in paragraph 22.2.1.

Click on File> Groups> Change on the“ Security Manager” menu bar. The " Security Manager:
Create Group" window is displayed.

Typeinal thetext fiddsand click on  OKk.

NOTE: If asdection arrow box isto theright of atext field, clicking on the arrow will
providealist of availableitems. Sdect oneand click on Ok; the sdlectionis
automatically entered for that field.

Rename the Group asdesired. Click on  Ok.
Deleting a Group. To delete agroup:
Activate the Security Manager as described in paragraph 22.2.1.

Click on File> Groups> Delete on the “ Security Manager” menu bar. The"Security Manager:
Deete Group" window is displayed.

Typeinal thegroupsand click on OKk.

NOTE: If asdection arrow box isto theright of atext field, clicking on the arrow will
providealist of availableitems. Sdect oneand click on Ok; the sdlectionis
automatically entered for that field.

Click on Ok.

Editing User Groups. To change the groups auser is associated with:
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Activate the Security Manager as described in paragraph 22.2.1.

Click on File> Groups > Edit User’s Groups on the “ Security Manager” menu bar. The"Security
Manager: Edit By User” window is displayed.

Typeintext fiddsand click on Ok.

NOTE: If asdection arrow box isto theright of atext field, clicking on the arrow will
providealist of availableitems. Sdect oneand click on Ok; the sdlectionis
automatically entered for that field.

Thiswindow will provide awindow showing “Assigned Groups’ and awindow showing “Available
Groups.” Clicking on an itemin either window will transfer that item to the opposite window,
thereby either adding or deleting a group assignment for that user.
Click on Ok.

Editing a Group’'sUsers. To add or delete users within a group:
Activate the Security Manager as described in paragraph 22.2.1.

Click on File> Groups> Change on the“ Security Manager” menu bar. The " Security Manager:
Edit by Group" window is displayed.

Typeintext fiddsand click on Ok.

NOTE: If asdection arrow box isto theright of atext field, clicking on the arrow will
providealist of availableitems. Sdect oneand click on Ok; the sdlectionis
automatically entered for that field.

Thiswindow will provide awindow showing “Usersin Group” and awindow showing “Available
Usars” Clicking on anitem in either window, will transfer that item to the opposite window, thereby
either adding or deleting a user in agroup.

Click on Ok.

22.2.6 Audit Monitoring. Thiscapability alowsthe SA to obtain UNIX audit logs and
GCCS Desktop Database audit logs.

22261

Setting DB Audit Parameters. This capability allowsthe SA to set the operating parameters

for the GCCS Desktop database audit daemon. The setting of parameters entails selecting table operation(s)
to be audited on the GCCS Desktop database tables, and audits of login and logoff attempts. To set DB
Audit Parameters:
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Click on File> DB Audit Par ameter s on the Security Manager menu bar. The"Security
Manager:Database Audit Parameters’ window isdisplayed. Note that the window contains alist of
all the GCCS Desktop database tables and operations representing the various audit operations.

Click on the user for whom the audit parameters are to be set.

Click on the table name for the audit parametersto be set. The name of the selected tableis
highlighted.

Click on any combination of operations—Retrieve, Update, Insert, Delete—in the " Security
Manager:Database Audit Parameters' window. Aseach of the operationsis selected, thefirst letter
of the operation appearsin the Code column corresponding to the selected table namein Step ¢
above.

Click on Auditing Off in the " Security Manager:Database Audit Parameters' window. The button
label changesto "Auditing On." Thisisarequired step if auditing of database operationsis desired.
Notethat the default is " Auditing Off."

If auditing of loginsisdesired, click on L ogins Off in the " Security Manager:Database Audit
Parameters' window. The button label changesto "Logins On." Notethat the default is "L ogoffs
Off."

Click on Reset in the " Security Manager:Database Audit Parameters' window if all the selections
made in steps b through f are to be cancelled.

Click on Apply inthe "Security Manager:Database Audit Parameters' window if all the salections
made in steps b through f are to be saved. An audit trail will be available to view through "Option >
Unix Audit Logs," and "Option Database Audit Logs' on the Security Manager menu bar.

Viewing UNIX Audit Logs. Thisoption alowsthe SA, with default to the last 24 hours, to

display a UNIX system log for each of thefollowing (one at atime): All Logins, Failed Logins, Privileged
Commands, and Unauthorized Access. To obtain a UNIX audit log display, do the following:

A.

Click on Option > Audit Reports on the Security Manager menu bar. The"Security Manager:Unix
Audit Display" window isdisplayed. Note that the period of audit isthelast 24 hours.

Click on the type of audit log to be displayed by clicking on one of the following options:

All Logins

Failed Logins
Privileged Commands
Unauthorized Access.

Click on Display inthe"Security Audit Reports' window. The sdected, audit log typeinstepbis
displayed.
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Repeat steps b and ¢ for each audit log type.

Viewing Database Audit Logs. Thisoption alowsthe SA, with default to the last 24 hours, to

obtain a GCCS Desktop Database log. Thelog contains the date, event, user name and pass/fail indication
for the event. To obtain a GCCS Desktop database audit log:

A.

Click on Option > Database Audit Reports on the Security Manager menu bar. The " Security
Manager:DB Audit Display" window isdisplayed. Notethat the period of audit isthe last 24 hours.

Set the correct audit period within the “ From Dtg” and “To Dtg” areas and click on Display inthe
"Security Manager:Database Audit Display" window. Thelog containing the audit trail is displayed.

Click on Print in the " Security Manager:Database Audit Display" window if a printout of the audit
log isdesired.

22.2.7 Updating Security Caveats. This capability allowsthe SA to update the security caveatslist by
adding new or deleting existing security caveats. To update the security caveatslist:

A.

Click on File> Update Security Caveats on the "Security Manager" menu bar. The"Security
Manager-Update Security Caveats' window is displayed.

To add acavest:

Typein the name of the new caveat in the Caveat Nametext areain the bottom of the " Security
Manager:Edit Caveats."

Click on Add inthe"Security Manager:Edit Caveats' window. The new caveat name is added to the
end of the exigting list.

To delete a cavedt:
Click on the name of the cavest, in the existing list, to be deleted. The sdected nameis highlighted
and it appearsin the Caveat Name text areain the bottom of the " Security Manager:Edit Caveats'

window.

Click on Delete in the " Security Manager-Edit Caveats' window. The selected caveat name
disappears from the existing caveats list.

22.2.8 Setting Access Parameters. This capability alowsthe SA to set or view host processors available
to GCCS at a particular site. To set or view host access:

A.

Click on File> Host Access Parameter s on the Security Manager menu bar. The " Security
Manager:Host Access Parameters[GCCS]" window isdisplayed. Note that the window consists of a
list of hosts available and a host accesslist.
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B. Click on File> Open Access File in the " Security Manager:Host Access Parameters [GCCS]"
window.

C. Sdlect the GCCS platform containing the desired file.
D. Click on Apply inthe“ Security Manager:Open Access Fileg’ window.
E. Click the desired host on the "Hogt Available List" to select ahogt.

F. Click inthe Host Access List to choose specific access parameters.

22.3 System Profile Maintenance

System Profile Maintenance is performed by the SA using the GCCS Desktop Profile Manager. The Profile
Manager is an interactive program that is used to manage user profile information. This program resides on
the GCCS Desktop Dedicated Processor and is started via the Session Manager launch window. The Profile
Manager performs the following functions:

»  Creates/modifies/deletes profile attributes
»  Createmodifies/deletes new user profiles
* Modifiesuser'sLaunch List

» Displays existing users based on profiles.

22.3.1 Profile Description. The construction of aprofile for aparticular user requires certain profile
attributes to be available for (or created prior to) insertion into aprofile. These attributes are Project,
Position, Directorate (optiona), Divisions (optional), Branch (optional), Section (optional), and Cell
(optional). If the optional attributes exist, they must also be included.

22.3.1.1 ProfileManager Activation. Click twicein rapid successon onthe PROFILE icononthe

Session Manager's launch window. Upon successful program initidization, the Profile Manager main
window is displayed, as shown in Figure 22-5.
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Currently Selected Profiles
1*
User Id No 1024 Id: deforres Name: Lloyd DeForrest
Project Name Demo Storm Project Notify NOTIFY DELETE
Position BSDIR Pogition Notify Notify DELETE
Directorate ECJ1 Directorate Directorate Notify NOT_NOTIFY DELETE
Divison Force Integration Divison Notify NOT_NOTIFY
Branch Admin Branch Branch Notify NOT_NOTIFY
Section Ops Briefing/Graphics Section Notify NOT_NOTIFY
Cdl JSE Cdl Notify NOT_NOTIFY
2

User Id No 1024 Id: deforres Name: Lloyd DeForrest
Project Name Day to Day Operations Project Notify NOT_NOTIFY
Position USER Pogtion Notify NOT_NOTIFY
Directorate ECJ3 Directorate Directorate Notify NOT_NOTIFY
Divison Division 437 Divison Notify NOT_NOTIFY
Branch Admin Branch Branch Notify NOT_NOTIFY
Section Ops Briefing/Graphics Section Notify NOT_NOTIFY
Cdl JSE Cdl Notify NOT_NOTIFY
Userid deforres Lloyd DeForrest a Branch a
Project a Section a
Directorate a Cdl a
Divison a Position a

I | Update Profile Filter | | Clear Profile Filter | ||

I I

PROJECT: Not Applicable
Figure 22-5. Profile Manager Main Window
22.3.1.2 ProfileManager Termination. To exit the Profile Manager computer program:
A. Click on File > Exit on the "Profile Manager" menu bar. Y ou will be prompted to confirm the exit

request.

B. Click on OK. All Profile Manager-related windows vanish.
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22.3.2 Profile Manager Menus. The Profile Manager has five menus. File, Edit, Options, Modify, and
Hep. Choicesavailable in these menus areillustrated in Figure 22-6.

The Profile Manager main window (Figure 22-5) containstwo digtinct areas. the top portion of the window
iswhere selected profiles are displayed, the bottom is used as afilter.

Alsoincluded in this display are the organization "Notify" and "Déete Rights' indicators. When the Notify
indicator displays"NOTIFY" next to an organization, the user will be notified when messages are received
for that organization. The Delete Rightsindicator displays"DELETE," to indicate the user has been given
Ddete Rightsto dementsin that organization's folder.

22.3.3 System Profile Maintenance Tasks. Thefollowing paragraphs provide the necessary step-by-step
actions required to utilize the capabilities provided by the Profile Manager computer program.

22.3.3.1 Viewing Usersand Profiles. Upon successful program initialization the Profile Manager main
window is displayed.

Profile
Manager
[I | | 1
[[Eit | [Towios | [Veaity | [ Fep |
| | 1 |
I New I I Delete II Print II Exit I _| User I _|OnC0ntent|
On Window
_|UsaH'UfiIeI _|UsaH'UfiIe| LF’roﬁle )
Launch List
_| Project I _| Project I _| Project I
Ind
_| Position I _| Position I _| Position I
On Hel
_| Directorael _| Directorael N
ame onvad
_| Division I _| Division I IE):J;JCHH;
_| Branch I _| Branch I W _lDirectoraeI
_| Section I _| Section I _'WI —I Division I
_| Cell | _| Cell | Cal _| Branch I

Figure 22-6. Profile Manager Menu Structure
The user profiles displayed in the main window can befiltered according to criterialisted in the bottom of the

main window. Each of thefilter criteriais selected from apop-up sdlection list. For example: selecting user
ID alone will show all profilesfor a particular user, while sdlecting any other profile attributes without the
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user ID will show dl users with the chosen profile attributes. To display profile(s) that correspond to a
certain filter criterion:

A.

22332

Click on a pop-up sdlection button for profile attributes to be used for the profilesto belisted. The
pop-up selection dialog for the selected profile attribute is displayed.

Click on the name of the salection to be used for this profile attribute.

Click on Ok/Apply. The selected name appearsin the corresponding profile attribute text field in
the main window. Click on Undo in the pop-up selection dialog if asdectionisto be changed. The
last selection will be removed from the main window. Note that the "Update Profile Filter" and
"Clear Profile Filter" buttons in the bottom of the main window become active after the first filter
profile attribute is entered (these buttons are initially stippled).

Repeat step a above for each profile attribute desired.

Click on Update Profile Filter button on the main window. All user profilesthat meet thefilter
criteriaare displayed in the main window with the default profile being marked by an asterisk (*).

Click on Clear Profile Filter to erase dl filter criteriaprevioudy sdlected, and the profiles displayed
inthemain window. Thisaction resultsin the "Update Profile Filter" and the "Clear Profile Filter"
buttons becoming stippled again.

Profile Attribute M aintenance. The attributes that make up the components of a profile are

Project, Position, Directorate, Divisions, Branch, Section, and Cell. Some attributes are optional; however, if
they are used in a profile, they must have been previoudly created. While each attributeis

created/del eted/modified separately, relationships also exist between some of the attributes that require cross-
checking when an attribute is worked on, specifically between Project and Positions, and Project and Cell.
Thefollowing list describes all attributes:

* Project. A project represents one of the GCCS activities that have been defined for a particular
facility or facilitiesin which GCCSis operating. This attribute must be specified when creating
auser profile.

» Position. Thisattribute represents a specific task or assignment undertaken by auser. Positions
belong to one or more projects; therefore a project name must be salected during the creation of a
position.

o Directorate. Thisisan optiond attribute.

» Division. Thisisan optional attribute.

* Branch. Thisisan optiond attribute.

e Section. Thisisan optional attribute.

o Cedl. All cdlsbdongto aproject, therefore a project name must be salected during creation of a
cell. "Cédl" isan optional attribute.

Creating anew project. To create anew project:
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Click on File> New > Project on the Profile Manager menu bar. The"Add New Project” dialog is
displayed.

Typein the name of the new project (maximum of 25 characters; no specia characters are dlowed).

If the "Default Positions' list isto be used with this new project, click onthe  Use Default Positions
button in the "Add New Project" diaog.

Click on Ok/Apply to save the new project name.

NOTE: For every project created, there must be an associated position. Vdidation of the
project/position pair must be manually performed off-line prior to insertion into a user profile.

Creating a New Position. To create anew position:

Click on File> New > Position on the Profile Manager menu bar. The "Add a New Position" dialog
isdisplayed.

Since dl positions belong to a project, select a project name via the pop-up sdlection button.
Type in the name of the new position (maximum of 8 characters; no specia characters are alowed).
Type in adescription of the position name (maximum of 25 characters).

Click on Ok/Apply to save the new position hame.

NOTE: For every project created, there must be an associated position. Vdidation of the
Project/Position pair must be manually performed off-line prior to insertion into a user profile.

Creating a New Directorate. To create anew directorate:

Click on File> New > Director ate on the Profile Manager menu bar. The"Add aNew Directorate’
dialog isdisplayed.

Type in the name of the new directorate (maximum of 25 characters).
Click on Ok/Apply to save the new directorate name.
Creating a New Division. To create anew division:

Click on File> New > Division on the Profile Manager menu bar. The"Add aNew Division" dialog
isdisplayed.

Typein the name of the new division (maximum of 25 characters).

Click on Ok/Apply to save the new division name.
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Creating a New Branch. To create anew branch:

Click on File> New > Branch on the Profile Manager menu bar. The"Add aNew Branch" dialog
isdisplayed.

Typein the name of the new branch (maximum of 25 characters).
Click on Ok/Apply to save the new branch name.
Creating a New Section. To create anew section:

Click on File> New > Section on the Profile Manager menu bar. The"Add aNew Section” dialog
isdisplayed.

Type in the name of the new section (maximum of 25 characters).
Click on Ok/Apply to save the new section name.
Creating a New Cdll. To createanew cdll:

Click on File> New > Cédll on the Profile Manager menu bar. The"Add New Cell" didog is
displayed.

Since dl cdllsbelong to aproject, select a project name viathe pop-up selection button.
Typein the name of the new cdll (maximum of 25 characters).

Click on Ok/Apply to savethe new cdl name.

Deleting a Project. To delete aproject:

Click on File> Delete > Project on the Profile Manager menu bar. The "Delete an Existing Project”
dialog isdisplayed. Notethewarning that al profiles assigned to this project will be deleted.

Sdlect the project to be deleted via the pop-up sdlection button.
Click on Ok/Apply to delete the selected project name.
Deleting a Position. To delete aposition:

Click on File> Delete > Position on the Profile Manager menu bar. The "Delete an Exigting
Position" dialog is displayed.

Sdlect aproject name via the pop-up selection button.
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Sdlect aposition name viathe pop-up selection button.

Click on Ok/Apply to delete the selected position name.

Deleting a Directorate. To ddete adirectorate:

Click on File> Delete > Director ate on the Profile Manager menu bar. The "Delete an Exigting
Directorate" dialog isdisplayed. Note the warning that al profiles assigned to this directorate will be
deleted.

Sdlect adirectorate name viathe pop-up sdlection button.

Click on Ok/Apply to delete the selected directorate name.

Deleting a Division. To deleteadivision:

Click on File> Delete > Division on the Profile Manager menu bar. The "Delete an Existing
Divison' didog isdisplayed. Notethewarning that all profiles assigned to this division will be
deleted.

Sdect adivision name viathe pop-up selection button.

Deleting a Branch. To delete abranch:

Click on File > Delete > Branch on the Profile Manager menu bar. The "Delete an Existing Branch”
dialog isdisplayed. Notethewarning that all profiles assigned to this branch will be deleted.

Sdlect abranch name viathe pop-up selection button.
Click on Ok/Apply to delete the selected Branch name.
Deleting a Section. To delete asection:

Click on File> Delete > Section on the Profile Manager menu bar. The "Delete an Existing
Section” dialog isdisplayed. Note the warning that profiles assigned to this section will be deleted.

Select a section name viathe pop-up sdlection button.
Click on Ok/Apply to delete the selected section name.
Deletinga Cell. Toddeeacdl:

Click on File > Delete > Cell on the Profile Manager menu bar. The"Déete an Existing Cdl"
dialog isdisplayed.

Sdlect aproject name via the pop-up selection button.
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Sdlect acdl name viathe pop-up selection button.
Click on Ok/Apply to delete the selected cell name.
M odifying a Project. To modify aproject:

Click on M aodify > Project on the Profile Manager menu bar. The"Modify Exigting Project" dialog
isdisplayed.

Sdlect the project name to be modified via the pop-up selection button.

Typein the new project name (maximum of 25 characters; no special characters are alowed).
Click on Ok/Apply to modify the sdlected project name.

M odifying a Position. Position modification entailsthe following: modifying the name of a
position within a project, modifying the list of launch buttons assigned to a position, and modifying
the default list of positions assigned to anew project.

To modify aposition name within a project:

Click on M odify > Position > Name on the Profile Manager menu bar. The "Modify an Existing
Position" dialog is displayed.

Sdlect the project name via the pop-up selection button.

Sdlect the old position name viathe pop-up sdlection button.

Typein the new position name (maximum 8 characters; no specia characters are dlowed).
Click on Ok/Apply to modify the selected old position name.

To modify a position launch button list:

Click on M odify > Position > Launch List on the Profile Manager menu bar. The "Edit Position
Launch List" dialog is displayed.

Sdlect the position name via the pop-up sdlection button. A list of all available launch buttonsis
displayed in the right side of the "Edit Position Launch List" dialog. On theleft sdeareadl the
launch buttons currently assigned to the selected position. Click on anamein onelist to moveit to
the other.

Click on Ok to save the assigned launch button list.

To modify a position default list:
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Click on M odify > Position > Default List on the Profile Manager menu bar. The "Edit Default
Position List" dialog isdisplayed. Thelist of commonly used positionsis displayed in the right side
of the "Edit Default Position List" dialog. On theleft side are dl the default positions. Click ona
namein onelist to moveit to the other. Thisdefault list is not GCCS-related. This datawas used
for UCOM. Do not use this option until further notice .

Click on Ok/Apply to modify the default list.
M odifying a Directorate. To modify adirectorate:

Click on M odify > Director ate on the Profile Manager menu bar. The "Modify Existing
Directorate" dialog is displayed.

Sdlect an old directorate name via the pop-up selection button.
Typein the new directorate name (maximum of 25 characters)
Click on Ok/Apply to modify the sdected directorate name.
M odifying a Division. To modify adivision:

Click on M odify > Division on the Profile Manager menu bar. The "Modify Existing Division"
dialog isdisplayed.

Sdlect an old division name viathe pop-up sdlection button.
Typein the new division name (maximum of 25 characters).
Click on Ok/Apply to modify the selected division name.
M odifying a Branch. To modify abranch:

Click on M odify > Branch on the Profile Manager menu bar. The"Modify Existing Branch" dialog
isdisplayed.

Sdlect an old branch name via the pop-up sdlection button.
Type in the new branch name (maximum of 25 characters).
Click on Ok/Apply to modify the selected branch name.
M odifying a Section. To modify a section:

Click on M odify > Section on the Profile Manager menu bar. The "Modify Existing Section” dialog
isdisplayed.
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Sdlect an old section name viathe pop-up salection button.
Typein the new section name (maximum of 25 characters).
Click on Ok/Apply to modify the selected section name.
Modifying a Cell. To modify acell:

Click on M odify > Cell on the Profile Manager menu bar. The "Modify Existing Cdll" dialog is
displayed.

Sdlect aproject name via the pop-up selection button.
Sdect an old cdll name via the pop-up selection button.
Typeinthe new cell name (maximum of 25 characters).

Click on Ok/Apply to modify the selected cell name.

22.3.4 User Profile Maintenance. Every entry into thiswindow is done viaa pop-up selection dialog and
it is here that the Delete Rights can be set for each entry. The mandatory entries are User 1D, Project Name,
and Position Name.

Additiondly, before a position name and/or cell name can be selected, a project name must first be selected.

22341

A.

22342

A.

Creating a New User Profile. To create anew user profile:

Click on File> New > User Profile on the Profile Manager menu bar. The"Add aNew User
Profile' window is displayed.

Click on the pop-up selection dial og buttons for those fiel ds chosen to become part of the user
profile.

Sdect the Grant Delete Rights button if the user will have the right to delete folders and folder
elements contained in the salected organization'sfolder. The user is granted delete rightsif the
"Grant Delete Rights' button is pushed in (button shaded).

Click on Ok/Apply. The entries are then verified, and if valid, the new user profile is added into the
system.

Deletea User Profile. To deete auser profile:

Display the profile to be deleted in the main window, and click anywhere within this profile.
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B. Click on File> Delete > User Profile on the Profile Manager menu bar. The "Deete User Profile”
window containing the selected profileis displayed.

C. Click on Ok/Apply. The selected profileisdeleted and is not recoverable.

22.34.3 ModifyingaUser Profile. To modify auser profile:
A. Display the profile to be modified in the main window, and click anywhere within this profile.

B. Click on M odify > User > Profile on the Profile Manager menu bar. The "Modify an Existing User
Profile' window is displayed containing the selected profile for modification. All entries, except
User ID, can be modified via pop-up selection buttons.

C. Make dl modifications.
D. Click on Ok/Apply. The sdlected profileis modified as per Step c.

22.3.5 Launch List Maintenance. When aprofileisassigned to auser by the SA, specific application
access or privileges are dso assigned. When the userslogs on, awindow on the GCCS Desktop displaysa
st of iconsthat represent the applications available to the user. Thisisknown asalaunch window. The SA
populates that window by choosing specific applications from the applicationsin the Available Launch List
and inserting them into the user'slaunch list. The Available Launch List contains al available applications
that have been properly ingtalled through the use of the System Installer.

22.35.1 ModifyingaUser Launch List. Tomodify auser launch lit:

A. Click on Modify > User > Launch List on the Profile Manager menu bar. The "Edit User Launch
Ligt" window is displayed.

B. Sdect aUser ID viathe pop-up sdlection button. All launch buttons available are listed in the right
side of the"Edit User Launch List." Thel€eft side contains the launch buttons that are assigned to the
User ID sdlected. Click on theright side nameto moveit to the left side, or click on the left Sideto
moveit to theright side.

C. Click on OK to save auser launch list.

22.3.6 ProfilesDisplay Order. Once profiles are displayed in the Currently Displayed Profiles area of the
main window, the SA hasthe ahility to change the order in which they are displayed. The default ordering is
by User ID. Profiles can be ordered (in aphabetical order) according to the following eight criteria: User ID,
Project, Position, Directorate, Division, Branch, Section, and Cell.

To order the profiles listed according to a specific criterion:

A. Click on Options> Order By > <acriterion>, where <acriterion> is one of the eight criterialisted

above. After ashort time, the Currently Selected Profiles display in the main window is updated to
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reflect the order according to the criterion salected. The sort order is asfollows: Blanks, Numbers,
UPPER CASE LETTERS, and lower case letters.

22.4  System Assign Roles Maintenance

System Assign Roles Maintenance is performed by the SA using the GCCS Desktop Role Manager. The
Role Manager is an interactive program that is used to assign rolesto users, such as. Security Administrator,
System Administrator, and GCCS Operator. This program resides on the GCCS Desktop Dedicated
Processor and is started via the Session Manager launch window. The profile performs the following
functions:

* Asdgnsrolesto specified account groups by User IDs.

» Ddetesroles from specified account groups by User IDs.

» Editsrolesto specified account groups by User IDs.

» Duplicatesroles of account groupsto alow the SA to revise previoudy entered datato avoid
repetitive entry when creating additiona roles.

e Print theassigned role of auser.

22.4.1 RoleManager Activation. To activate the Role Manager program, execute the following:

A. Enter USERNAME: SECMAN [RETURN]
Enter PASSWORD [RETURN]

B. Click twicein rapid succession onthe ROLE icon on the Session Manager's launch window. Upon
successful program initidization the Role Manager main window is displayed, as shown in Figure
22-7.
ROLE ACCT GROUP CLASSIFICATION
GCCS Default GCCS Operator XXXXXKXXXKX
SA Default System Admin XXXXXKXXXKX
SSO Default Security Admin XXXXXKXXXKX
ADD DELETE  EDIT DUPLICATE  PRINT EXIT

Figure 22-7. Role Manager Main Window
22.4.2 RoleManager Termination. To exit the Role Manager, execute the following:

A. Click on File>Exit on the Role Manager menu bar. Y ou will be prompted to confirm the exit
request.
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Click on Ok. All Role Manager-related windows vanish.

Role Manager Menus. The Role Manager alows the user to add roles to applicable account

groups. The structure is shown in Figure 22-8.

22.4.4 Adding aRoleto Account Group: Security Admin

A.

Click on Add inthe Role Manager main window (Figure 22-7). The Add Role main menu will
appear (see Figure 22-9).

Enter name.

Enter security.

Sdlect Security Admin Account Group and click on OK.

The Security Admin Role Header window will be displayed (see Figure 22-10).

To grant permissionsto therole, click on the desired permissionsin the Permission list in the
Security Admin Role Header window, and click  Add.

Each permission will have a separate screen to enter applicable data.
Click on Edit only if any one of the permissions needs to be modified.

Click on Menu Access only if the Security Administrator needs to access the menu for Accounts or
Security. Refer to Figure 22-8 to view the structure.
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Assign Roles I

I
| Security Administrati ori
]

|
I l
| System Administrationl | GCCS Operator I

Menu Access I | Permissions I | Menu Access I

Menu Access

_I Accounts I

|— View System Accouts

|— View User Accounts

|— View Roles

|— Archives Accounts & Roles
|— Restore Accounts & Roles
| Export Accounts & Roles

: Accounts
—I Security I Audit Status

Classification

Logs
l— Audit Status Roles
| Audit Log
| OS Audit Log
L Security Alert Log
L Archive Logs

Hardware

D

| Shutdown System

| Reboot System

| Fast Reboot System
— ReMount Global Data
|— Sync Time with Server
| Config Printer

Software

D

L Segment Installer

|— Installation Server

|— Archive Net Server Data
| Restore Net Server Data

atabase

ﬂ

l— Archive IMCIS Data
|— Restore IMCIS Data
| Clean Datafiles

_I Network I

| Change Machine D

| — Set System Time

L Set WAN UID

| Set WAN DDN Time Out
| Configure DDN Host Table
|— Set Nips TDBM Host

L Configure STUIII Directory

Figure 22-8. Role Manager Menu Structure (Part 1 of 3)
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GCCS Operator

| System Menubarl | System Chart I
]
Viows G i

ADRG CD Maps Set View Filter | Local Opnotes l— System Version
Other CD Maps Activate Window = Incoming Opnotes  j— System Status Comms
System Chart | Operator Messages  f— Track Status i
Chart Inset 1 |— Log Mgr Incoming  j— File Status Support
Chart Inset 2 |— Log Mgr Outgoing ~ |— System Services System
Chart Inset 3 |— IncomingMsgLog  }— Screen Alert Filter Map Options
Restart Chart |— OutgoingMsgLog  |— Alert Display Filter Plot Control

|— Binary Msg Log |— Alert Log Support TDAs

|— Msg Headers |— Archive-Restore Slides

|— Auto Forward Table |— Printer Chooser FOTC/Bcst

|— Decoder Status |— Trouble Reports TDAs

|— Message Alerts |— Passdown Watch Log

|— Communications |— Screen Saver

|— Channel Status |— Top 25 Processes

|— DDN Host Table | Diagnostics (monitor)

|— STU Il Directory |— NetWatch

l— EMAIL Table . PChat

|— DDN Net Ping

|_ GFCP Auto Config

| Nav Update Rate

JMIE Database
EMCON Status

Figure 22-8. Role Manager Menu Structure (Part 2 of 3)
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GCCS Operator|

IS\/slem Menuba' I System Chart I

1 1 1 1 1 1 1 1
I System I I Map Optionsl I Plot Control I I Tracks I I Support TDAsl I FOTC/Bcst I I Slides I I TDAs I
I— Exit Zoom Symbol Labels New Track Pimtracks Report Log Print Screen Quick CPA
Double Specia Controls New Elint Track Overlays Input Msg Filters Quick Intercept
Half Slash Times New Acoustic Track Sites Input Geo Filters Two Track Analysis
Center/Width Auto Plot - Off New Unit Track Groups Broadcasts Track History Analysis
Whole World Track Type Toggles Copy Gridded Fields ATO Msg Log Timelate Statistics
Center On Track Type Hilites Edit ScreenKILO FOTC Parameters Limit Lines
Default Chart Attribute Toggles Amplify Tracks Four Whiskey FOTC SITREP Status Boards
Set Default Chart Symbols On/Off/Dots Delete FOTC SITREP Summary MOBOARD Overlay
Previous Chart Site Controls Xmit UID Params Crossfix
Stored Maps Declutter Print UID Stats CAP Engagement
Map List Track Control Storage f— Select All HULTEC Database
Add Product -SIT Search SAR
VPF Edit Set Master Ref Quick Search SAT Database
Map Manager Search to Replace SAT Vulnerability
Colors Search Filter Table
Intensity Boolean Search Filters
Country Colors Boolean Track Search
Features Compare
Chart Monitor Duplicates
3D Viewer Track Status
LOS Profile Track Summaries
Track Tables
Tracks of Interest
Figure 22-8. Role Manager Menu Structure (Part 3 of 3)
ACCOUNT GROUPS
Security Admin
System Admin
GCCS Operator
CANCEL OK

Figure 22-9. Add Role Main Menu
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ROLE HEADER
NAME: e,
ACCT GROUP: ..
SECURITY: e
PERMISSIONS
Accounts
Audit Status
Classification
Logs
Roles
A:Add D:Deete E:Edit P:Print
R:Restore V:Archive X:Export
EDIT
MENU ACCESS
Sec Admin
CANCEL OK

Figure 22-10. Security Admin Role Header

22.45 Adding aRoleto Account Group: System Admin

A. Return to the Add Role main menu (Figure 22-9). Sdect System Admin Account Group and click
on OK. Thiswill bring up the System Admin Account Group window (see Figure 22-11).

B. Enter name.

C. Enter account group.

D. Enter security.

E. Click on Menu Access only if the System Administrator needs to access the menu for Hardware,

Software, Database, or Network options. Refer to Figure 22-8 to view the structure.
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NAME: e
ACCT GROUP: System Admin
SECURITY: e
MENU ACCESS
System Admin
CANCEL OK

Figure 22-11. System Admin Account Group
22.4.6 Adding aRoleto Account Group: GCCS Operator

A. Return to the Add Role main menu (Figure 22-9). Sdect GCCS Operator Account Group and click
on OK (seeFigure 22-12).

B. Enter name.

C. Enter account group.

D. Enter security.

E. Click on Menu Accessonly if the SA needsto access the System Menu Bar Options or System Chart

Options. Refer to Figure 22-8 to view the structure.

NAME: e
ACCT GROUP: GCCS Operator
SECURITY: e
MENU ACCESS
System Menubar System Chart
CANCEL OK

Figure 22-12. GCCS Operator Account Group
22.4.7 Deleting a Rolefrom an Account Group

A. In the Role Manager main window (Figure 22-7), click on Deleteto alow the SA to delete an
exigting user. A confirmation window will be given.

22.4.8 Edit an Existing Rolefor an Account Group
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A. In the Role Manager main window (Figure 22-7), click on  Edit to allow the SA to modify an existing
user.

22.4.9 Duplicatea Rolefrom an Existing User

A. In the Role Manager main window (Figure 22-7), click on  Duplicateto alow the user to duplicate
SA information in order to create another new user.

22.4.10 Print aRole of a User(s)
A. In the Role Manager main window (Figure 22-7), click on  Print to invoke the IMCIS printer.
22.4.11 Exit the Role Manager Main Menu

A. In the Role manager main window (Figure 22-7), click on  EXxit to return to the Desktop.

225 TheMonitor Program

The Monitor launch button runs the Monitor program. This program, under the Options menu (Figure 22.13)
presents several useful displays for monitoring the variouslogs, aarms, and reports.

22.6  TheControl Manager Program

The Control Manager launch button containsthe  Startup, Shutdown, and other options for selectable hosts.
Figure 22-14 presents the menus for the Control Manager. Under the Control menu are the various options.
Sdection of the Startup and Shutdown options brings up awindow wherein the server and host to be
started or shut down are selected. Clicking onthe Apply button executes the command for the selected
machines.

|.Sdlecting the Kill and I nitialize options brings up awindow with the list of servers. Highlighting the server
and clicking the Apply button will execute the selected command for that server.

Sdlecting the Execute option presents alist of hosts and acommand input window.
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| Monitor |
I I I ]

File | | Options | | Help |
Print | _| File Viewer | _| On Content
Exit I _I Log Reporter I _I On Window

_| Current Users Display | _| OnKeys

_| Generate System Alarm | _| Index

_| Display Incoming AIarmsI _| OnHelp
_| OnVersion

options are;

* Audit Log

« DEC Processor Status
o ExecutableList

e Loca Password File

e Mac SptFile.

Figure 22-13. Monitor Menu
Sdlecting the Report option currently presents five command options and the host list. The command

The Locd Password File command will cause the password file from the selected host (not the  /etc/shadow

file) to open for scrolling perusal.

Fi: e I Eclm I | Conltrol I | Hdl p I
E Print cut I _| Startup I _| On Content
Exit Copy | _I Shutdown | _I On Window
Paste | _| Kill | _| OnKeys
Clear | _I Initialize | _I Index
_| Execute I _| OnHelp
_| Report I _| On Version

Figure 22-14. Control Manager Menu
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APPENDIX C. MSQL DATABASE ADMINISTRATION GUIDE
Ci1 Introduction

Mini Structured Query Language (SQL ), or mSQL, isalightweight database engine designed to provide fast
access to store datawith low memory requirements. Asits nameimplies, mSQL offersasubset of SQL asits
query interface. Although it only supports a subset of SQL (no views, subqueries, etc.), everything it
supportsis in accordance with the American National Standard's Ingtitute (ANSI) SQL specification. The
mMSQL package includes the database engine, atermina "monitor" program, a database administration
program, aschema viewer, and a C language API. The API and the database engine have been designed to
work in aclient/server environment over a TCP/IP network.

Cc.z2 Mini SQL Specification

The mSQL language offers asignificant subset of the features provided by ANSI SQL. It allowsaprogram
or user to store, manipulate, and retrieve datain table structure. It does not support relational capabilities
such astablejoins, views, or nested queries. Although it does not support all the relational operations
defined in the ANSI specification, it does provide the capability of "joins' between multiple tables.

The definitions and examples below depict mSQL key words. (Although they are provided herein upper
case, no such restriction is placed on the actual queries).

C.21 TheCreateClause. Thecreate clause as supported by mSQL can only be used to create atable. It
cannot be used to create other definitions such as views. It should also be noted that there can only be one
primary key field defined for atable. Defining afield asakey generates an implicit "not null" attribute for
thefield.

CREATE TABLE t abl e_naneg(
col _nanme col _type [not null]|primry key]
[, col _nane col _type [not null]|primry key]]**

)

For example:

CREATE TABLE enp_det ai | s(
first_name char(15) not null

| ast _nane char (15) not null
dept char (20)

enp_id int primary key,

sal ary i nt

)

The avallable types are:
char (I en)
i nt
rea
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C.22 TheDrop Clause. The Drop Clauseisused to remove atable definition from the database:

DROP TABLE t abl e_nane

For example:

DROP TABLE enp_details

C.23 Thelnsert Clause. Unlike ANSI SQL, the user cannot nest a Select within an Insert (i.e., the user
cannot insert the data returned by asdlect). Currently, the user must aso specify the names of thefiddsinto
which the dataisto beinserted. The user cannot specify the values without the field name and expect the
sarver to insert the dataiinto the correct fields by default.

DELETE FROM t abl e_nane
VWHERE col unmm OPERATOR val ue

[ AND | OR col um OPERATOR val ue] **
OPERATOR can be <, >, =, <=, >=, <> or like

For example:
DELETE FROM enp_details WHERE enp_id = 12345

The number of vaues supplied must match the number of columns.

C.24 TheSdect Clause. The Sdect Clause offered by mSQL lacks some of the features provided by the
SQL specification:

- No nested sdlects
- Noimplicit functions (e.g., count(), avg() ).

It does, however, support:

- Joins

DISTINCT row sdlection

ORDER BY clauses

Regular expression matching

Column-to-column comparisonsin WHERE clauses.
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Theforma syntax for mSQL's sdect is:

SELECT [table.]Jcolum [,[table.]colum]**
FROM t abl e[, tabl e] **
[ WHERE [t abl e. ] col unm OPERATOR VALUE

[AND | OR [table.]colunm OPERATOR VALUE] **]

[ ORDER BY [table.]colum|[DESC][,[table.]col um[DESC] ]

OPERATOR can be <, >, =, <=, >= <> or like
VALUE can be a literal value or a colum name

A smple sdect may be:

SELECT first_nane, |ast_name FROM enp_details
WHERE dept =' fi nance'

To sort the returned data in ascending order by last_name, and descending order by first_name, the query
would look like this:

SELECT first_nane, |ast_name FROM enp_details
WHERE dept =' fi nance'
ORDER BY | ast_nane, first_nanme DESC

And to remove any duplicate rows, the DISTINCT operator could be used:

SELECT DI STINCT first_nane, |ast_nane FROM enp_details
WHERE dept =' fi nance'
ORDER BY | ast_nane, first_nanme DESC

The regular expression syntax supported by LIKE clausesisthat of standard SQL.:

- ' "matches any single character
- '0%' matches) or more characters of any value
- '\" escapes pecid characters (e.g. \%' matches % and \\' matches\ )

- all other characters match themsalves.

For example, to search for anyone in Finance whose last name consists of aletter followed by 'ughes, such as
Hughes, the query could look like this:

SELECT first_nane, |ast_nanme FROM enp_details
WHERE dept =' fi nance' and | ast_nane |ike ' _ughes'

The power of arelational query language becomes apparent when the user starts joining tables together
during asdect. For example, consider atask where a user has two tables defined, one containing staff details
and another listing the projects being worked on by each staff member, and each staff member has been
assigned a unique employee number. The user could generate a sorted list of who was working on what
project with aquery such asthis.

SELECT enp_details.first_nane, enp_details.|ast_nane,
project_details. project

C-3



GCCS-SAM2.1
rev 0
September 29, 1995

FROM enp_detail s, project_details
WHERE enp_detail s. enp_i d=proj ect_details.enp_id
ORDER BY enp_details.last_name, enp_details.first_nane

mMSQL places no restriction on the number or tables "joined” during aquery; therefore if there are 15 tables
containing information related to an employee I D in some manner, data from each of those tables could be
extracted (albeit dowly), by asingle query. One key point to note regarding joinsisthat the user must
qudify al column nameswith atable name. mSQL does not support the concept of uniquely named columns
spanning multiple tables, so the user isforced to qualify every column nameif accessing more than one table
inasingle salect.

C.25 TheUpdate Clause. The mSQL Update clause cannot use acolumn name asavaue. Only litera
values may be used as an update value.

UPDATE t abl e_name SET col unm=val ue[, col um=val ue] **
WHERE col unmm CPERATCR val ue
[AND | OR col utm OPERATCR val ue] **

OPERATCR can be <, >, =, <=, >= <> or |like
For example:
UPDATE enp_details SET sal ary=30000 WHERE enp_i d=1234

C.3 ThemSQL Terminal Monitor

Like all database applications, mSQL provides a program that allows a user to interactively submit queriesto
the database engine. In mSQL, itisaprogram simply caled 'msgl'. It requires one command line argument,
which isthe name of the database to access. Once started, thereis no way to swap databases without
restarting the program.

The monitor also accepts two command line flags.

- -h Host Connect to themSQL server on Host.
- g Process one query and quit returning an exit code.

The monitor has been moddlled after the original Ingres (and the subsequent Postgres) monitor program.
Commands are distinguished from queries by backslash prefixes. To obtain help from the monitor prompt,
the \h command isused. To exit from the program, the \q command or an EOF("D) must be entered.

To send aquery to the engine, the query is entered followed by the  \g command. \g tells the monitor to "Go"
and send the query to the engine. If the user wishesto edit the last query, \e will place the user inside of the vi
editor, where the query can be modified. If the user wishes to use an editor other than the vi editor to perform
query editing, mSQL will honor the convention of using the contents of the VISUAL environment variable as
an dternate editor. When the user has completed the editing, exiting the editor in the usual manner will return
the user to mSQL with the edited query placed in the buffer. The query can then be submitted to the server

by using the\ g "Go" command asusud.
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The query buffer is maintained between queries not only to enable query editing, but aso to alow aquery to
be submitted multipletimes. If \g isentered without entering a new query, the last query to be submitted will
be resubmitted. The contents of the query buffer can also be displayed by usingthe  \p "Print" command of
the monitor.

To enable convenient access to database servers running on remote hosts, the mSQL termina monitor
supports the use of an environment variable to indicate the machine running the server (rather than having to
specify -h some.hosts.name every timethe user executesmSQL). Note that thisisafunction provided by
the mSQL terminal monitor, not the mSQL AP library, and as such is not available for use with other
programs. To use thisfeature, set the environment variable MSQL_HOST to the name or address of the
desired machine.

C4 mMSQL Database Administration

mMSQL databases are administered using the  msgladmin command. Severa administrative tasks, such as
creating new databases and forcing a server shutdown, are performed using  msgladmin. Likeal mSQL
programs, msgladmin acceptsthe'-h Host' command line flag to specify the desired machine. The
commands available via msgladmin are:

create DataBase Create anew database cdled DataBase

drop DataBase Deetethe entire database called DataBase

- shutdown Tdl the server to shut itself down

- reload Tl the server to reload its access control information
- verson Display various version information from the server.

It should be noted that the server will only accept  create, drop, shutdown, and reload commandsif they are
sent by the root user (as defined at instalation time) and are sent from the machine running the server. An
attempt to perform any of these commands from aremote client or as anon-root user will resultina
"permission denied" error. The only command a user can execute over the network or as anon-root user is
version.

C5 mMSQL Schema Viewer

mSQL providesthe relshow command to display the structure of adatabase. If executed with no arguments,
relshow will list the available database. If it is executed with the name of adatabase, relshow will list the
tables that have been defined for that database. If given both adatabase and tablename,  relshow will
display the structure of the table including the field names, types, and sizes. Likeal mSQL programs,
relshow honorsthe '-h Host' command line flag to specify aremote machine as the database server.

C6 mSQL Database Dumper

A program is provided that will dump the contents and structure of atable or entire database in an ASCI|
form. The program, msgldump, produces output that is suitable to be read by mSQL termina monitor asa
script file. Using thistool, the contents of a database can be backed-up or moved to anew database. By
virtue of the '-h Host' option, the contents of a remote database may be pulled in over the net. Thiscan be
used as a mechanism for mirroring the contents of an mSQL database onto multiple machines.
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cC.7 Access Control

Access control is managed by the msql.acl filein theingtalation directory. Thisfileissplit into entriesfor
each database to be controlled. If the file doesn't exist or details for a particular database aren't configured,
access revertsto global read/write. Thisisan example of an acl entry:

# Sampl e access control for nSQL

dat abase=t est

r ead=banbi , paul p

write=root

host =*. Bond. edu. au, student.it. Bond. edu. au
access=| ocal , renot e

Using this definition, database 'test’ can be accessed by both local and remote connections from any host in
the Bond.edu.au domain except for the student.it.Bond.edu.au. Read accessisonly grantedto bambi and
paulp. Nobody elseisallowed to perform sdlects on the database. Write accessisonly availableto  root.

Control isbased on the first match found for agiven item. Thus, aline such as "read=-* bambi" would not
get the desired results (i.e., deny access to everyone other than bambi) because -* will also match bambi. In
this case, the line would have to be "read=bambi,-*" athough the -* is superfluous asthat is the default
action.

Notethat if an entry isn't found for aparticular configuration line (such as "read") it defaultsto aglobal
denial. For example, if thereisno "read" line (i.e., there are no "read" tokens after the datais loaded) nobody
will be granted "read" access. Thisisin contrast to the action taken if the entire database definition is
missing, in which case accessto everything is granted.

Another feature to noteisthat adatabase'sentry must be followed by ablank lineto signify the end of the
entry. There may aso be multiple config linesin the one entry (such as "read=bambi,paul p""read=root").
The datawill be loaded as though it was concatenated onto the same "read" line(i.e.,
"read=bambi,paulp,root").

Wild cards can be used in any configuration entry. A wild card by itsdlf will match anything whereas awild
card followed by some text will cause only apartia wild card (e.g., * .Bond.edu.au matches anything that ends
in Bond.edu.au). A wild card can aso be set for the database name. A good practiceisto install an entry
with database=* asthelast entry in thefile so that if the database being accessed wasn't covered by any of
the other rules adefault site policy can be enforced.

The acl information can beloaded at runtimeusing msgladmin reload. Thiswill parsethefile beforeit sends
the rdload command to the engine. Only if thefileisparsed cleanly isit rdloaded. Likemost msgladmin
commands, it will only be accepted if generated by the root user (or whoever the database was installed as) on
the loca host.
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CS8 Drop_buttons
The drop_buttons script located in / h/EM/progs alows the user to list which buttons are stored in the msq|
gecs database, and to drop buttonsif the associated application has been de-installed from all platforms at the
dte.
The following command will list all buttons stored in the msgl gecs database:
/' h/ EM pr ogs/ drop_buttons -1
To look for a specific button or group of buttons, enter the following command:
/ h/ EM progs/drop_buttons -1 {Actua name of button or first few characters}
To drop a button, enter the following:

/ h/ EM progs/ drop_buttons -1 {Actua name of button}

The program will ask for confirmation that the user wishesto drop the specified button.
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APPENDIX D. GCCSCOE KERNEL DESCRIPTION
D.1 SPARC 1000/2000 (DB Server) With Only SPARCstorage Array(s) (30 x 1.1 GB drives)

This selection creates an ORACLE database server with only SPARCstorage Array(s) attached, not including
theinternal disk drives contained within the CPU cabinet. A maximum of four SPARCstorage Arrays, each
with 30 x 1.1 GB drives, can be configured by the scripts (explained below) provided with this selection.
Disk partition maps B.7, B.8, and B.9 should have been used to configure the internal disk drives.

The load_patches script loads the SUN-recommended cluster of patchesfor Solaris 2.3, the NIS+ patches,
the Answerbook and NeW Sprint patches if applicable, and the other scripts. It also configuresthe
[etc/passwd, /etc/group, and /etc/shadow files for GCCS.

The vm _install script installs Volume Manager software needed to configure the SPARCstorage Arrays and
the Volume Manager patch. It aso createsthe/ etc/vx/disks.exclude file, which prevents vxinstall from
initializing non-array disk drives, and setsthe path up for root to use the Volume Manager.

The format_all script formatsall drivesthat are not defined in/  etc/vistab. It creates the swap partition on
thelast drive of thefirgt (if only SPARCstorage Array is available) or the last drive of the second
SPARCstorage Array. Finaly, it downloadsthe latest SPARCstorage Array firmware.

The mk_oracle_group creates the volumes on the first two SPARCstorage Arrays. If thereisonly one
SPARCstorage Array, dl seven volumes/ h, /home2, /homel0, /securityl, /security2, /oracle/smback, and
/hUSERS (partition map B.12) will be crested onit. Thelast drive of thisarray will have been configured as
swap space by the format_all script. If asecond SPARCstorage Array isavailablethe/ securityl and
/security2 volumes and the swap partition will be placed oniit. Inthisinstance the last two drives on thefirst
SPARCstorage Array will be used for hot spares. The remaining 28 disk drives on the second SPARCstorage
Array will be used to mirror all the volumes on thefirst, except for the hot spare drives.

The mk_oracle_group_2 crestestwo volumes; / home20 and /home30 on the third SPARCstorage Array.
One drive will be designated ahot spare. The fourth SPARCstorage Array will be configured to mirror the
third SPARCstorage Array.

The kernel_load_remote or kernel_load_local scriptsload the second part of the GCCS COE Kerng which
contains the secadm and sysadm account groups and the Executive Manager.

The gees kernel script completes the setup of the system. This includes preparing the system for
networking, DNS, mail, X Windows, and setting the system up as a security auditing server.

D.2 SPARC 1000/2000 " Without" SPARCstorage Arrays
This sdlection creates an ORA CLE database server without SPARCstorage Array(s) attached. This
configuration represents the GCCS Database Server with 14 x 2.1 GB hard drives contained in two disk

pedestals. The site cannot load the JOPES Core Database (SMDB) on this system. The JOPES Core
Database requires asingle volume called / homel0 with at least 11 GB of disk space.
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The load_patches script loads the SUN-recommended cluster of patchesfor Solaris 2.3, the NIS+ patches,
the Answerbook and NeW Sprint patches if applicable, and the other scripts. It also configuresthe
letc/passwd, /etc/group, and /etc/shadow files for GCCS.

The kernel_load_remote or kernel_|load_local scripts|oad the second part of the GCCS COE Kernd, which
contains the secadm and sysadm account groups and the Executive Manager.

Findly, the gccs kernel script completes the setup of the system. Thisincludes preparing the system for
networking, DNS, mail, X Windows, and setting the system up to server as a security auditing server.

D.3 SPARCsation With SPARCstorage Array (18 x 1.1 GB drives)

This sdlection creates an application or database server with a SPARCstorage array containing 18 x 1.1 GB
hard drives and oneinternal 1.1 GB disk drive. Disk partition maps B.10 should have been used to configure
theinternal disk drive.

The load_patches script loads the SUN-recommended cluster of patchesfor Solaris 2.3, the NIS+ patches,
the Answerbook and NeW Sprint patches if applicable, and the other scripts. It also configuresthe
letc/passwd, /etc/group, and /etc/shadow files for GCCS.

The vm _install script installs Volume Manager software needed to configure the SPARCstorage Arrays and
the Volume Manager patch. It aso createsthe/ etc/vx/disks.exclude file, which prevents vxinstall from
initializing non-array disk drives, and setsthe path up for root to use the Volume Manager.

The format_all script formats all drivesthat are not definedin/ etc/vfstab. It creates the swap partition and
the security auditing partitions (/ secl on dice 0 and / sec2 on dice 7) on thelast drive of the SPARCstorage
Array. If the system isa Sybase server for the Executive Manager, it creates the four Sybase raw partitions
on dices 3 through 6 of thelast drive. Finaly it downloads the latest SPARCstorage Array firmware.

The mk_oracle_group creates three volumes on the SPARCstorage Array; /| h, /homel, and /home2 (partition
map B.14). If the system has been designated as an AMHS server, afourth volumecalled/ amhswill also be
created (partition map B.15).

The kernel_load_remote or kernel_load_local scripts|oad the second part of the GCCS COE Kernd, which
contains the secadm and sysadm account groups and the Executive Manager.

The gees kernel script completes the setup of the system. Thisincludes preparing the system for
networking, DNS, mail, X Windows, and setting the system up to perform security auditing.

D4 SPARCstation With SPARCstorage Array (Number of drives not equal to 18)
No script (mk_oracle _group) has been written to build volumes on a SPARCstorage Array with an
indeterminate number of disk drives. The load patches, vm install, format_all, kernel_load_remote,

kernel_load local, and the gccs_kernel scripts can all be used, but the installer will be required to configure
the volumes on the SPARCstorage Array themsalves..
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D5 SPARCstation With More Than 2.5 GB of Disk Space (Application Server)

This sdlection creates or upgrades an application server with aminimum of 2.5 GB of disk space. Itis
primarily directed toward the standard GCCS application server, which comeswith two 1.1 GB and one 2.1
GB hard disk drives. Disk partition maps B.2 or B.3, or variations thereof, should be used for this
configuration.

The load_patches script loads the SUN-recommended cluster of patchesfor Solaris 2.3, the NIS+ patches,

the Answerbook and NeWSprint patches if applicable, and the other scripts. It configuresthe/  etc/passwd,
/etc/shadow, and /etc/group filesfor GCCS. In the case of an upgrade, several unnecessary accounts are
removed from the passwd/shadow files, the root .xsession, .profile, and .cshrc are modified, permissions are
modified on severa files, and the/ securityl and /security2 partitions are created for security auditing.

For anew system the kernel _load_remote or kernel _load |ocal scriptsload the second part of the GCCS
COE Kernd, which containsthe secadm and sysadm account groups and the Executive Manager.

For asystem being upgraded, the kernel _update remote or kernel _update |ocal only load the GCCS
Version 2.1 secadm and sysadm account groups. The Executive Manager is upgraded using the
EM_UPGRADE segment.

The gees _kernel script isonly run on new systems, and completes the setup of the system. Thisincludes
preparing the system for networking, DNS, mail, X Windows, and setting the system up to perform security
auditing.

D.6 SPARCstation With Less Than 1.5 GB of Disk Space

This sdlection creates or upgrades an application server with lessthan 1.5 GB of disk space. Itisprimarily
directed toward the low-end GCCS application server, which comeswith one 1.1 GB hard disk drive. Disk
partition maps B.5, or variations thereof, should be used for this configuration.

The load_patches script loads the SUN-recommended cluster of patches for Solaris 2.3 (replacing outdated
onesif needed), the NIS+ patches, the Answerbook and NeW Sprint patches if applicable, and the other

scripts. It configuresthe/ etc/passwd, /etc/shadow, and /etc/group filesfor GCCS. Inthe case of an

upgrade, severa unnecessary accounts are removed fromthe  passwd/shadow files, the root .xsession,
.profile, and .cshrc are modified, permissions are modified on severa files, and the/ securityl and /security?2
partitions are created for security auditing.

For anew system the kernel _load_remote or kernel _load |ocal scriptsload the second part of the GCCS
COE Kernd, which containsthe secadm and sysadm account groups and the Executive Manager.

For asystem being upgraded, the kernel _update remote or kernel_update local only load the GCCS
Version 2.1 secadm and sysadm account groups. The Executive Manager is upgraded using the
EM_UPGRADE segment.

The gees _kernel script isonly run on new systems and completes the setup of the system. Thisincludes
preparing the system for networking, DNS, mail, X Windows, and serving as a security auditing server.
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D.7 SPARCstation With Less Than 600 M B of Disk Space

This sdlection creates or upgrades an application server with less than 600 MB of disk space. Disk partition
maps B.6, or variations thereof, should be used for this configuration.

Severa scripts are provided with this selection to build the system. The load patches script |oads the Jumbo
Kernd Patch (101318), (replacing outdated ones if needed), the NI S+ patches, the Answerbook and

NeW Sprint patchesif applicable, and the other scripts. It configuresthe/  etc/passwd, /etc/shadow, and
letc/group filesfor GCCS. It dso determinesif thisisan upgrade of aGCCSVersion 2.0 system. Inthe

case of an upgrade, the several unnecessary accounts are removed fromthe  passwd/shadow files, the root
xsession, .profile, and .cshrc are modified, permissions are modified on severa files, and the/ securityl and
/security?2 partitions are created for security auditing.

For anew system, the kernel_load remote or kernel _load local scriptsload the second part of the GCCS
COE Kernd, which containsthe secadm and sysadm account groups and the Executive Manager.

For asystem being upgraded, the kernel _update remote or kernel _update local only load the GCCS
Version 2.1 secadm and sysadm account groups. The Executive Manager is upgraded using the
EM_UPGRADE segment.

The geces kernel script completes the setup of the system in the case of anew system. Thisincludes
preparing the system for networking, DNS, mail, X Windows, and creating the/  securityl and /security2
partitions for security auditing.

D.8 SPARC 1000/2000 With SPARCstorage Arraysand Disk Pedestals

This sdlection creates an ORACLE database server with both SPARCstorage Array(s) and disk drive
pedestals attached. 1t addresses building systems from the ground up and attaching SPARCstorage Arraysto
existing GCCSVerson 2.0 systems. A maximum of two SPARCstorage Arrays, each with 30 x 1.1 GB
drives, can be configured by the scripts provided with this selection. Disk partition map B.1 should have
been used to configure the internal and pedestdl disk drives.

The load_patches script loads the SUN recommended cluster of patchesfor Solaris 2.3, the NIS+ patches,
the Answerbook and NeW Sprint patches if applicable, and the other scripts. It also configuresthe
[etc/passwd, /etc/group, and /etc/shadow filesfor GCCS. In the case of an upgrade, severa unnecessary
accounts are removed fromthe passwd/shadow files, the root .xsession, .profile, and .cshrc are modified,
permissions are modified on severd files, and the/ securityl and /security2 partitions are exported for
security auditing.

The vm _install script installs VVolume Manager software needed to configure the SPARCstorage Arrays and
the Volume Manager patch. It aso createsthe/ etc/vx/disks.exclude file, which prevents vxinstall from
initializing non-array disk drives, and setsthe path up for root to use the Volume Manager.

The format_all script formats all drivesthat are not defined in/ etc/vistab. 1t also downloads the latest

SPARCstorage Array firmware. It also renames the following partitions on the disk drive pedestals./  h
becomes/h1 and /h/USERS becomes/h1/USERS
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The mk_oracle_group creates the two volumes, / h and /homel0, on the first SPARCstorage Array, with the
last drive designated as a hot spare. |If thereis second SPARCstorage Array, it is configured to mirror the

first. After the volumes are created and the file systems mounted, the contents of the origind /  h, now /h1, is
copied to the/ h on the SPARCstorage Array, and / h1/USERSisrenamed / h/USERS.

For systems being built from the ground up, the kernel _load_remote or kernel_|load_local scriptsload the
second part of the GCCS COE Kerndl, which containsthe  secadm and sysadm account groups and the
Executive Manager.

For asystem being upgraded, the kernel _update remote or kernel_update |ocal only load the GCCS
Version 2.1 secadm and sysadm account groups. The Executive Manager is upgraded using the
EM_UPGRADE segment.

The geces kernel script isonly used on new systems and compl etes the setup of the system. Thisincludes
preparing the system for networking, DNS, mail, X Windows, and serving as a security auditing server.
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